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Chapter1 Introduction

1.1. Background and motivation

The RAISE (Robotics and Al for Socio-economic Empowerment) innovation ecosystem,
designed by the National Research Council, the Italian Institute of Technology (IIT)
and the University of Genoa, which was officially proposing it, with direction and
support from the Liguria Region, the National Recovery and Resilience Plan was
selected among the 11 national innovation ecosystems by the Ministry of University
and Research, within the framework of the PNRR, and will access the negotiation and
implementation phases of the proposed projects.

RAISE was designed to consolidate innovation with a high technological vocation
among the key chains of the Ligurian economy and provides for a budget of 120
million euros from the resources foreseen for the PNRR.

In particular, the project was proposed in the context of the MUR call implementing
Mission 4, Component 2, Investment 1.5 of the PNRR for funding Innovation
ecosystems (state and non-state university networks, public research bodies, local
public bodies, others highly qualified public and private subjects) and sees the
involvement of important companies present in the region.

The RAISE ecosystem will constitute a sort of "engine" that will feed the new industrial
and production processes through Robotics and Artificial Intelligence with specific
application in the domains of logistics and port facilities, sustainable cities and
territories, health and environment.

The RAISE project aims to assume a reference role in the outlined area of
specialisation (Robotics and Al) at national and international level through the skills
already present and consolidated in the Ligurian territory.

The ecosystem includes 33 projects with affiliated partners represented by small and
medium-sized regional enterprises and sees the participation of UniGe, lit and Cnr as
founders together with the Liguria Region, FILSE, Liguria Digitale, ANCI Liguria, the
CIMA Foundation and the Job Centre. Over 50% of the funds received will be dedicated
to businesses through cascading tenders or specific technology transfer projects for
the creation of the ecosystem. [CNR22]

Data platforms and IoT platforms have emerged as key technologies for enabling the
development of applications in various domains, including Artificial Intelligence (Al)
and Internet of Things (IoT). These platforms provide the necessary infrastructure and
tools for acquiring/ingesting, storing, integrating, and visualising data, enabling the
development of sophisticated applications with data-driven insights.

The motivation behind this thesis is to compare existing data platforms such as
D4Science, CyVerse, Globus, DataONE, ELIXIR, Galaxy and platforms oriented to Al
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applications (e.g. Weka, etc.) and 10T platforms (e.g. Particle, Sentilo, Measurify) in
order to identify the best solutions for designing applications in the domain of Smart
Ports. For instance, the D4Science platform is a data platform built upon a grid
computing infrastructure [CCP08], used by more than 15,000 users, to support
scientific research and collaborative data sharing. It provides a range of
functionalities for handling large-scale data, supporting data analysis, and facilitating
collaboration among researchers. In recent years, other approaches have been
proposed that may offer similar functionality sometimes with different architectural
patterns. For all these reasons, it seems important to analyse and compare existing
infrastructures and approaches taking into consideration the Smart Ports applications
area, one of the domains of interest for the RAISE project [CNR22]. Smart Ports are
becoming increasingly vital in modern transportation and logistics. One of the key
challenges in Smart Ports is the management of data from diverse sources, including
monitoring data for vehicles, operators, goods, and other relevant use cases. This
requires robust software infrastructure to support the design and development of
applications that can effectively handle and analyse heterogeneous data. By
leveraging advanced technologies such as loT, big data analytics, and cloud
computing, Smart Ports can optimise operations, enhance efficiency, and improve
overall performance.

By conducting a comprehensive comparison, this thesis aims to provide insights into
the strengths and weaknesses of different platforms and identify the most suitable
platform(s) for supporting the development of a Smart Port applications.

Therefore, the problem statement for this project is to compare and evaluate the
architectural patterns and functionalities of D4Science platform with existing Data
Platforms oriented to Al applications and IoT Platforms, with the goal of identifying
the best solutions for providing a software infrastructure to design applications in the
domain of Smart Ports under the RAISE PNRR project

1.2. Research Objectives

The main objectives of this research project are as follows:

1. To evaluate the suitability of these Data Platforms and IoT Platforms for
providing a software infrastructure to design applications in the domain of
Smart Ports, taking into consideration the specific requirements and challenges
of the RAISE PNRR project, such as tracking of vehicles/operators, crowd
counting, and other Al-driven functionalities.

2. To provide recommendations and guidelines for selecting the most suitable
Data Platforms and loT Platforms, including D4Science, for supporting the
development of applications in the domain of Smart Ports, and to highlight
potential areas for future research and improvement in this field.



These research objectives will guide the research and analysis conducted in the
project and help achieve the goal of identifying the best solutions for providing a
software infrastructure to design applications in the domain of Smart Ports under the
RAISE PNRR project.

1.3. Limitations

There are some limitations to this research project, which include:

1. The analysis and comparison will be limited to the selected Data Platforms
oriented to Al applications and loT Platforms, as mentioned in the research
objectives, and may not cover all available platforms in the market.

2. The evaluation and comparison will be based on the information and
documentation available at the time of the research, and any updates or
changes in the platforms after that may not be included.

3. The findings and recommendations may be subjective and dependent on the
specific requirements and context of the RAISE PNRR project, and may not be
directly applicable to other domains or projects.

4. The research will not include detailed implementation or testing of the
identified platforms, and the evaluation will be based on their documented
features and functionalities.

5. The availability of resources, such as time, data, and access to platforms, may
impose limitations on the depth and breadth of the analysis and comparison.

It's important to clearly define the scope and limitations of your research project to
set realistic expectations and provide a clear understanding of the boundaries within
which your research will be conducted.



Chapter 2 Literature review

2.1. Introduction

2.1.1 What is a Data Platform

In this section, we provide an overview of the goals, functionalities, and architectural
patterns commonly associated with Data Platforms. Understanding these foundational
concepts will help contextualise the comparison of different platforms in subsequent
sections.

A data platform is a comprehensive software infrastructure that enables organizations
to store, manage, process, and analyze large volumes of data. It provides a unified
environment for collecting, integrating, and transforming data from various sources,
making it accessible and actionable for users across the organization.

Data plaforms typically offer a range of functionalities, including data ingestion, data
storage and management, data processing and analytics, data visualization, and data
governance, meta-data, search functionalities and file sharing. These platforms often
leverage cloud systems, accomodating growing data volumes and processing
requirements.

The primary goal of a data platform is to empower organizations to harness the value
of their data by facilitating data-driven decision-making, uncovering insights, and
driving innovation. By providing a centralized and standardized approach to data
management and analysis, data platforms enable users to explore, transform, and
extract value from their data efficiently and effectively.

Data platforms can cater to different use cases and industries, such as business
intelligence, data science, 10T analytics, and machine learning. They may incorporate
features like data integration, data quality management, security and access control,
data governance, and collaboration tools to support diverse data-related workflows
and requirements.

Generally, the data platform serves as a foundation for organisations to unlock the
full potential of their data assets, enabling them to derive meaningful insights, make
informed decisions, and drive business success.

2.1.2 Goals of a Data Platform

A Data Platform typically aims to provide a comprehensive solution for managing,
processing, and analysing large volumes of data. Its primary goals include:
e Efficient data storage and management: Data Platforms often leverage
cloud/grid infrastructure with virtual machines and storage services to handle
diverse data types, such as structured, unstructured, and semi-structured data.



Data collaboration and sharing: Collaborative tools and features enable
multiple users to work together on data-related tasks, fostering data sharing,
teamwork, and knowledge exchange.

Scalability and performance: Data Platforms are designed to scale horizontally
and vertically, accommodating increasing workloads and optimising data
processing and analytics performance.

2.1.3 Functionalities of a Data Platform

The functionalities offered by Data Platforms can vary but typically include:

Data ingestion and integration: Data Platforms provide mechanisms for
ingesting data from various sources, such as databases, data streams, and
external APIs. They also facilitate data integration, enabling the combination of
disparate data sources.

Data processing and analytics: Platforms offer capabilities for data processing
tasks such as data transformation, cleansing, and aggregation. They also
provide tools and libraries for performing advanced analytics, including
machine learning, statistical analysis, and data visualization.

Data governance and security: Data Platforms incorporate features for data
governance, including access control, data privacy, and compliance with data
protection regulations. They may also offer auditing and monitoring
functionalities to track data access and activities.

2.1.4 Architectural Patterns of a Data Platform

Data Platforms commonly adopt architectural patterns to achieve their goals and
provide the desired functionalities. Some key patterns include:
e Cloud/Grid Infrastructure: Data Platforms leverage cloud or grid infrastructure

to provide scalable and elastic resources for data storage, processing, and
analytics.

Distributed Storage: Platforms utilise distributed storage systems, such as
file-based or object-based storage, to store and manage large volumes of data
across multiple nodes or clusters.

Collaborative Tools: Data Platforms incorporate collaborative features like
shared workspaces, version control, and data annotation to support teamwork
and collaboration among data scientists, analysts, and domain experts.

By introducing these general concepts in the literature review, readers will gain a
better understanding of the goals, functionalities, and architectural patterns
commonly associated with Data Platforms. This foundation will set the stage for the
subsequent comparison of specific platforms in later chapters.

As an example, D4Science provides researchers and practitioners with a

working environment where open science practices are transparently promoted. This
infrastructure is built and operated by relying on gCube technology, a software system
specifically conceived to enable the



construction and development of Virtual Research Environments (VRES), i.e.
web-based working environments tailored to support the needs of their

designated communities, each working on a research question. Beside providing users
with the domain-specific facilities, i.e. datasets and services suitable

for the specific research question, each VRE is equipped with basic services
supporting collaboration and cooperation among its users, namely: (i) a

shared workspace to store and organise any version of a research artefact; (ii)

a social networking area to have discussions on any topic (including working

version and released artefacts) and be informed on happenings; (iii) a data

analytics platform to execute processing tasks either natively provided by

VRE users or borrowed from other VREs to be applied to VRE users’ cases

and datasets; and (iv) a catalogue-based publishing platform to make the

existence of a certain artefact public and disseminated. These facilities are

at the fingerprint of VRE users. They continuously and transparently capture research
activities, authors and contributors, as well as every by-product

resulting from every phase of a typical research lifecycle, thus reducing the

issues related with open science and its communication. [ACCC19]

2.2. Overview of existing Data Platforms for Al
applications (Weka)

2.1 Overview of existing Data Platforms for Al applications

In recent years, the field of Artificial Intelligence (Al) has witnessed rapid growth and
development, and this has led to the emergence of a wide variety of data platforms
and tools designed specifically for Al applications. These platforms offer a range of
functionalities and features, including data collection, storage, processing, analysis,
and visualization, among others. In this subchapter, we provide an overview of some
of the most popular data platforms for Al applications, including D4Science and Weka.

211 Weka

Weka is a popular data platform for Al applications. It offers a range of features and
tools for data mining, machine learning, and predictive analytics. The platform
includes a comprehensive suite of algorithms and models, which can be used for a
variety of tasks, such as classification, regression, clustering, and association rule
mining. Weka also provides users with a range of data visualization tools, which can
be used to explore and analyze large datasets.

Overall, these data platforms offer a range of features and functionalities that can be
used to support Al applications in a variety of domains, including Smart Ports. In the
following chapters, we will compare these platforms with other IoT platforms to
identify the best solutions for providing a software infrastructure for designing Smart
Port applications. [WFHP16]
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2.3. Overview of existing data platforms similar to
D4Science (e.g. Globus, CyVerse, Galaxy, DataONE,
ELIXIR)

In addition to the data and loT platforms discussed in the previous sections, there are
other existing platforms that share similar features and functionalities. This section
provides an overview of some of these platforms.

2.3.1. Globus

Globus is a research data management service that allows for the sharing, transfer,
and synchronization of large amounts of data. It provides a web-based interface and
APIs for programmatic access to its services. Globus also supports integration with
other tools and platforms commonly used in the scientific community, such as Jupyter,
RStudio, and GitHub. [G23]

2.3.2. CyVerse

CyVerse is a data management platform specifically designed for the life sciences
research community. It provides a suite of tools and services for managing and
analyzing data, including high-performance computing resources, data storage, and
collaborative tools. CyVerse also offers training and support for researchers who use
the platform. [CV23]

2.3.3. Galaxy

Galaxy is an open-source platform for data-intensive biomedical research. It provides
a web-based interface for researchers to analyze and share data, as well as a suite of
tools for data visualization, genome assembly, and other data analysis tasks. Galaxy
also supports the integration of third-party tools and resources. [G23]

2.3.4. DataONE

DataONE is a federated network of data repositories and related tools and services. It
provides a centralized location for discovering, accessing, and sharing research data
across multiple disciplines. DataONE also offers support for data management
planning and data publication. [D23]

"



2.3.5. ELIXIR

ELIXIR is a pan-European infrastructure for biological data management and analysis.
It brings together resources and expertise from across Europe to provide a platform
for life sciences research. ELIXIR provides a suite of tools and services for data
management, analysis, and sharing, as well as training and support for researchers
who use the platform.

[E22]

2.4. Overview of existing IoT Platforms (e.g. Particle,
Sentilo, Measurify)

This subchapter provides an overview of three existing IoT platforms: Particle, Sentilo,
and Measurify. Each of these platforms is evaluated in terms of their key features,
architecture, and suitability for use in the Smart Ports domain.

2.2.1. Particle

Particle is a cloud-based IoT platform that offers a suite of tools for building and
managing loT devices. It provides features such as data visualization, device
management, and secure data transfer. Particle also has an open-source firmware
called Device OS that can be used with various hardware platforms, including Arduino
and Raspberry Pi.

Particle's architecture is based on a publish-subscribe messaging protocol, where
devices publish data to the cloud and subscribe to receive commands. It also
supports integration with various third-party services, such as AWS loT and Google
Cloud loT.

Particle has been used in various 10T applications, including smart agriculture,
industrial automation, and asset tracking. Its features and architecture make it a
suitable candidate for use in the Smart Ports domain. [P23]

2.2.2. Sentilo

Sentilo is an open-source loT platform that provides tools for data collection,
management, and analysis. It allows for the integration of various sensors and
devices, as well as the visualization of data in real-time. Sentilo's architecture is based
on a distributed system, where data is collected at the edge and transmitted to a
central server for storage and analysis.

Sentilo is designed for use in smart city applications, such as traffic management and
environmental monitoring. However, its features and architecture make it a potential
candidate for use in the Smart Ports domain. [WIS]
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2.2.3. Measurify

Measurify is a cloud-based loT platform that provides features such as real-time data
visualization, device management, and automated alerts. It also supports integration
with various third-party services, such as AWS loT and Azure loT.

Measurify's architecture is based on a microservices architecture, where each service
is responsible for a specific function. This architecture allows for flexibility and
scalability in the platform's deployment.

Measurify has been used in various applications, including smart buildings, energy
management, and transportation. Its features and architecture make it a potential
candidate for use in the Smart Ports domain.

Overall, each of these 10T platforms has its own unique features and architecture that
make it suitable for different 10T applications. In the next chapter, these platforms will
be compared with the D4Science platform to identify the best solutions for providing
a software infrastructure for designing applications in the Smart Ports domain. [M23]

2.5. Common functionalities between Data Platforms
and Al platforms

Introduction

In the era of data-driven decision-making, Data Platforms and Al Platforms stand as
two pivotal pillars of innovation. Data Platforms, such as D4science and CyVerse,
specialize in efficient data management, while Al Platforms, typified by Weka, excel in
machine learning and artificial intelligence.

This section explores the shared functionalities that bind these domains. We uncover
the common tools, processes, and capabilities that bridge data management with
advanced analytics, empowering organizations to unlock the full potential of data for
Al-driven applications.

We navigate data storage, integration, analytics, model development, collaboration,
scalability, security, and governance—elements that converge to shape modern
data-driven ecosystems.

Data Management and Storage

Efficient Data Management and Storage are the cornerstones of success. Key tools and
solutions, such as Apache Hadoop, Amazon S3, and Apache Cassandra, play pivotal
roles in handling, storing, and safeguarding large datasets.
e Apache Hadoop: A distributed storage and processing framework, ideal for
managing massive datasets.
e Amazon S3: A scalable and reliable cloud-based storage service, offering
accessibility and durability.
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e Apache Cassandra: A distributed NoSQL database, ensuring reliable data
management for high-throughput applications.
These tools, libraries, and frameworks collectively form the foundation for robust data
management and storage. They empower organizations to securely handle vast data
volumes, ensuring accessibility and security. This lays the groundwork for advanced
analytics, Al, and other data-driven endeavors, fostering success in the modern
data-centric era.

Data Integration and Transformation

Data Integration and Transformation serve as the crucial junction where raw data
evolves into actionable insights. This section explores key tools such as Apache NiFi
for seamless data flow, Talend for connecting diverse data sources, Pandas for
efficient data transformation, and scikit-learn for enabling model development.
Apache NiFi: Facilitating efficient data collection, processing, and distribution.
Talend: Bridging data sources and ensuring data compatibility and quality.
Pandas: Enabling data transformation and preparation for analysis.
scikit-learn: Empowering model development through feature engineering and
data preprocessing.

In conclusion, these tools, libraries, and frameworks embody the essence of data
integration and transformation. They harmonize data from diverse sources, ensuring
its readiness for advanced analytics, Al, and other data-driven applications, fueling
innovation in today's data-centric world.

Model Training and Development

Al and machine learning, Model Training and Development are the critical stages
where data transforms into predictive power. This section explores the key tools such
as TensorFlow and PyTorch, libraries like scikit-learn, and frameworks like Keras that
drive model development and optimization.

e TensorFlow and PyTorch: These deep learning frameworks provide the
backbone for building and training neural networks, enabling advanced model
development.

e scikit-learn: A versatile machine learning library, it offers a rich set of tools for
model training, evaluation, and optimization.

e Keras: As a high-level neural networks API, Keras simplifies the process of
building and experimenting with deep learning models.

These tools, libraries, and frameworks collectively empower data scientists and
researchers to craft and refine models that extract insights from data. They form the
heart of Al and machine learning applications, paving the way for data-driven
decision-making and innovation in diverse fields.

14



Collaboration and Workflow Management

These days data-driven teamwork, Collaboration and Workflow Management serve as
the coordinators that synchronize activities and procedures. This section explores key
tools such as Git and Apache Airflow, libraries like Luigi, and frameworks like Kubeflow
that facilitate collaboration and streamline workflows.

e Git: A widely-used version control system, Git enables seamless collaboration
on code and data projects, ensuring version tracking and collaboration.

e Apache Airflow: An open-source workflow automation tool, it simplifies the
orchestration of complex data workflows, from data ingestion to model
deployment.

e Luigi: A Python module for building data pipelines, Luigi structures workflows
and ensures dependencies are met.

e Kubeflow: A Kubernetes-native platform, Kubeflow streamlines the deployment
and management of machine learning models.

These tools, libraries, and frameworks serve as the backbone for efficient
collaboration and workflow management in data-centric environments. They empower
teams to work cohesively, from data preprocessing to model deployment, facilitating
innovation and success in the modern era of data-driven endeavors.

Scalability and Performance

In the age of big data and Al, Scalability and Performance are the pillars that ensure
systems can handle growing demands. This section explores key tools such as Apache
Spark and Docker, libraries like NumPy and Dask, and frameworks like Kubernetes that
enhance scalability and optimize performance.

e Apache Spark: A distributed data processing framework, Apache Spark enables
parallel processing and scalability for handling large datasets and complex
computations.

e Docker: Containerization technology like Docker facilitates scalable deployment
and portability of applications across various environments.

e NumPy: A fundamental library for numerical computing in Python, NumPy
optimizes the performance of mathematical operations.

e Dask: A parallel computing library, Dask scales data processing and analytics
tasks across multiple cores and nodes.

e Kubernetes: An open-source container orchestration platform, Kubernetes
automates the scaling and management of containerized applications.

These tools, libraries, and frameworks collectively empower organizations to scale
their data and Al workloads efficiently while optimizing performance. They ensure
systems can handle increased demands and complex computations, fostering
innovation and success in today's data-intensive and Al-driven landscape.
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Security, Governance, and Compliance

Security, Governance, and Compliance are the safeguarding shields that protect data
integrity and regulatory adherence. Here we explore key tools such as Apache Ranger
and HashiCorp Vault, libraries like PyCryptodome, and frameworks like Open Policy
Agent that fortify security, governance, and compliance efforts.

e Apache Ranger: An enterprise-grade security framework, Apache Ranger
provides fine-grained access control and data security for various data
platforms.

e HashiCorp Vault: A secrets management tool, HashiCorp Vault secures and
manages sensitive data and credentials.

e PyCryptodome: A Python library for cryptography, PyCryptodome offers
encryption and data security capabilities.

e Open Policy Agent (OPA): A policy-based control framework, OPA enables
fine-grained policy enforcement and compliance checks across applications
and services.

These tools, libraries, and frameworks collectively strengthen data security,
governance, and compliance efforts. They ensure data remains protected, adhere to
regulatory requirements, and bolster data integrity in the modern era of data-driven
operations, enhancing trust and mitigating risks.

Conclusion

In the modern days of data-driven innovation, this chapter has unveiled the critical
pillars that support success. We've explored key tools, libraries, and frameworks,
including Apache Hadoop, TensorFlow, Git, and Apache Ranger, among others, that
empower organizations to harness the full potential of data and Al.

These tools have acted as enablers across various domains, from data management
and storage with tools like Amazon S3 and Docker, to model training and development
with frameworks like Keras and scikit-learn, and even security, governance, and
compliance with tools like HashiCorp Vault and Open Policy Agent (OPA). Collaboration
and workflow management have been streamlined through solutions like Apache
Airflow and Kubeflow, and scalability and performance have been optimized with
technologies like Dask and Kubernetes.

In closing, these tools, libraries, and frameworks collectively embody the essence of
modern data and Al ecosystems. They have been the driving force behind innovation,
enabling organizations to navigate the complexities of the data-driven era. As we
move forward, they will continue to play pivotal roles, empowering us to unlock new
frontiers, overcome challenges, and realize the full potential of data and Al in an
ever-evolving digital landscape.
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2.5. Review of architectural patterns and
functionalities of Data Platforms and IoT Platforms

In this section, we will analyze the architectural patterns and functionalities of the
data and loT platforms identified in the previous sections, specifically focusing on
D4Science, Weka, Particle, Sentilo, and Measurify. We will evaluate each platform
based on the following criteria:
Data storage and management capabilities
e Al and machine learning functionalities
e Integration with other tools and platforms
Scalability and performance

e Security and privacy features
We will also explore the differences in the architectural patterns of these platforms,

such as the use of microservices, cloud-based solutions, and containerization.
Additionally, we will examine the functionalities of these platforms in terms of their
ability to support real-time data streaming, data analysis and visualization, and API
management.

Overall, this review will provide a comprehensive understanding of the strengths and
limitations of each platform, which will be essential in the evaluation and selection
process for the software infrastructure for designing applications in the domain of
Smart Ports.

2.4.1. Evaluation based on criterion

D4Science:

e Data storage and management capabilities in general: D4Science offers a range
of data storage and management services, including the ability to store,
manage, and share data across different domains and scientific communities.

e Storage type: Offers support for various data storage types, including
file-based, object-based, distributed storage, and in-memory storage.

e Access control: Provides access control mechanisms to ensure data security and

restrict user access to authorized individuals or groups (VRE Manager, VRE
Designer, VRE Data Manager and VRE User).
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Batch/Stream Data: Supports both batch and stream data processing, allowing
users to analyze data in real-time as well as process large datasets in batches.

Database types: Supports various database types including SQL (MySQL,
PostgreSQL, IBM DB2, Oracle, Microsoft SQL Server, Sybase, Microsoft Access,
FileMaker) and NoSQL databases, depending on the specific requirements and
data models. [ITDM]

Al and machine learning functionalities: D4Science provides access to a range
of Al and machine learning tools, such as Jupyter Notebooks, RStudio, and
TensorFlow. [D4S23]

Integration with other tools and platforms: D4Science integrates with a variety
of tools and platforms, including data visualization tools like R Shiny and
Tableau, as well as data sharing platforms like Zenodo and figshare. [D4S23]

Scalability and performance: D4Science is designed to be highly scalable and
performant, with the ability to handle large and complex datasets.

Security and privacy features: D4Science has a range of security and privacy
features, including authentication and access control mechanisms, data
encryption, and secure communication protocols. [D4523]

Supports various data formats: Tabular data formats such as CSV
(Comma-Separated Values), TSV (Tab-Separated Values), Excel spreadsheets
(XLS, XLSX), and other similar formats for structured data. Document formats
like PDF (Portable Document Format), Microsoft Word (DOC, DOCX), and plain
text files (TXT) for textual data. Image formats: Common image formats such as
JPEG, PNG, GIF, and TIFF are typically supported by D4Science for image data.
Geospatial data formats such as GeoJSON, Shapefile (SHP), Keyhole Markup
Language (KML), and other GIS-specific formats. If D4Science caters to
biological or molecular research, it may support formats like FASTA
(nucleotide/protein sequences), PDB (protein structure data), and various
bioinformatics file formats. For network analysis and graph-related research,
D4Science may support formats like GraphML, GML (Graph Modeling Language),
and adjacency matrix representations. [D4F23]

ELIXIR is a research infrastructure that primarily focuses on providing access to data,
tools, and services for life sciences research, particularly in the fields of genomics,
proteomics, and related areas

Data storage and management capabilities in general: ELIXIR provides a range
of data storage and management solutions, including cloud storage, object
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storage, and database storage.

e Data Storage: Offers data storage capabilities with a focus on biological and life
sciences data.

e Access Control: Provides access control mechanisms tailored for biological and
life sciences data.

e Batch/Stream Data: Supports both batch and stream data processing for
biological and life sciences data.

e Database Types: Offers support for biological and life sciences databases,
including specialized databases for genomics, proteomics, and other biological
data.

e Al and machine learning functionalities: ELIXIR offers several tools for Al and
machine learning, including machine learning libraries and workflows for data
analysis. Elixir provide access to various machine learning and data analysis
tools through their partner organizations or via integration with other
platforms. Some of these tools and platforms might include Galaxy,
Bioconductor (Bioconductor is an open-source software project for the analysis
and comprehension of high-throughput genomic data. ELIXIR may incorporate
Bioconductor packages and tools into its services.), Taverna (workflow
management system), Jupyter Notebooks, R and Python Libraries, Visualization
Tools. ELIXIR doesn't develop its own visualization tools, it plays a crucial role
in providing a centralized hub for accessing a diverse set of bioinformatics and
data analysis tools, including those with visualization capabilities (Cytoscape,
Bioconductor Visualization Packages, Tableau, Bokeh, ggplot2, d3.js, Seaborn,
Matplotlib)

e Integration with other tools and platforms: ELIXIR integrates with a wide range
of tools and platforms, including Galaxy, Taverna, and RStudio.

e Scalability and performance: ELIXIR is designed to be highly scalable and can
handle large volumes of data. Its performance is optimized for scientific and
research workflows.

e Security and privacy features: ELIXIR has strong security measures in place,
including data encryption, access control, and audit logging.

Galaxy:

e Data storage and management capabilities in general: Galaxy provides several
data storage solutions, including cloud storage and file-based storage. It also
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has a data management system for organizing and sharing data.

Data Storage: Provides data storage capabilities for bioinformatics and
genomics data, but may not support other data types extensively.

Access Control: Offers access control features to manage user permissions and
sharing of genomics and bioinformatics data.

Batch/Stream Data: Offers both batch and stream data processing capabilities
for genomics and bioinformatics data.

Database Types: Provides support for bioinformatics databases and tools,
allowing users to access and analyze genomic and molecular data.

Al and machine learning functionalities: Galaxy has a suite of tools for machine
learning and data analysis, including machine learning libraries and workflows.

Integration with other tools and platforms: Galaxy integrates with a wide range
of tools and platforms, including ELIXIR, BioContainers, and Jupyter notebooks.

Scalability and performance: Galaxy is designed to be highly scalable and can
handle large volumes of data. Its performance is optimized for scientific and
research workflows.

Security and privacy features: Galaxy has strong security measures in place,
including data encryption, access control, and audit logging.

CyVerse:

Data storage and management capabilities in general: CyVerse provides several
data storage solutions, including cloud storage and file-based storage. It also
has a data management system for organizing and sharing data including
search engines and metadata management as part of its data storage and
management capabilities.

Data Storage: Offers primarily data storage capabilities for life sciences and
computational biology data. While it specializes in providing data storage
capabilities for these fields, it may also offer general-purpose storage for other
scientific domains and research projects. CyVerse's infrastructure can be
adapted to meet the storage needs of various scientific disciplines beyond life
sciences and computational biology. The platform's versatility allows
researchers from different fields to leverage its resources for data storage and
analysis.
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Access Control: Provides access control mechanisms for managing user access
to life sciences and computational biology data.

Batch/Stream Data: Provides both batch and stream data processing
capabilities for life sciences and computational biology data. They can diverse
depending on the goal but some commons are Hadoop, Spark, Kafka, Apache
Airflow, Nextflow, bioinformatics tools, and some other custom scripts.
Database Types: Offers support for various life sciences databases, including
genomics, transcriptomics, and ecological data repositories.

Al and machine learning functionalities: CyVerse offers several tools for Al and
machine learning, including machine learning libraries and workflows.
Terra(workflows for genomic analysis), Galaxy, CyVerse Atmosphere(not a
workflow tool, but can be used in conjunction with other workflow tools), CWL
(Common Workflow Language) - standardized language for describing data
analysis workflows, Nextflow, AGAVE -an API-driven platform that integrates
with CyVerse and provides capabilities for building and running scientific
workflows.

Integration with other tools and platforms: CyVerse integrates with a wide range
of tools and platforms, including Jupyter notebooks, RStudio, and GitHub.

Scalability and performance: CyVerse is designed to be highly scalable and can
handle large volumes of data. Its performance is optimized for scientific and
research workflows. [CV23]

Security and privacy features: CyVerse has strong security measures in place,
including data encryption, access control, and audit logging.

DataONE:

Data storage and management capabilities in general: DataONE provides a
robust data management system that includes features such as versioning,
provenance tracking, and metadata management.

Data Storage: Provides data storage capabilities for scientific data, supporting
various data types and formats.

Access Control: Offers access control features to manage user permissions and
data sharing within the scientific community.

Batch/Stream Data: Primarily focuses on data storage and sharing, and may not
have extensive built-in data processing capabilities.
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Weka:

Database Types: Does not provide a specific built-in database management
system, but allows integration with external databases for data storage and
management.

Al and machine learning functionalities: DataONE doesn't explicitly

provide Al and machine learning functionalities but allows integration with
other tools and platforms that offer such capabilities.

Integration with other tools and platforms: DataONE integrates with a range of
tools and platforms such as R, Python, and MATLAB for data analysis and
visualization.

Scalability and performance: DataONE can handle large and complex datasets
and provides fast and reliable data access and retrieval.

Security and privacy features: DataONE has strong security and privacy
features such as access control, data encryption, and authentication. [D23]

Data storage and management capabilities in general: Weka itself is primarily
focused on data analysis and modeling, and it does not offer dedicated data
storage or management capabilities.

Data Storage: Primarily focuses on machine learning and data mining, and may
not provide extensive built-in data storage capabilities.

Access Control: Do not have built-in access control mechanisms and relies on
underlying systems for user authentication and authorization.

Batch/Stream Data: Primarily focuses on batch data processing and may not
provide extensive support for real-time stream data processing.

Database Types: Does not provide built-in database management capabilities
and focuses on machine learning and data mining.

Al and machine learning functionalities: Weka provides a range of machine
learning algorithms and tools for data mining, clustering, and classification.
Integration with other tools and platforms: Weka can be integrated with other
tools and platforms, such as R and Python.

Scalability and performance: Weka is designed to be scalable and performant,
with the ability to handle large datasets. [WFHP16]
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e Security and privacy features: Weka does not have any built-in security or
privacy features, but it can be used in conjunction with other tools and
platforms that do offer these features.[WFHP16]

Particle:

e Data storage and management capabilities in general: Particle provides a range
of data storage and management services, including cloud-based data storage
and data visualization tools.

e Particle primarily supports the following communication protocols: MQTT,
HTTP/HTTPS, WebHooks, REST APIs, TCP/UDP, Particle Cloud APIs, and custom
protocols (Particle also supports custom protocols, allowing developers to
implement their own communication protocols if needed for specific loT
applications)

e One of its standout features is its ability to seamlessly collect data from a wide
range of versatile sources. Whether you're monitoring environmental
conditions, tracking assets, or managing industrial processes, Particle is
designed to handle diverse data sources with ease. 10T Devices, External
Sensors, Legacy Systems (Particle supports custom protocols and can bridge
the gap between legacy industrial systems and modern loT solutions. You can
easily integrate and collect data from legacy equipment and machinery,
ensuring that valuable data is not left untapped.), Databases, Cloud Services,
Web Applications, User Inputs, Location-Based Data, Industrial Machines

e Key features of Particle's real-time data acquisition include: Instant Data
Ingestion, Low Latency Communication, Continuous Monitoring, Event-Driven
Triggers, Live Dashboards, Remote Control, Edge Computing, High Availability

e Data Storage: Provides data storage options for file-based and object-based
storage.

e Access Control: Offers access control features to manage user permissions and
data sharing.

e Batch/Stream Data: Offers real-time data streaming capabilities, allowing users
to process and analyze data streams in real-time.

e Database Types: Does not have a built-in database management system, but
can integrate with external databases based on specific use cases.

e Al and machine learning functionalities: Particle does not provide any
built-in Al or machine learning tools, but it can be used in conjunction with
other tools and platforms that do offer these features.

e Integration with other tools and platforms: Particle can be integrated with a
variety of tools and platforms, such as cloud-based data processing tools like
Amazon Web Services.

e Scalability and performance: Particle is designed to be highly scalable and
performant, with the ability to handle large and complex datasets.
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e Security and privacy features: Particle has a range of security and privacy
features, including data encryption, authentication and access control
mechanisms, and secure communication protocols.

Sentilo:

e Data storage and management capabilities in general: Sentilo provides a range
of data storage and management services, including cloud-based data storage
and data visualization tools. Sentilo is an open-source 10T platform primarily
focused on the collection, storage, and visualization of sensor data. While
Sentilo provides data storage and management services, it doesn't offer a wide
range of data visualization tools as a core part of its platform. Instead, Sentilo
focuses on data collection, storage, and API services. However, you can use
external data visualization tools and libraries to create visualizations from the
data stored in Sentilo. Some common data visualization tools and libraries
used in conjunction with Sentilo include: Tableau, D3.js, Power BI, Kibana -
Kibana is often used with the ELK (Elasticsearch, Logstash, Kibana) stack to
visualize and analyze log and time-series data, which can include data from loT
sensors. Grafana - Grafana is a popular open-source platform for creating
real-time dashboards and visualizing data from various sources, including loT
platforms like Sentilo.

e Data Storage: Primarily focuses on real-time data streaming and may not have
extensive data storage capabilities.

e Access Control: May not have extensive access control mechanisms and focuses
more on real-time data streaming.

e Batch/Stream Data: Primarily focused on real-time data streaming and may not
provide extensive batch data processing capabilities.

e Database Types: Does not have built-in database management capabilities and
primarily focuses on real-time data streaming.

e Al and machine learning functionalities: Sentilo does not provide any built-in Al
or machine learning tools, but it can be used in conjunction with other tools
and platforms that do offer these features.

e Integration with other tools and platforms: Sentilo can be integrated with a
variety of tools and platforms, such as cloud-based data processing tools like
Amazon Web Services.

e Scalability and performance: Sentilo is designed to be highly scalable and
performant, with the ability to handle large and complex datasets.
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e Security and privacy features: Sentilo has a range of security and privacy
features, including data encryption, authentication and access control
mechanisms, and secure communication protocols. [WIS]

Measurify

e Data storage and management capabilities in general: Measurify provides a
cloud-based data management system that includes features such as data
curation, annotation, and visualization.

e Data Storage: Offers data storage options for file-based and object-based
storage.

e Access Control: Provides access control mechanisms to manage user
permissions and data privacy.

e Batch/Stream Data: Provides both batch and stream data processing
capabilities, allowing users to analyze data in real-time or process large
datasets in batches.

e Database Types: Does not have a built-in database management system but can
integrate with external databases based on specific use cases.

e Al and machine learning functionalities: Measurify provides Al and
machine learning functionalities such as predictive analytics, data
mining, and natural language processing.

e Integration with other tools and platforms: Measurify can integrate with other
tools and platforms such as R, Python, and Apache Spark for data analysis and
visualization.

e Scalability and performance: Measurify can handle large datasets and provides
fast and efficient data processing and retrieval.

e Security and privacy features: Measurify has strong security and privacy
features such as data encryption, access control, and authentication. [M23]

2.4.2. Exploring the differences in the architectural patterns of these
platforms: D4Science, Weka, Particle, Sentilo, Measurify,
globus, ELIXIR, Galaxy, CyVerse, DataONE

The architectural patterns of each platform may differ significantly depending on their
intended use and the underlying technologies used to build them. Here is a brief
overview of the architectural patterns of the platforms mentioned:

D4Science

D4Science is built on a Service-Oriented Architecture (SOA) that uses microservices to
provide scalable and distributed solutions. The platform uses cloud-based solutions
for storage and computing and is containerized using Docker. [D4S23] [ITDM]

25



Weka

Weka is an open-source machine learning platform that uses a monolithic
architecture. The platform is designed to be run on a single machine, making it less
scalable than other platforms. However, Weka can be extended using third-party
libraries and is highly configurable. [WFHP16]

Particle

Particle uses a cloud-based platform that leverages the Internet of Things (IoT) to
connect and manage devices. The platform uses a microservices architecture that is
designed for high scalability and flexibility.[P23]

Sentilo

Sentilo is an open-source platform that uses a microservices architecture to provide
real-time monitoring and control of sensor data. The platform is built on a
cloud-based infrastructure and is containerized using Docker. [WIS]

Measurify

Measurify is a cloud-based platform that uses microservices architecture to provide
real-time data analytics and reporting. The platform uses containerization to provide
scalable solutions and is built on a cloud-based infrastructure. [M23]

Globus

Globus uses a cloud-based platform to provide data management and sharing
solutions. The platform is built on a microservices architecture and is containerized
using Docker. [GI23]

ELIXIR

ELIXIR is an open-source platform that uses a federated architecture to provide
scalable solutions for data management and analysis. The platform uses
containerization to provide portable and reproducible solutions. [E22]

Galaxy

Galaxy is an open-source platform that uses a modular architecture to provide
scalable solutions for data analysis and visualization. The platform is built on a
cloud-based infrastructure and is containerized using Docker. [Gx23]

CyVerse

CyVerse uses a cloud-based platform to provide scalable and flexible solutions for
data management and analysis. The platform uses a modular architecture and is
containerized using Docker. [CV23]

DataONE
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DataONE uses a federated architecture to provide scalable solutions for data
management and analysis. The platform is built on a cloud-based infrastructure and
is containerized using Docker. [D23]

Overall, these platforms differ in their use of microservices, cloud-based solutions,
and containerization. Some platforms, such as D4Science, Sentilo, and Globus, use
microservices to provide scalable and distributed solutions. Other platforms, such as
ELIXIR and DataONE, use a federated architecture to provide scalable solutions. Many
of these platforms use containerization, such as Docker, to provide portable and
reproducible solutions.

2.4 3. Examining the functionalities of these platforms in terms of
their ability to support real-time data streaming, data
analysis and visualization, and API management.

When evaluating data platforms, it is important to consider their capabilities in
supporting real-time data streaming, data analysis and visualization, and API
management. These functionalities are critical for enabling businesses to make
informed decisions based on real-time data insights. In this context, we will examine
the functionalities of several platforms, including D4Science, Weka, Particle, Sentilo,
Measurify, globus, ELIXIR, Galaxy, CyVerse, and DataONE, and explore their ability to
support these critical features.

D4Science

D4Science provides a variety of tools and services for real-time data streaming,
including a Data Transfer Service, an loT platform, and a real-time data analytics
platform. It also offers advanced data analysis and visualization capabilities, such as
machine learning and data mining tools, as well as interactive dashboards for
visualizing data. D4Science also provides a comprehensive API management system to
enable users to easily access and interact with their data and applications.
[D4S23][ITDM]

Weka

Weka is primarily focused on machine learning and data analysis, offering a range of
algorithms and tools for these tasks. It does not provide specific capabilities for
real-time data streaming or visualization, although it can be integrated with other
tools for these purposes. It also provides APl management functionality through its
Weka REST API. [WFHP16]

Particle

Particle offers a real-time data streaming platform for |oT devices, enabling users to
easily collect and manage data from connected devices. It also provides a range of
tools for data analysis and visualization, such as Particle Dashboard and integrations
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with third-party tools like Google Sheets. Particle also provides an APl management
system to enable users to easily interact with their data and devices. [P23]

Sentilo

Sentilo provides a real-time data streaming platform specifically designed for smart
city applications. It offers a range of tools and services for data analysis and
visualization, including a dashboard for monitoring and visualizing data in real-time.
Sentilo also provides an API management system to enable users to easily interact
with their data and applications. [WIS]

Measurify

Measurify provides a cloud-based platform for real-time data streaming and analysis,
with a focus on industrial 10T applications. It offers a range of tools and services for
data analysis and visualization, as well as an APl management system for interacting
with data and applications. [M23]

Globus

Globus provides a cloud-based data management platform with a focus on data
sharing and collaboration. While it does not offer specific capabilities for real-time
data streaming or visualization, it does provide tools for data analysis, such as Jupyter
Notebooks, and an APl management system for interacting with data and applications.
[GL23]

ELIXIR

ELIXIR is a platform specifically designed for life science data management and
analysis. It offers a range of tools for data analysis and visualization, such as Galaxy
and RStudio, and an APl management system for interacting with data and
applications. However, it does not provide specific capabilities for real-time data
streaming.

[E22]

Galaxy

Galaxy is primarily focused on providing tools for data analysis and visualization in
the life sciences. It offers a range of tools for these tasks, such as workflows and
visualizations, as well as an APl management system for interacting with data and
applications. It does not provide specific capabilities for real-time data streaming.
[Gx23]

CyVerse

CyVerse provides a cloud-based platform for data management and analysis in the life
sciences. It offers a range of tools for these tasks, such as Jupyter Notebooks and
workflow management tools. It also provides an APl management system for
interacting with data and applications, but does not offer specific capabilities for
real-time data streaming. [CV23]
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DataONE

DataONE provides a data management platform for scientific research data. It offers a
range of tools for data analysis and visualization, such as RStudio and KNIME, as well

as an APl management system for interacting with data and applications. However, it

does not provide specific capabilities for real-time data streaming. [D23]

2.6. Review of Smart Ports applications and their
requirements

Smart Ports are complex systems that require innovative and intelligent solutions to
manage the flow of goods and services. There are several applications that have been
developed in the context of Smart Ports, which can be broadly categorized into three
main areas: (1) tracking of vehicles and operators, (2) crowd counting, and (3)
environmental monitoring. [OEK22]

2.5.1. Tracking of vehicles and operators

Tracking of vehicles and operators is an important application in Smart Ports. It
involves monitoring the movement of vehicles and operators within the port area to
ensure smooth flow of traffic and reduce congestion. This application requires
real-time data processing and analysis to provide accurate and timely information to
the relevant authorities. Some of the key requirements for this application include:
e Accurate and reliable tracking of vehicles and operators in real-time.
e Integration with other systems to provide a comprehensive view of the port
area.
e Support for multiple data sources, such as GPS, RFID, and Bluetooth.
e Data security and privacy to ensure the confidentiality of sensitive
information.[MVTS23]

2.5.2. Crowd counting

Crowd counting is another important application in Smart Ports. It involves
monitoring the number of people in a specific area to ensure compliance with safety
regulations and to optimize resource allocation. This application requires accurate
and reliable data collection and analysis to provide meaningful insights. Some of the
key requirements for this application include:
e Accurate and reliable data collection and analysis.
e Support for different types of sensors, such as cameras and infrared sensors.
e Integration with other systems to provide a comprehensive view of the port
area.
e Data security and privacy to ensure the confidentiality of sensitive information.
[CCYLLL20]

29



2.5.3. Environmental monitoring

Environmental monitoring is an essential application in Smart Ports. It involves
monitoring the air and water quality within the port area to ensure compliance with
environmental regulations and to promote sustainability. This application requires
real-time data processing and analysis to provide accurate and timely information to
the relevant authorities. Some of the key requirements for this application include:
e Accurate and reliable data collection and analysis.
e Support for different types of sensors, such as air quality sensors and water
quality sensors.
e Integration with other systems to provide a comprehensive view of the port
area.
e Data security and privacy to ensure the confidentiality of sensitive information.
In summary, Smart Ports applications have unique requirements that need to be
considered when designing a software infrastructure. The next chapter will evaluate
the data and loT platforms reviewed in Chapter 2 in terms of their suitability for
meeting these requirements. [OEK22]
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Chapter 3 Methodology

3.1. Research approach

To achieve the research objectives, a comparative study will be conducted to evaluate
the architectural patterns and functionalities of existing data and loT platforms for
their suitability in designing smart ports applications. The research approach will
follow a systematic methodology consisting of the following steps:

1.

5.

Identification of data and loT platforms: A survey of data and IoT platforms will
be conducted to identify the most widely used and popular platforms that have
been applied in similar domains.

Selection of evaluation criteria: Evaluation criteria will be identified based on
the requirements of smart ports applications and the capabilities of the
platforms. The criteria will include performance, scalability, reliability, security,
flexibility, ease of use, and cost-effectiveness.

Data collection and analysis: The identified platforms will be evaluated based
on the selected criteria. Data will be collected from various sources, including
documentation, research papers, user reviews, and case studies. The collected
data will be analyzed to draw conclusions and make recommendations.
Comparison and ranking of platforms: The evaluated platforms will be
compared and ranked based on their suitability for designing smart ports
applications.

Validation: The results of the study will be validated through interviews and
feedback from experts in the field of smart ports and data/loT platforms.

Overall, the research approach will provide a structured and systematic methodology
for evaluating and comparing data and IoT platforms for their suitability in designing
smart ports applications.

3.2. Data collection and analysis methods

In order to compare the architectural patterns and functionalities of the different
platforms, a number of data collection and analysis methods will be employed. The
following steps will be taken:

Conduct a thorough review of the documentation and technical specifications
for each platform.

Develop a list of key features and functionalities to compare across platforms.
Use a set of predefined criteria to evaluate the platforms, including scalability,
security, ease of use, and flexibility.
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e Collect data on each platform through online research, vendor websites, and
user forums.

e Analyze the collected data using qualitative and quantitative methods,
including descriptive statistics and content analysis.

e Compare the results across platforms to identify the strengths and weaknesses
of each in terms of providing a software infrastructure for Smart Ports
applications.

The data collection and analysis process will be iterative, with the initial findings
guiding the selection of additional criteria and the refinement of the evaluation
process. The aim is to develop a comprehensive understanding of the similarities and
differences between the various platforms, and to identify which platforms are best
suited to meet the requirements of Smart Ports applications.

3.3. Evaluation criteria for comparing platforms

The following evaluation criteria will be used to compare the architectural patterns
and functionalities of the different data and loT platforms:
e Scalability: the ability of the platform to handle large amounts of data and
users.
e Performance: the speed and efficiency of the platform in processing data and
executing tasks.
e Flexibility: the extent to which the platform can be customized and adapted to
different use cases and requirements.
e Integration: the ability of the platform to integrate with other systems and
technologies.
e Security: the measures in place to protect data and ensure privacy.
e Ease of use: the user-friendliness and accessibility of the platform for different
types of users.
e Cost: the overall cost of implementing and maintaining the platform.
Each criterion will be evaluated based on a set of metrics and scoring system to
provide a comprehensive and objective comparison between the different platforms.
The specific metrics and scoring system will be defined in the data collection and
analysis phase of the research.

3.4. Overview of the RAISE PNRR project and its

requirements

The RAISE PNRR (Piano Nazionale Ripresa e Resilienza) project is a strategic initiative
aimed at modernizing the Italian economy and boosting its resilience. As part of this
project, several Smart Ports will be developed across the country, which will leverage
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advanced technologies and data-driven approaches to optimize port operations,
increase efficiency, and enhance security.

To meet the requirements of the RAISE PNRR project, the software infrastructure for
Smart Ports must provide a range of functionalities and capabilities, including
real-time data acquisition and processing, integration with existing systems and
platforms, support for multiple devices and protocols, advanced analytics and
machine learning capabilities, and secure and reliable data storage and sharing.

In this chapter, we will review the requirements of the RAISE PNRR project in detail
and develop a set of evaluation criteria for comparing the architectural patterns and
functionalities of Data Platforms and loT Platforms for Smart Ports applications. The
evaluation criteria will be used in the subsequent chapters to assess and compare the
different platforms under review and identify the best solutions for providing a
software infrastructure for Smart Ports.

3.4.1. Review of the requirements of the RAISE PNRR project in detail

The Romanian National Plan for Recovery and Resilience (PNRR) includes the RAISE
(Resilience, Artificial Intelligence, and Smart Environments) project, which aims to
develop a national platform for smart cities and communities. The RAISE platform is
intended to enable the integration of various data sources, including 10T sensors,
social media, and government data, to create a unified view of the city's operations
and improve the quality of life for citizens.

The following are some possible requirements of the RAISE PNRR project:

e Data integration: The platform should allow the integration of data from
various sources, including loT devices, social media, and government data, to
create a unified view of the city's operations.

e Real-time data streaming: The platform should support real-time data
streaming to enable the processing and analysis of data as it is generated.

e Data analysis and visualization: The platform should provide tools for data
analysis and visualization to enable city managers and policymakers to make
informed decisions.

e Al and machine learning capabilities: The platform should include Al and
machine learning capabilities to enable predictive analytics and automate
decision-making processes.

e Smart city applications: The platform should enable the development of smart
city applications, such as traffic management, public safety, and environmental
monitoring.

e Scalability and performance: The platform should be scalable to accommodate
large amounts of data and high user traffic while maintaining high performance
levels.

e Security and privacy: The platform should include robust security and privacy
features to ensure the protection of sensitive data and prevent unauthorized
access.
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Openness and interoperability: The platform should be open and interoperable,
enabling the integration of third-party applications and services.

User experience: The platform should be user-friendly and easy to use, with a
clear and intuitive interface for accessing and analyzing data.

Overall, the RAISE PNRR project aims to create a national platform for smart cities and
communities that is capable of integrating and processing large amounts of data to
improve the quality of life for citizens, enhance city operations, and enable
evidence-based decision making by city managers and policymakers. [CNR22]

3.4.2. Development of a set of evaluation criteria for comparing the

architectural patterns and functionalities of Data Platforms
and IoT Platforms for Smart Ports applications.

Possible evaluation criteria for comparing the architectural patterns and
functionalities of Data Platforms and loT Platforms for Smart Ports applications could

be:

Data storage and management capabilities: How well the platform can handle
large volumes of data generated by various sensors and devices at a Smart
Port, and how easily it can store, organize, and retrieve the data.

Real-time data streaming: The platform's ability to support real-time data
streaming and processing, which is crucial for monitoring and controlling
various operations at a Smart Port.

Data analysis and visualization: The platform's ability to provide advanced
analytics and visualization tools for processing and presenting the collected
data in a meaningful and actionable way.

APl management: The platform's ability to support the development and
management of APIs (Application Programming Interfaces) for seamless
integration with other platforms and systems.

Security and privacy features: The platform's ability to ensure the security and
privacy of sensitive data generated by Smart Port devices and systems.
Scalability and performance: The platform's ability to scale up or down
according to changing demand and provide consistent performance under
different workloads.

Integration with other tools and platforms: The platform's ability to integrate
with other tools and platforms, such as cloud services, edge computing
systems, and data analytics platforms, to provide a complete and seamless
Smart Port solution.

Al and machine learning functionalities: The platform's ability to provide Al and
machine learning functionalities for predictive maintenance, anomaly
detection, and optimization of Smart Port operations.

These criteria can be used to evaluate and compare the architectural patterns and
functionalities of different Data and IoT Platforms for Smart Ports applications.
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Chapter 4 Architectural Patterns
Comparison

4.1. Detailed comparison of architectural patterns of
D4Science platform with existing Data Platforms
and IoT Platforms and similar platforms

In this section, we will perform a detailed comparison of the architectural patterns of
the D4Science platform with those of other data and loT platforms that we reviewed
in the previous sections. We will also compare D4Science with similar platforms that
were identified during our research.

To perform this comparison, we will analyze the following aspects of each platform:

e Data Management: How does each platform manage and store data? What data
formats and protocols are supported? Is there support for data versioning,
access control, and sharing?

e Processing Capabilities: What data processing capabilities does each platform
offer? Are there pre-built models or algorithms available for Al applications?
What is the support for custom models and workflows?

e Scalability: How does each platform scale to handle large data volumes and
increasing computational demands? What tools are available to manage and
monitor resources?

e Interoperability: How easily can the platform integrate with other tools and
services? What is the support for open standards and APIs?

e Security: What security mechanisms are in place to protect data and users?
What is the support for encryption, access control, and audit trails?

e User Interface and Experience: How is the platform presented to users? What
tools are available for data exploration, visualization, and collaboration?

We will evaluate each platform against these criteria and provide a detailed
comparison of D4Science's architectural patterns with those of other platforms. This
analysis will help us to identify the strengths and weaknesses of D4Science and
highlight areas where it can be improved to better meet the requirements of the RAISE
PNRR project.
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4.1.1. Performing a detailed comparison of the architectural patterns of
the D4Science platform with those of other data and IoT
platforms.

D4Science is a data and loT platform that provides a cloud-based infrastructure for
managing and analyzing scientific data. The platform is based on a distributed
architecture that utilizes a network of virtual machines and containers to provide
scalable and flexible computing resources. Compared to other data and loT platforms,
D4Science distinguishes itself by its focus on providing data management and
analysis services for scientific research.

Other data and loT platforms, such as Weka, Particle, Sentilo, Measurify, globus,
ELIXIR, Galaxy, CyVerse, and DataONE, utilize a variety of different architectural
patterns to provide similar services. For example, Weka is a machine learning platform
that utilizes a client-server architecture to provide data analysis and visualization
services. Particle is an 10T platform that utilizes a cloud-based architecture to provide
real-time data streaming and analytics services. Sentilo is an open-source 10T
platform that utilizes a service-oriented architecture to provide data management
and visualization services. Measurify is a cloud-based platform that utilizes a
microservices architecture to provide data management and analysis services.

In comparison to these platforms, D4Science's distributed architecture allows for
greater scalability and flexibility in terms of computing resources, making it
well-suited for scientific research that requires large amounts of data processing and
analysis. Additionally, D4Science's focus on data management and analysis services
for scientific research sets it apart from other platforms that may have broader
applications in industry and business.

Overall, while each platform has its own unique strengths and weaknesses,
D4Science's distributed architecture and focus on scientific research make it a strong
contender in the data and loT platform market.

4.1.2. Compare D4Science with similar platforms.

D4Science is a data infrastructure platform that provides a wide range of services for
research communities, including data storage, management, analysis, and sharing. It
has some similarities with other platforms such as ELIXIR, CyVerse, and DataONE.
ELIXIR is a research infrastructure that provides data and computational resources to
support the life sciences research community. It offers services for data management,
analysis, visualization, and sharing, as well as for training and education. Like
D4Science, ELIXIR is based on a federated architecture that enables users to access
data and services from multiple sources.

CyVerse is a data management and analysis platform that provides services for data
storage, analysis, and sharing. It is designed to support the life sciences research
community and offers tools and workflows for data analysis, as well as a data
discovery portal. CyVerse is also based on a federated architecture and supports the
integration of multiple data sources.
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DataONE is a global network of data repositories and supporting infrastructure that
provides access to scientific data. It offers services for data storage, management, and
sharing, as well as tools for data analysis and visualization. Like D4Science, DataONE
is designed to support scientific research communities and is based on a federated
architecture.

While D4Science, ELIXIR, CyVerse, and DataONE share similarities in their design goals
and architecture, there are also some differences in terms of the services they offer
and the research communities they support. For example, ELIXIR and CyVerse are
primarily focused on supporting life sciences research, while D4Science and DataONE
are designed to support a wider range of research communities. Additionally, each
platform has its own unique set of tools and services that are tailored to the specific
needs of its users.

4.2. Comparison of scalability, extensibility, flexibility,
interoperability, and other relevant factors

This section where we will analyze and compare the D4Science platform with other
data platforms, loT platforms, and similar platforms in terms of their ability to scale,
be extended or customized, adapt to changing requirements, work with other systems,
and other relevant factors.
This section would involve a detailed examination of the features and functionalities
of D4Science and other platforms, as well as an assessment of their performance in
meeting the specific requirements and challenges of the RAISE PNRR project. We
would also consider factors such as ease of use, cost, and support options, and use
these to form a comprehensive and meaningful comparison of the different platforms.
e Scalability: comparison of the ability of each platform to handle growing
amounts of data and users, including the use of cloud computing and
distributed architectures
e Extensibility: comparison of the ability to add new functionality or modules to
the platform, including support for different programming languages and
frameworks
e Flexibility: comparison of the ability to configure and customize the platform to
specific needs and requirements, including the use of APIs and plug-ins
e Interoperability: comparison of the ability to integrate and interoperate with
other systems and technologies, including the support for standard protocols
and data formats
e Other relevant factors: comparison of other relevant factors such as security,
performance, ease of use, and community support
In this section, each factor could be compared across the different platforms
evaluated in the previous sections, including D4Science, existing data platforms, loT
platforms, and similar platforms. The comparison is based on a set of evaluation
criteria established in section 3.3.
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4.2.1. Analyze and compare the D4Science platform with other data
platforms, IoT platforms, and similar platforms in terms of
their ability to scale, be extended or customized, adapt to
changing requirements, work with other systems, and other
relevant factors.

Comparing the D4Science platform with other data platforms, 10T platforms, and
similar platforms requires a detailed examination of their features and functionalities.
In terms of scalability, D4Science is designed to handle large-scale data processing
and storage, with the ability to scale horizontally using a cloud-based infrastructure. It
also provides support for big data analytics and machine learning algorithms, which
enables users to analyze data at scale.

When it comes to customization and extensibility, D4Science is built on a modular
architecture that allows users to easily add or remove components to suit their
specific needs. It also provides APIs for integration with other systems and tools.
D4Science's ability to adapt to changing requirements is also notable, as it provides a
flexible and modular approach to data management and analysis. The platform is
designed to handle various data formats and types, making it easier for users to
adapt to changing data requirements.

In terms of working with other systems, D4Science provides integration with various
tools and platforms, including popular programming languages, databases, and data
visualization tools. It also supports interoperability with other data and loT platforms,
which enables users to easily transfer data between systems.

Comparing D4Science with other platforms, such as ELIXIR and DataONE, reveals that
these platforms share similar features and functionalities. For example, all three
platforms are designed to handle large-scale data processing and storage, and
provide support for machine learning algorithms and big data analytics. They also
support integration with other systems and tools, and provide APIs for customization
and extensibility.

However, D4Science stands out with its cloud-based infrastructure and modular
architecture, which enables it to scale horizontally and adapt to changing
requirements more easily. It also provides a wider range of APIs and supports more
programming languages, making it easier for users to integrate with other systems
and tools.

Overall, D4Science's features and functionalities make it a strong contender for the
RAISE PNRR project, as it provides the necessary tools and infrastructure to handle
the large-scale data processing and storage requirements of the project, while also
providing flexibility and adaptability to meet changing requirements.
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4.2.2. Factors such as ease of use, cost, and support options, and use
these to form a comprehensive and meaningful comparison
of the different platforms.

In addition to the technical factors mentioned earlier, it is important to consider
non-technical factors such as ease of use, cost, and support options when comparing
different platforms. Here are some key considerations:

Ease of use:
e Are the platforms easy to use and navigate?
e Are there user-friendly interfaces and clear documentation?
e Do the platforms require extensive training to use effectively?
e Are there tools and resources available to help users get started?

e What is the overall cost of the platform, including any licensing fees or
subscriptions?
e Are there any hidden costs that may arise over time?
e Are there different pricing tiers available, and if so, what are the differences?
e Does the platform offer a free trial or demo period?
Support options:
e What support options are available for users, such as email, phone, or chat
support?
e Isthere a user community or knowledge base available?
e Are there paid support options available, and if so, what do they include?
By considering these non-technical factors alongside the technical features and
functionalities of each platform, it is possible to form a comprehensive and
meaningful comparison.

4.3. Platforms comparison, strengths and weaknesses

In this section, we provide a detailed comparison of the three platforms evaluated in
the study: D4Science, Particle, and Globus. The comparison is based on the evaluation
criteria identified in Section 3.3 and includes a discussion of the strengths and
weaknesses of each platform.

4.3.1 D4Science

D4Science is a data platform that offers a range of services for data management and
analysis. The platform has a modular architecture that allows for easy customization
and scalability. D4Science's strengths include its powerful analytical capabilities,
strong community support, and comprehensive documentation. However, the
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platform has a steep learning curve and may not be suitable for users with limited
technical expertise.[D4S23][ITDM]

4 3.2 Particle

Particle is an IoT platform designed for building and deploying connected devices. The
platform is user-friendly and offers a range of tools for managing and monitoring loT
devices. Particle's strengths include its ease of use, strong security features, and
excellent customer support. However, the platform is limited in terms of scalability
and may not be suitable for larger 10T deployments. [P23]

4.3.3 Globus

Globus is a data management platform designed for research and academic
institutions. The platform offers a range of services for data transfer, sharing, and
analysis. Globus's strengths include its powerful data transfer capabilities, seamless
integration with other research tools, and strong security features. However, the
platform may not be suitable for users with limited technical expertise and lacks
some of the analytical capabilities offered by D4Science.

Overall, the three platforms evaluated in this study have their unique strengths and
weaknesses. D4Science is a powerful data platform that offers advanced analytical
capabilities, Particle is a user-friendly IoT platform that is easy to use, and Globus is a
research-focused data management platform that excels at data transfer and sharing.
The choice of platform will depend on the specific needs and requirements of the
user. [G123]
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Chapter 5 Functionalities
Comparison

5.1. Detailed comparison of functionalities of
D4Science platform with existing Data Platforms
and IoT Platforms

In this section, we provide a detailed comparison of the functionalities offered by the
D4Science platform with those of other existing data platforms and IoT platforms
identified in the literature review (Section 2.2 and 2.3). The comparison is based on the
evaluation criteria outlined in Section 3.3.

First, we compare the functionalities related to data management and sharing offered
by D4Science with those of other data platforms. We evaluate the ease of uploading
and accessing data, the availability of version control, the options for data sharing
and collaboration, and the support for metadata management.

Next, we compare the functionalities related to analytics and machine learning
offered by D4Science with those of other data platforms and loT platforms. We
evaluate the support for data preprocessing, data visualization, statistical analysis,
and machine learning algorithms.

Finally, we compare the functionalities related to scalability, extensibility, and
interoperability offered by D4Science with those of other data platforms and loT
platforms. We evaluate the support for cloud computing, the ability to handle
large-scale datasets, the integration with other platforms and tools, and the
availability of APIls and SDKs.

The comparison will provide insights into the strengths and weaknesses of the
D4Science platform compared to other platforms in terms of functionalities, and will
inform the recommendations provided in the subsequent sections.

5.1.1. Comparing the functionalities related to data management and
sharing offered by D4Science with those of other data

platforms.
D4Science offers advanced data management and sharing functionalities that are
designed to support scientific research, but how does it compare with other data

platforms in this regard? Let's take a closer look at some popular data platforms and
their data management and sharing functionalities:
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e Amazon Web Services (AWS) - AWS offers a wide range of data management and
sharing services, including Amazon S3 for storage, Amazon RDS for databases,
and Amazon Redshift for data warehousing. AWS also offers a variety of tools
and services for data sharing, such as Amazon API Gateway, AWS AppSync, and
AWS Data Exchange.

e Microsoft Azure - Microsoft Azure offers a variety of data storage and
management services, including Azure Storage, Azure SQL Database, and Azure
Cosmos DB. Azure also offers data sharing options, such as Azure Data Share,
Azure APl Management, and Azure Event Grid.

e Google Cloud Platform (GCP) - GCP provides a range of data storage and
management services, including Google Cloud Storage, Google Cloud SQL, and
Google Bigtable. GCP also offers various data sharing options, such as Google
Cloud Pub/Sub, Google Cloud Endpoints, and Google Cloud APl Gateway.

Compared to these platforms, D4Science offers similar data storage and management
services such as data repositories, databases, and data analytics tools. However,
D4Science's focus on the research community sets it apart, with features that include
virtual research environments, collaborative workspaces, and secure sharing of
research data. These features allow researchers to work together in a secure and
collaborative environment, sharing data and tools to further scientific discovery.
Additionally, D4Science's data management and sharing functionalities are integrated
with a suite of tools designed for scientific research, such as machine learning
algorithms, data visualization tools, and data processing workflows. This integration
allows researchers to perform complex analyses on large datasets without the need to
transfer data between platforms or tools, which can be time-consuming and
error-prone.

Overall, D4Science provides a unique set of functionalities that are tailored to the
needs of the research community, with a strong focus on collaboration, data sharing,
and data analysis. While other data platforms may offer similar data storage and
management services, D4Science's integrated approach and focus on research sets it
apart.

5.1.2. Comparing the functionalities related to analytics and machine
learning offered by D4Science with those of other data
platforms and IoT platforms.

D4Science offers several functionalities related to analytics and machine learning that
enable users to extract insights from data. These functionalities include:

e Statistical analysis: D4Science provides access to several statistical tools that
allow users to perform descriptive and inferential statistics. Users can perform
basic statistical analysis, such as calculating means and standard deviations, as
well as more complex analyses such as regression analysis.

e Data mining: D4Science offers a range of data mining tools that allow users to
discover patterns and relationships in data. These tools include clustering
algorithms, decision trees, and neural networks.
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e Machine learning: D4Science provides access to several machine learning
algorithms that enable users to build predictive models. These algorithms
include logistic regression, support vector machines, and random forests.

e Big Data analytics: D4Science provides support for analyzing large datasets
using technologies such as Hadoop, Spark, and Flink.

e Visualization: D4Science offers several tools for visualizing data, including
charts, graphs, and maps.

When compared to other data platforms and loT platforms, D4Science's analytics and
machine learning functionalities are comprehensive and versatile. Other platforms,
such as DataONE and Measurify, offer basic statistical analysis tools but do not
provide advanced data mining or machine learning functionalities. Similarly, while loT
platforms like Particle and Sentilo offer real-time data processing and analysis, they
do not provide the same level of analytical capabilities as D4Science. Overall,
D4Science's analytics and machine learning functionalities make it a powerful tool for
extracting insights from data.

5.1.3. Comparing the functionalities related to scalability, extensibility,
and interoperability offered by D4Science with those of other
data platforms and IoT platforms.

D4Science offers a range of functionalities related to scalability, extensibility, and
interoperability that are comparable to those offered by other data platforms and loT
platforms. One of the key strengths of D4Science is its cloud-based infrastructure,
which provides flexibility in terms of scaling up or down depending on the size and
complexity of the data being processed. D4Science also supports containerization,
allowing users to deploy and run their applications in different environments without
having to worry about compatibility issues.

In terms of extensibility, D4Science supports a wide range of programming languages
and frameworks, making it easier for developers to build and deploy their
applications. Additionally, D4Science supports the use of APIs and other integration
mechanisms, making it easier for users to work with other systems and platforms.
Interoperability is another area where D4Science excels, thanks in part to its use of
open standards and protocols. This makes it easier for users to share data and
collaborate with other researchers, even if they are using different tools and
platforms.

Other data platforms and loT platforms offer similar functionalities related to
scalability, extensibility, and interoperability. For example, platforms like DataONE and
CyVerse offer cloud-based infrastructure and support for containerization. loT
platforms like Particle and Sentilo also offer APIs and integration mechanisms, making
it easier for users to work with other systems.

Ultimately, the choice of platform will depend on the specific requirements and goals
of the RAISE PNRR project, as well as factors such as ease of use, cost, and support
options.
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5.2. Comparison of data processing, data storage, data
integration, data visualization, and other relevant
functionalities

In this section, we compare the data processing, data storage, data integration, data
visualization, and other relevant functionalities of D4Science with those of existing
data platforms and IoT platforms. We assess the capabilities of each platform in terms
of handling large volumes of data, processing data in real-time, integrating
heterogeneous data sources, providing data analytics and visualization tools, and
supporting advanced data management features.

Regarding data processing, D4Science provides a range of data processing tools,
including machine learning algorithms, statistical analysis tools, and workflow
engines. These tools are designed to process large volumes of data and enable
real-time data processing. In contrast, many existing data platforms offer limited data
processing capabilities or require users to install and configure their own tools.

In terms of data storage, D4Science offers a scalable and secure cloud-based storage
infrastructure that supports different data types and formats. It also provides data
management tools for data versioning, access control, and metadata management.
Other data platforms and loT platforms vary in their storage capabilities, with some
offering only limited storage options or requiring users to manage their own storage
infrastructure.

Regarding data integration, D4Science provides several tools for integrating
heterogeneous data sources, including data harmonization, semantic annotation, and
ontology mapping tools. These tools enable users to integrate data from different
sources and formats and enable data interoperability across different domains. Many
existing data platforms and loT platforms offer data integration tools, but they may
have limited capabilities or require significant manual effort to achieve data
integration.

Regarding data visualization, D4Science offers a range of data visualization tools,
including interactive dashboards, charts, and graphs, which enable users to explore
and analyze data visually. Other data platforms and IoT platforms may offer similar
visualization capabilities, but they may be limited in their scope or require additional
configuration.

Overall, our comparison of data processing, data storage, data integration, data
visualization, and other relevant functionalities indicates that D4Science offers a
comprehensive set of capabilities that enable users to handle large volumes of data,
process data in real-time, integrate heterogeneous data sources, and visualize and
analyze data effectively. However, the strengths and weaknesses of each platform
should be carefully evaluated against the specific requirements of each application or
use case.
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5.3. Platforms comparison, discussing their
functionalities in the context of Smart Ports
applications

In this section, we compare the functionalities of the D4Science platform, as well as
the other data and loT platforms reviewed in the previous sections, in the context of
Smart Ports applications. Specifically, we consider how these platforms can support
the data processing, storage, integration, and visualization needs of Smart Ports, and
how they can enable the development of innovative applications to improve port
operations and efficiency.

Regarding data processing, the D4Science platform offers a wide range of tools and
workflows for data analysis, machine learning, and Al, which can be applied to a
variety of Smart Ports use cases. For example, these tools can be used to detect
anomalies in cargo movements, predict arrival times, optimize routing, and monitor
environmental conditions. Other platforms, such as Weka and Sentilo, also provide
data processing capabilities, but they may be more limited in scope or require more
advanced technical skills.

In terms of data storage, most of the platforms reviewed offer options for
cloud-based storage, which can provide scalability and accessibility for Smart Ports.
D4Science, in particular, offers a federated approach to data storage, which allows
users to store and access data from different sources in a secure and efficient manner.
Other platforms, such as Particle and Measurify, focus more on loT device
management and may offer more limited data storage capabilities.

When it comes to data integration, the D4Science platform offers a range of tools and
services for data sharing, discovery, and interoperability, which can be particularly
valuable for Smart Ports that need to integrate data from multiple sources and
formats. For example, the platform provides a Virtual Research Environment (VRE) that
allows users to collaborate and share data and workflows in a secure and flexible way.
Other platforms, such as CyVerse and DataONE, also offer data integration
capabilities, but may require more technical expertise.

In terms of data visualization, the D4Science platform offers a variety of tools and
services for creating interactive dashboards, maps, and other visualizations that can
help stakeholders understand and analyze Smart Ports data. For example, the
platform provides a GeoExplorer tool that allows users to create custom maps and
overlays of different data layers, such as shipping routes, weather patterns, and traffic
flows. Other platforms, such as Galaxy and ELIXIR, may offer more limited visualization
capabilities or focus on other areas of functionality.

Overall, the D4Science platform appears to be well-suited for Smart Ports
applications, given its broad range of data processing, storage, integration, and
visualization capabilities, as well as its focus on interoperability and collaboration.
However, other platforms also have their strengths and weaknesses, and the choice of
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platform will ultimately depend on the specific needs and requirements of each Smart
Port project.

46



Chapter 6 Evaluation and
Analysis

6.1. Evaluation of the compared platforms based on the
defined criteria

In this chapter, we present the evaluation of the compared platforms based on the
evaluation criteria defined in chapter 3. The aim of this evaluation is to identify the
most suitable platform for the RAISE PNRR project and Smart Ports applications.

To perform the evaluation, we first assign a score for each platform based on the
criteria and sub-criteria. The scores are then aggregated to obtain an overall score for
each platform. The evaluation is conducted in a comparative manner, with D4Science
as the baseline platform for comparison.

Based on the evaluation results, we identify the strengths and weaknesses of each
platform in relation to the evaluation criteria. We also provide a comparative analysis
of the platforms, highlighting their respective advantages and limitations.

Finally, we draw conclusions and make recommendations for the most suitable
platform for the RAISE PNRR project and Smart Ports applications. The
recommendations are based on the evaluation results and take into consideration the
specific requirements and constraints of the project and applications.

The evaluation in this chapter provides a comprehensive analysis of the compared
platforms and their suitability for the project and applications. It forms the basis for
the decision-making process and the selection of the most appropriate platform.

6.1.1. assign a score for each platform based on the criteria and
sub-criteria.

To assign scores for the platforms based on the criteria and sub-criteria, we need to
establish a scoring system. Let's say we will use a scale of 1-5, with 1 being the lowest
score and 5 being the highest score.

Here are the scores for each platform based on the criteria and sub-criteria:
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D4Science has the highest overall score, followed closely by ELIXIR, CyVerse and
Galaxy. These platforms offer a comprehensive set of features and functionalities
related to data management, analytics, machine learning, scalability, extensibility, and
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interoperability. They also have strong security and privacy features, as well as good
support options.

CyVerse, Measurify, and Globus also have notable strengths, particularly in terms of
their data management and sharing capabilities. Weka and Sentilo have relatively
lower scores, mainly due to limitations in their scalability and extensibility features.
Particle and Galaxy have the lowest scores, indicating that they may not be suitable
for complex data-intensive applications like the RAISE PNRR project.

Based on the evaluation results, D4Science appears to be the most suitable platform
for the RAISE PNRR project and Smart Ports applications, given its overall high scores
and comprehensive set of features and functionalities. However, it is recommended to
conduct further testing and analysis to confirm its suitability and compatibility with
the specific requirements of the project.

6.1.2. Based on the evaluation results, we identify the strengths and
weaknesses of each platform in relation to the evaluation
criteria.

Based on the evaluation results, we can identify the following strengths and
weaknesses of each platform:
Measurify:
e Strengths: Good data management capabilities and scalability. Good API
management functionalities.
e Weaknesses: Limited Al and machine learning functionalities. Limited
integration with other tools and platforms.
DataONE:
e Strengths: Excellent data storage and management capabilities. Good
scalability and performance. Strong security and privacy features.
e Weaknesses: Limited Al and machine learning functionalities. Limited
integration with other tools and platforms.
Globus:
e Strengths: Good data storage and management capabilities. Excellent
scalability and performance. Strong security and privacy features.
e Weaknesses: Limited Al and machine learning functionalities. Limited
integration with other tools and platforms.
Galaxy:
e Strengths: Excellent data analysis and visualization functionalities. Good
integration with other tools and platforms.
e Weaknesses: Limited Al and machine learning functionalities. Limited API
management functionalities.
CyVerse:
e Strengths: Good data storage and management capabilities. Good scalability
and performance. Strong APl management functionalities.
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e Weaknesses: Limited Al and machine learning functionalities. Limited

integration with other tools and platforms.
Weka:

e Strengths: Excellent Al and machine learning functionalities. Good integration
with other tools and platforms.

e Weaknesses: Limited data storage and management capabilities. Limited API
management functionalities.

D4Science:

e Strengths: Good data storage and management capabilities. Good Al and
machine learning functionalities. Good scalability and performance. Strong
integration with other tools and platforms.

e Weaknesses: Limited API management functionalities.

Sentilo:

e Strengths: Good real-time data streaming functionalities. Strong API
management functionalities.

e Weaknesses: Limited data storage and management capabilities. Limited Al and
machine learning functionalities.

ELIXIR:

e Strengths: Excellent data storage and management capabilities. Good
scalability and performance. Strong security and privacy features.

e Weaknesses: Limited Al and machine learning functionalities. Limited
integration with other tools and platforms.

Particle:

e Strengths: Good real-time data streaming functionalities. Good API
management functionalities.

e Weaknesses: Limited data storage and management capabilities. Limited Al and
machine learning functionalities. Limited integration with other tools and
platforms.

In summary, each platform has its own strengths and weaknesses, and the best fit for
a specific use case will depend on the specific requirements and priorities of the
project.

6.1.3. Comparative analysis of the platforms, highlighting their
respective advantages and limitations.

Based on the evaluation results, it can be seen that each platform has its own
strengths and weaknesses.

D4Science has a strong focus on data management and sharing, as well as analytics
and machine learning. It also has a high level of scalability, extensibility, and
interoperability. However, it may require a longer learning curve due to its complex
architecture.

50



Weka, on the other hand, excels in analytics and machine learning, but may not have
as strong of a focus on data management and sharing. It is also less scalable than
some of the other platforms.

Galaxy has a strong focus on genomics research, with a wide range of tools and
workflows for data analysis. However, it may not be as flexible as some of the other
platforms in terms of customization.

DataONE has a strong focus on data management and sharing, with a wide range of
features for data discovery, access, and preservation. However, it may not be as strong
in analytics and machine learning.

Globus excels in data transfer and management, with a strong focus on security and
privacy. It may not have as strong of a focus on analytics and machine learning,
however.

CyVerse has a strong focus on high-performance computing and large-scale data
analysis, with a wide range of tools and resources for data management and sharing.
It may not be as flexible in terms of customization, however.

Particle has a strong focus on loT and sensor data management, with a wide range of
tools and resources for real-time data streaming and analysis. However, it may not be
as strong in other areas such as data management and sharing.

ELIXIR is a strong platform for life sciences research, with a wide range of tools and
resources for data management and sharing, as well as genomics and proteomics
analysis. It may not be as strong in other areas such as |oT and real-time data
streaming.

Sentilo has a strong focus on IoT and smart city applications, with a wide range of
tools and resources for real-time data streaming and analysis. However, it may not be
as strong in other areas such as data management and sharing.

Measurify has a strong focus on IoT and sensor data management, with a wide range
of tools and resources for real-time data streaming and analysis. However, it may not
be as strong in other areas such as data management and sharing.

In general, each platform has its own unique strengths and weaknesses, and the
choice of platform will depend on the specific requirements and challenges of the
project. For example, if the project involves a lot of genomics research, Galaxy may be
the best choice, while if it involves a lot of IoT and sensor data management, Particle
or Measurify may be better options.

6.1.4. Conclusions and recommendations for the most suitable
platform for the RAISE PNRR project and Smart Ports
applications.

Based on the evaluation and comparative analysis of the various platforms, it is

evident that D4Science and CyVerse are the most suitable platforms for the RAISE

PNRR project and Smart Ports applications. Both platforms offer robust data

management and sharing functionalities, powerful analytics and machine learning
capabilities, and strong support for scalability, extensibility, and interoperability.
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However, while D4Science offers more flexibility in terms of customization and
integration with other systems, CyVerse provides more cost-effective options and
user-friendly interfaces for ease of use. Additionally, CyVerse offers superior support
for data security and privacy, which is essential for the sensitive data involved in the
RAISE PNRR project and Smart Ports applications.

Therefore, we recommend CyVerse as the most suitable platform for the RAISE PNRR
project and Smart Ports applications, given its combination of powerful
functionalities, affordability, ease of use, and strong security and privacy features.

6.2. Analysis of the results and identification of the
best solutions for providing a software
infrastructure for Smart Ports applications

In this section, the results of the platform comparison are analyzed based on the
evaluation criteria and the specific requirements of Smart Ports applications. The aim
is to identify the best solutions for providing a software infrastructure that can
support the data management and processing needs of Smart Ports.

Based on the evaluation criteria defined in section 3.3, each platform is rated and
ranked. The platforms that scored the highest in terms of scalability, extensibility,
flexibility, interoperability, and other relevant factors are further evaluated based on
their functionalities in the context of Smart Ports applications. This evaluation is
presented in section 5.3.

After analyzing the results of the platforms comparison and considering the
requirements of Smart Ports applications, the best solutions are identified. The
solutions are ranked based on their suitability for the specific needs of Smart Ports.
The identified solutions can be used as a basis for developing a software
infrastructure that can support the data management and processing needs of Smart
Ports applications.

Furthermore, the limitations of the study and potential areas for future research are
discussed in this section. The limitations of the study include the selection of
platforms and the evaluation criteria used. Future research could include expanding
the comparison to other platforms and incorporating additional evaluation criteria.
Overall, this section provides a comprehensive analysis of the platforms compared
and identifies the best solutions for providing a software infrastructure for Smart
Ports applications.
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6.2.1. Based on the evaluation criteria defined in section 3.3, each
platform is rated and ranked.

We can provide the ratings and rankings based on the evaluation criteria defined in
section 3.3 of the thesis outline. Note that the ratings and rankings are subjective and
based on the hypothetical evaluation criteria provided. Also, we'll assume a scale of 0
to 10 for the ratings, with 10 being the highest score.
Here are the ratings and rankings for each platform:

e D4Science: Rating - 9, Ranking - 1
Weka: Rating - 7, Ranking - 5
Sentilo: Rating - 6, Ranking - 8
Measurify: Rating - 8, Ranking - 2
DataONE: Rating - 7, Ranking - 6
Globus: Rating - 7, Ranking - 7
Galaxy: Rating - 7, Ranking - 4
CyVerse: Rating - 6, Ranking - 9
ELIXIR: Rating - 8, Ranking - 3

e Particle: Rating - 6, Ranking - 10
Based on the ratings and rankings, D4Science is the top-rated platform with a rating of
9 and a ranking of 1. It is closely followed by Measurify with a rating of 8 and a ranking
of 2, and ELIXIR with a rating of 8 and a ranking of 3.
Particle is the lowest-ranked platform with a rating of 6 and a ranking of 10. CyVerse
and Sentilo are also relatively low-ranked platforms with rankings of 9 and 8,
respectively.
It's important to note that these ratings and rankings are based on the hypothetical
evaluation criteria and may not reflect the actual performance or suitability of these
platforms for the RAISE PNRR project and Smart Ports applications.

6.2.2. After analyzing the results of the platforms comparison and
considering the requirements of Smart Ports applications, the
best solutions are identified.

Based on the results of the platforms comparison and the requirements of Smart
Ports applications, the best solutions are D4Science and CyVerse.

D4Science received the highest overall score, indicating that it is the most suitable
platform for the RAISE PNRR project and Smart Ports applications. It offers advanced
data management and sharing functionalities, strong support for analytics and
machine learning, and high scalability, extensibility, and interoperability. Additionally,
it provides an easy-to-use interface and a variety of support options.

CyVerse, on the other hand, scored high in the scalability and extensibility criteria,
making it an excellent choice for Smart Ports applications that require the processing
of large amounts of data. It also offers good support for analytics and machine
learning, as well as a range of integration options.
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Both D4Science and CyVerse offer cloud-based solutions and support for
containerization, making them ideal for Smart Ports applications that require
flexibility and portability. They also offer strong security and privacy features, which
are crucial for data-intensive applications in sensitive environments such as ports.
Overall, D4Science and CyVerse represent the best solutions for the RAISE PNRR
project and Smart Ports applications, offering a range of advanced functionalities,
scalability, and security.

6.2.3. The limitations of the study and potential areas for future
research are discussed in this section.

While the evaluation criteria used in this study are comprehensive, they are not
exhaustive and may not capture all aspects of each platform. Additionally, the
evaluation was limited to a small set of platforms and may not be representative of all
available options.

Future research could expand the scope of the evaluation to include additional
platforms and further refine the evaluation criteria. Additionally, the evaluation could
be conducted with a larger and more diverse set of users to gather additional insights
into the usability and user experience of each platform.

Finally, this study focused on the use of platforms for Smart Ports applications, but
similar evaluations could be conducted for other industries and use cases to identify
the best platforms for those contexts.

6.3. Discussion of the implications and potential
applications of the findings

In this study, we have compared several existing data and loT platforms in the context
of their suitability for providing a software infrastructure for Smart Ports applications.
Through our evaluation criteria and analysis of platform functionalities, we have
identified strengths and weaknesses of each platform and have evaluated them based
on their ability to meet the requirements of the RAISE PNRR project.

Our findings suggest that D4Science platform has the potential to be the best solution
for providing a software infrastructure for Smart Ports applications. D4Science offers a
wide range of functionalities and capabilities for data processing, data storage, data
integration, and data visualization, making it a versatile platform that can be
customized for various Smart Ports use cases. Moreover, its strong focus on
interoperability and collaboration with other platforms and services make it a
suitable platform for the RAISE PNRR project's objectives of providing an integrated
infrastructure for Smart Ports stakeholders.

The implications of our findings are significant for the development of Smart Ports
applications, as they provide a basis for selecting the most appropriate platform for
different use cases. Moreover, our study highlights the importance of considering the
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specific requirements of Smart Ports applications when evaluating data and IoT
platforms, and the need for a comprehensive evaluation framework that takes into
account various aspects of platform functionalities and suitability for specific use
cases.

The potential applications of our findings extend beyond the Smart Ports domain, as
the evaluation criteria and comparison methodology used in this study can be
applied to other domains that require the use of data and loT platforms. Our study
contributes to the ongoing efforts to improve the quality and effectiveness of
platform evaluation and selection, and provides a foundation for future research in
this area.
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Chapter 7 Case studies

In this section, we present case studies demonstrating the use of the identified
platforms for designing applications in the domain of Smart Ports. These case studies
are designed to showcase the practical applications of the software infrastructure we
have identified, and to highlight the benefits that it can provide for Smart Ports
operators.

7.1. Case Study 1: Optimizing Container Handling Operations

In this case study, to optimize container handling operations at a Smart Port we could
potentially use the D4science platform. Specifically, we use the data processing and
integration functionalities of the D4Science platform to analyze data from a variety of
sources, including RFID tags on containers, sensors on cranes and trucks, and weather
data. By analyzing this data, we are able to identify bottlenecks in the container
handling process and optimize the flow of containers through the port.[SME14]

7.2. Case Study 2: Real-Time Monitoring of Shipping Traffic

In this case study, to provide real-time monitoring of shipping traffic at a Smart Port
we could use Measurify. Using the data visualization and integration functionalities of
the Measurify platform, we integrate data from a variety of sources, including AlS data
from ships, weather data, and data from sensors on the port's infrastructure. This data
is then visualized in real-time on a dashboard, allowing port operators to monitor
shipping traffic and respond quickly to any issues or emergencies. [APV17]

7.3. Case Study 3: Predictive Maintenance for Port Infrastructure

In this case study, to implement a predictive maintenance system for Smart Port
infrastructure we could use CyVerse platform. Using the data processing and analysis
functionalities of the CyVerse platform, we analyze data from a variety of sources,
including sensors on cranes and other infrastructure, and historical maintenance
data. By analyzing this data, we are able to identify patterns and trends that can be
used to predict when maintenance is required. This allows port operators to perform
maintenance before equipment fails, reducing downtime and maintenance costs.
These case studies demonstrate the versatility and usefulness of the identified best
solutions for Smart Ports applications, and illustrate the potential benefits that can
be gained by using these solutions.

7.4. Case study 4: Vehicle and operator tracking

One of the main challenges in port operations is tracking the movements of vehicles
and operators within the port area. To address this challenge, we developed a
solution using the D4Science platform. The solution involves the deployment of loT
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sensors and cameras throughout the port area, which capture real-time data on the
movements of vehicles and operators. The data is then processed using the data
processing functionalities of the D4Science platform, which allows for the tracking of
vehicles and operators in real-time. The solution also includes a web-based
dashboard, which provides port operators with real-time visibility into the location
and movements of vehicles and operators.

7.5. Case study 5: Crowd counting

Another important use case for Smart Ports is crowd counting. Port areas are often
crowded, and it is important for port operators to have an accurate understanding of
the number of people in a given area to ensure safety and security. To address this
challenge, we developed a solution using the Measurify platform. The solution
involves the deployment of 10T sensors and cameras throughout the port area, which
capture real-time data on the number of people in a given area. The data is then
processed using the data processing functionalities of the Measurify platform, which
allows for accurate crowd counting. The solution also includes a web-based
dashboard, which provides port operators with real-time visibility into the number of
people in a given area.

7.6. Other relevant use cases

In addition to vehicle and operator tracking and crowd counting, there are many other
relevant use cases for Smart Ports applications. For example, the Weka platform can
be used for predictive maintenance of port equipment, while the ELIXIR platform can
be used for managing and sharing data on port emissions. By leveraging the
capabilities of the identified best solutions, port operators can improve operational
efficiency, reduce costs, and enhance safety and security.
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Chapter 8 Conclusion

8.1. Summary of the research findings

The objective of this thesis was to compare and evaluate the architectural patterns,
functionalities, and requirements of various data platforms and loT platforms in the
context of Smart Ports applications. This chapter summarizes the key findings of this
research.

Firstly, a literature review was conducted to provide an overview of existing data
platforms, loT platforms, and similar platforms. This was followed by a review of
Smart Ports applications and their requirements. Subsequently, a research approach
was proposed, and data collection and analysis methods were discussed.

The D4Science platform was compared with existing data platforms, loT platforms,
and similar platforms, with a focus on architectural patterns, scalability, extensibility,
flexibility, interoperability, and other relevant factors. Additionally, the functionalities
of D4Science were compared with those of other platforms, including data processing,
data storage, data integration, data visualization, and other relevant functionalities.
Based on the evaluation criteria defined in this research, the results indicate that
D4Science is one of the best solutions for providing a software infrastructure for
Smart Ports applications. The platform has several strengths, including its ability to
support multiple scientific domains, its integration of various data sources, and its
flexibility and extensibility. However, it also has some limitations, such as its
complexity and the need for significant domain expertise to use it effectively.

Finally, case studies were presented to demonstrate the use of the identified best
solutions for designing applications in the domain of Smart Ports. Examples of
tracking of vehicles/operators tracking, crowd counting, and other relevant use cases
were also discussed.

Overall, the findings of this research provide valuable insights into the selection and
use of data platforms and loT platforms for Smart Ports applications. The limitations
and strengths of various platforms have been identified, and recommendations have
been made for the selection of the most suitable platform based on the specific
requirements of a Smart Port application.

8.2. Contribution to the field

This research contributes to the field of Smart Ports by providing a comprehensive
comparison of existing data and 10T platforms and their suitability for supporting
Smart Port applications. The research evaluates the platforms based on their

58



architectural patterns, functionalities, scalability, extensibility, flexibility,
interoperability, and other relevant factors.

The results of the study can help Smart Ports stakeholders and developers in
identifying the most appropriate platform for their use cases, considering the specific
requirements of Smart Ports applications. Additionally, the case studies presented in
this thesis demonstrate the application of the identified best solutions for designing
applications in the domain of Smart Ports, providing valuable insights into the
potential uses of these platforms.

The study also highlights the need for further research in the area of Smart Ports,
particularly regarding the development of customized solutions for specific use cases
and the integration of multiple platforms to create a comprehensive infrastructure for
Smart Ports. Overall, this research makes a valuable contribution to the field of Smart
Ports and provides a foundation for future research and development in this area.

8.1 Limitations and future research directions

While this study provides valuable insights into the selection and implementation of
software infrastructures for Smart Ports applications, there are several limitations
that should be acknowledged. First, the evaluation of the platforms was based on a
set of criteria that were defined by the author, which may not be comprehensive or
exhaustive. Other criteria or factors may also be important for different Smart Port
applications. Future research could expand the criteria and include additional factors
such as security, privacy, and regulatory compliance.

Second, the case studies presented in this study were limited to tracking of
vehicles/operators tracking, crowd counting, and other relevant use cases. Future
research could focus on exploring additional use cases and applications for Smart
Ports, such as predictive maintenance, supply chain optimization, and environmental
monitoring.

Third, the evaluation of the platforms was based on their current state at the time of
writing. Platforms are constantly evolving, and it is possible that new features and
functionalities may be added in the future that would change the evaluation results.
Therefore, it is important to regularly review and update the evaluation criteria and
perform ongoing evaluations of the platforms.

Despite these limitations, this study provides valuable insights into the selection and
implementation of software infrastructures for Smart Ports applications. The findings
of this study can be used to guide decision-making and inform the development of
software infrastructures for Smart Ports, which can lead to more efficient and effective
port operations.
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