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Abstract Machine learning-fueled systems combine traditional software engineering con-
cerns with concerns that are specific to data and models. The knowledge needed to address
these concerns is available as reusable conceptual resources, such as design patterns, best
practices, guidelines, anti-patterns, and data smells. This knowledge is spread over many
scientific and grey literature sources, which present it with different and inconsistent types,
and this makes it difficult to find and to reuse.

This thesis contributes to a catalog of reusable conceptual resources for the development
of ML(AI)-fueled systems. The resources were collected from scientific and grey literature
and through an LLM-assisted search. Their analysis showed that the classification used
in the sources is not stable: more than one third of the resources received at least two
different types, and new types specific to machine learning were introduced. The Catalog
therefore classifies the resources according to the role they play, with five kinds (Solve,
Do, Don’t, Consider, and Be aware), a template for each kind, and tags for the supported
activities and the affected qualities.

The thesis compiles the data engineering part of the Catalog, which contains 47 resources
concerning the quality, the preparation, and the management of the data used by ML(AI)-
fueled systems. It also designs the evaluation of this part: a set of evaluation dimensions
and a questionnaire covering all its resources were prepared and submitted to domain
experts. The execution of the evaluation was delayed, and only the answers of a first
round could be collected and analysed. They already indicate what has to be revised, in
particular the obligation expressed by the Do and Don’t kinds and the way their resources
are named.
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Chapter 1

Introduction

Machine learning (ML) has become an increasingly important component of modern soft-
ware systems, enabling applications to make predictions, support decisions, and adapt their
behaviour based on data. Unlike conventional software systems, ML(AI)-fueled systems are
not defined solely by executable software components. Their development and operation
involve a combination of data, data-processing pipelines, feature engineering, model de-
velopment, evaluation, deployment, and monitoring. Consequently, the engineering of ML
systems requires practitioners to address concerns that span both traditional software en-
gineering practices, which are themselves reshaped by the presence of ML components (for
example, in how testing and requirements engineering are carried out), and ML-specific
activities. In particular, the quality and management of data play a fundamental role
throughout the ML lifecycle, making data engineering an essential part of the development
of reliable and maintainable ML systems.

Software engineering has long addressed the complexity of system development through
the accumulation and reuse of conceptual knowledge. Design patterns, architecture pat-
terns, deployment patterns, best practices, guidelines, rules, anti-patterns, smells, technical
debt, checklists, pitfalls, and documented failures are examples of resources that capture
knowledge about recurring problems, recommended practices, undesirable decisions, and
potential risks. Such resources allow developers and architects to benefit from knowledge
acquired through previous projects rather than repeatedly solving similar problems from
first principles. The value of these resources lies not only in the solutions they provide,
but also in their ability to communicate engineering knowledge, support decision-making,
and preserve experience that can be reused in subsequent development activities.

The emergence of ML(AI)-fueled systems, however, expands the range of engineering
knowledge that must be captured and reused. In addition to established software engineer-
ing resources, ML development introduces concerns that are specific to data and machine



learning workflows. Examples include recurring data quality problems, data versioning
and management practices, training-related strategies, and other forms of knowledge asso-
ciated with the ML lifecycle. The thesis literature review shows that existing research has
already produced a variety of specialized collections of reusable resources addressing such
concerns. For example, previous studies have proposed catalogs of data smells, ML-specific
code smells, ML design patterns, MLOps anti-patterns, software engineering best practices
for ML systems, and architectural patterns for specific ML settings. These contributions
demonstrate that reusable conceptual knowledge is already being produced across multiple
areas of ML engineering, but they also illustrate the diversity of terminology, purposes, and
organizational structures used to describe it. This diversity creates a challenge for system-
atic reuse. Existing resources are commonly organized according to their traditional names,
such as “pattern”, “anti-pattern”, ‘smell”, ‘best practice”, or “tactic”. These terms are
meaningful within their respective research traditions, but they do not necessarily provide
a common perspective for practitioners who need to identify relevant knowledge according
to the problem they face or the decision they need to make. Moreover, the same broad en-
gineering objective may be addressed by resources belonging to different traditional types.
Conversely, resources sharing the same traditional label may play substantially different
roles in engineering practice. This issue becomes particularly relevant in ML systems,
where knowledge originating from software engineering, data engineering, ML engineering,
and governance needs to be considered together.

To address this heterogeneity, this thesis develops a catalogue of reusable engineering
knowledge that brings together resources originating from software engineering, and ML(AT)
engineering. The catalogue adopts the notion of a reusable conceptual resource as a gen-
eral abstraction for engineering knowledge that can be applied, consulted, or reused across
development contexts. This abstraction provides a common perspective for organizing re-
sources that may otherwise be described using different terminology and resource types.
Rather than organizing resources primarily according to their traditional terminology, the
catalogue classifies them according to the role they play in engineering decision-making.
To establish this classification, existing proposals for reusable resource types were studied
and analyzed, and this thesis contributed to refining and finalizing the resource-type def-
initions and their corresponding templates. The resulting classification distinguishes five
categories: Solve, Do, Don’t, Consider, and Be aware. A Solve resource provides a reusable
solution to a recurring problem; a Do resource prescribes an action or practice; a Don’t
resource identifies an approach that should be avoided; a Consider resource identifies an
option whose adoption depends on context and trade-offs; and a Be aware resource signals
a condition or symptom associated with potential risk.

Because there was a need for a tagging system to help practitioners effectively locate spe-
cific resources, the initial idea was to work along two dimensions: the supported engineering
activities and the affected qualities. Activity tags connect resources to activities such as
architecture, software design, coding, testing, deployment, data acquisition, data prepara-
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tion, data management, feature engineering, model training, experimentation, operations,
governance, and project management. Quality tags capture the qualities affected by a
resource across software, model, and data domains e.g., maintainability and reliability for
software, accuracy and robustness for models, and completeness and consistency for data.
This multidimensional organization is intended to support context-oriented retrieval and
quality-driven reasoning rather than merely providing a list of resources.

The scope of this thesis is specifically concerned with the data-related portion of this
broader catalog. Data engineering is particularly important in ML(ATI)-fueled systems
because data must be acquired, prepared, managed, and maintained in forms that can
support subsequent ML activities. The resulting catalog includes resources addressing,
among other concerns, data cleaning, data profiling, data versioning, data governance, data
quality, data pipelines, data retention, data usage consent, incremental data processing,
and responsible data management. The focus on data engineering provides a concrete
and bounded setting in which the proposed organization of reusable conceptual knowledge
can be examined and evaluated. The resources included in the catalogue were collected
by surveying scientific and grey literature. This process, and the resulting Catalog, are
described in Chapter 4.

Accordingly, the main objective of this thesis is to provide a structured and extensible cata-
log of reusable conceptual resources relevant to data engineering in ML /Al-fueled systems,
together with a classification scheme that makes heterogeneous resources easier to under-
stand, locate, and reuse. The contribution is not intended to replace specialized pattern
catalogs, data-quality taxonomies, or other existing collections. Rather, it provides a com-
mon organizational layer through which different forms of reusable engineering knowledge
can be represented and related. In doing so, the thesis aims to support systematic reuse
of existing knowledge and provide a basis for further analysis and extension of reusable
resources for ML systems.

The remainder of this thesis is organized as follows. Chapter 2 introduces the relevant
background concepts and types of reusable conceptual resources in software engineering.
Chapter 3 provides a literature review covering current attempts at providing specific
resources for ML(ATI)-fueled system development. Chapter 4 presents the structure of the
whole catalog, including its resources, tagging system, and the process used to collect
them. A specific contribution of this work was compiling the section on data engineering
and revising the remaining sections of the broader catalog. Due to time constraints and
the strategic need to identify structural issues early on, Chapter 5 presents the evaluation
strictly for the data-related portion of the catalog, allowing us to improve the structural
framework before evaluating the remaining parts. Chapter 6 summarizes the contributions
of the thesis and discusses its limitations and possible future work. Finally, Appendix A
reports the complete data engineering part of the Catalog.
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Chapter 2

Background

Software engineering involves a wide range of knowledge, practices, and solutions that can
be reused across different projects and development contexts. Reusable resources capture
such knowledge in a form that can be applied beyond the specific context in which it
was originally developed. They are usually described through a template, that is, a fixed
set of fields that gives every resource of the same type the same structure and makes
different resources easier to compare and to reuse. They can address recurring problems,
support development activities, guide decision-making, and provide established knowledge
for different stages of software development. Depending on their purpose and the type of
knowledge they capture, reusable resources may differ in their level of abstraction, scope,
structure, and intended use. Documenting this knowledge in a structured and accessible
form facilitates its retrieval, adaptation, and reuse, thereby enabling developers to benefit
from existing knowledge rather than repeatedly developing solutions from scratch.

2.1 Types of Conceptual Reusable Resources for Soft-
ware Development

2.1.1 Design Pattern

Design patterns represent solutions to designing good-quality software for software design
problems that occur frequently. These solutions operate primarily at the design level, but
can also guide implementation decisions by influencing how software modules and classes
are structured in code.“Design patterns are claimed to provide various benefits, includ-
ing (1) support for better design decisions, (ii) improve communication among developers,
(#1) improve or improve software maintainability and reusability, (iv) help to satisfy non-
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functional requirements of the system, and (v) save cost, effort, and time by reusing existing
proven solutions”. [WMA19]. The Gang of Four design patterns were the first compre-
hensive attempt to systematically introduce design patterns, presenting a collection of 23
classic software design patterns categorized into Creational, Structural, and Behavioral

patterns. [GHJV94a].

Templates for Describing Design Patterns Design patterns are documented using
structured templates that aim to present problems, contexts, and solutions in a uniform
and comprehensible way. Several influential templates exist in the literature, each offering
different levels of detail and emphasis. This section summarises the most widely used tem-
plates. The Gang of Four (GoF) template proposed by Gamma et al. [GHJV94a] is the
most influential and widely adopted pattern documentation format. It provides a struc-
tured way to describe object-oriented design patterns by focusing on intent, applicability,
structure, collaborations, and consequences. This template remains the de facto standard
for many pattern catalogues.

Table 2.1: Gang of Four (GoF) design pattern template [GHJV94a].

Field Description

Name Official name of the pattern.

Classification Creational, Structural, or Behavioral category.
Intent Purpose of the pattern; what it achieves.

Also Known As Alternative names or aliases.

Motivation Concrete scenario illustrating the problem.
Applicability Situations where the pattern is appropriate.
Structure UML representation of classes/objects.
Participants Roles and responsibilities of pattern elements.
Collaborations Interactions between participants.
Consequences Trade-offs and impact on quality attributes.
Known Uses Real systems or frameworks applying the pattern.

Related Patterns  Patterns commonly used together or alternatives.

The Pattern-Oriented Software Architecture (POSA) template by Buschmann et al. [BMRT96]
extends pattern documentation to the architectural level. It emphasises problem analysis
through forces, demonstrates solutions through examples and dynamics, and is frequently
used for documenting large-scale architectural patterns.
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Table 2.2: Buschmann et al. (Pattern-Oriented Software Architecture) template [BMR196].

Field Description

Name Pattern identifier.

Also Known As Other names used for the same pattern.
Example Concrete motivating example.

Context Situational context in which the pattern applies.
Problem (with The problem and conflicting constraints.
Forces)

Solution Architectural arrangement resolving the forces.
Structure Static design representation.

Dynamics Runtime behaviour and interactions.
Implementation Practical implementation guidelines.

Example Resolved  How the initial example is solved.

Variants Alternative versions of the pattern.

Known Uses Documented applications in real systems.
Consequences Benefits and liabilities.

See Also Related or complementary patterns.

Meszaros and Doble [MDVC98]| introduced a meta-pattern structure that generalises how
patterns are described across domains. Their template highlights the underlying problem,
surrounding context, competing forces, and resulting context after applying a solution,
making it especially useful for pattern writers and organisational pattern languages.

Table 2.3: Meszaros & Doble meta-pattern template [MDVC98].

Field Description

Title Name or title of the pattern.

Problem Core recurring issue requiring resolution.
Context Conditions influencing the problem.

Forces Constraints, trade-offs, and competing concerns.
Solution General arrangement addressing the forces.
Indications When the pattern should be applied.
Resulting Context  State of the system after applying the pattern.
Rationale (op- Why the solution works.

tional)

Aliases (optional)  Alternative names.

Acknowledgements  Credits and attributions.

(optional)

Minimal and micro-pattern templates are lightweight documentation formats designed for
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teaching, fast communication, and agile environments. Cunningham’s micro-patterns and
Tahara’s mini-patterns [Cun95, TT07] focus on capturing only the essential elements of a
pattern—typically name, problem, solution, and a few contextual factors.

Table 2.4: Minimal / Micro-pattern templates [Cun95, TTO07].

Template Fields
Micro-Pattern Name, Problem, Solution.
Mini-Pattern Name, Context, Forces, Solution, Benefits, Consequences.

Bradapp’s “Patterns in a Nutshell” template [App98] provides a succinct pattern summary
aimed at practitioners who need fast lookup rather than full narrative detail. It captures the
problem, forces, solution, consequences, and examples in a compact, easy-to-scan structure
commonly used in online repositories.

Table 2.5: Bradapp “Patterns in a Nutshell” template [App98].

Field Description

Name Pattern name.

Context Background conditions and setting.
Problem Problem motivating the pattern.

Forces Key trade-offs.

Solution Structural and behavioural description.
Examples Real instantiations of the pattern.
Resulting Context  System state post-application.
Rationale Explanation of why the solution is appropriate.
Related Patterns Complementary or alternative patterns.
Known Uses Systems where the pattern is applied.

Example — Abstract Factory In this thesis, a hybrid template is used to document
Abstract Factory design patterns. This template combines the structural elements of the
GoF pattern format with the problem—context—forces reasoning proposed by Meszaros and
Doble. Table 2.6 shows this pattern documented using the hybrid template.
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Table 2.6: Abstract Factory pattern described using the hybrid template.

Field Description

Name Abstract Factory

Classification Creational Pattern

Problem Systems that require the creation of families of related objects
risk inconsistency and tight coupling if clients construct con-
crete components directly.

Context Cross-platform UI toolkits where multiple look-and-feel fam-
ilies (e.g., Motif, Windows) must coexist and remain inter-
changeable.

Forces

e Clients should not depend on concrete product classes.

e Product families must remain consistent across instan-
tiations.

e Replacing a family should not require modifying client
code.

Intent Provide an interface for creating families of related or depen-
dent objects without specifying their concrete classes.

Motivation Each look-and-feel standard defines its own set of widgets.
Abstract Factory enables switching families without modify-
ing client code and ensures consistency across the interface.

Solution Define an abstract factory declaring creation methods, con-
crete factories implementing those methods, and product ab-
stractions ensuring interchangeability.

Structure See Figure 2.1.

Participants AbstractFactory, ConcreteFactory, AbstractProduct, Con-
creteProduct, Client.

Collaborations The client interacts only with AbstractFactory; ConcreteFac-
tory creates ConcreteProducts that implement AbstractProd-
uct interfaces.

Consequences Supports product family consistency, isolates concrete classes,

Resulting Context
Known Uses

Related Patterns

enables swapping families, but makes adding new products
harder because interfaces must expand.

Decoupled and consistent product families with improved con-
figurability.

InterViews toolkit (WidgetKit, DialogKit) [LVC89]; ET++
framework [WGMS88|; multiple GUI toolkits.

Often combined with Factory Method or Prototype; concrete
factories often implemented as Singletons.

16



AbstractFactory II Client

CreateProductA() — —
CreateProductB() -
l L R A ©r
'
i

oz | oot =
ConcreteFactoryl -1 ConcreteFactory2 | _.._______ E
CreateProductA() : CreateProductA() -
CreateProductB() ' CreateProductB() roductB

Figure 2.1: Structure of the Abstract Factory pattern (adapted from [GHJV94al).

2.1.2 Architecture Pattern

A software architecture pattern is a reusable, high-level solution for organizing the funda-
mental structure of a software system. It provides a blueprint that defines the system’s ma-
jor components, their responsibilities, the constraints governing their interactions, and the
overall configuration that enables desired qualities such as scalability, maintainability, avail-
ability, and performance. Architecture patterns explicitly capture the forces—for example,
distribution, data consistency, latency, and modifiability—that shape system design, and
they propose proven system-level arrangements that balance these forces in predictable
ways. They encompass both classical architectural patterns (e.g., Layers, Pipes-and-
Filters, Client—Server) and architectural styles (e.g., Microservices, Event-Driven, Service-
Oriented), providing actionable guidance for structuring complex systems [BMR96].

Template for Architecture Patterns Architecture patterns are documented using a
POSA-style template derived from the Pattern-Oriented Software Architecture (POSA)
catalogue by Buschmann et al. [BMR196]. This template extends the GoF design pattern
format [GHJV94a] to address system-level concerns by explicitly capturing architectural
context, forces, structural organization, and resulting consequences. Table 2.7 presents the
standard template used to describe architecture patterns.
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Table 2.7: Architecture Pattern Template

Field Description

Name Official name of the architecture pattern.

Classification Category of the pattern (e.g., Layered, Client—Server,
Event-Driven, Microservices).

Problem The recurring architectural problem addressed by the pat-
tern.

Context Situations or environments in which the pattern is appli-
cable.

Forces Conflicting constraints or design concerns (e.g., scalability,
latency, consistency, maintainability).

Solution System-level arrangement that resolves the problem and
balances the forces.

Structure Static organization of components and connectors; how el-
ements are arranged.

Dynamics Behavior and interactions at runtime; how components
communicate and collaborate.

Consequences Benefits, trade-offs, and potential liabilities resulting from

Known Uses

Related Patterns

the pattern.

Real-world systems or frameworks that implement the pat-
tern.

Patterns that are complementary, alternative, or commonly
used together.

Example — Model-View-Controller (MVC) The MVC pattern organizes an inter-
active application into three main components: the model, which holds the core data and
functionality; views, which display information to the user; and controllers, which man-
age user input. Together, views and controllers form the user interface, while a change-
propagation mechanism keeps the interface and model consistent[BMR*96]. Table 2.8
shows the MVC pattern described using the POSA-style template.
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Table 2.8: Model-View-Controller (MVC) described using the POSA-style template [BMR196]

Field Description

Name Model-View-Controller (MVC)

Classification Architectural Pattern

Problem User interfaces often change, requiring adaptability without
affecting core logic. Tight coupling between interface and
logic increases maintenance effort and risk.

Context Interactive applications with flexible human-computer inter-
faces.

Forces

e Changes to the interface should not affect core logic.

e Multiple views must remain consistent with the same
model.

e Independent development of interface components
should be possible.

Solution Separate application into model (data/logic), views (presenta-
tion), and controllers (input handling). Model notifies views
and controllers of changes to maintain synchronization.

Structure Model maintains core logic and data; views present model
data; controllers translate user input into operations on mod-
el/view.

Dynamics Views and controllers respond dynamically to model changes;
controllers propagate commands to model.

Consequences Supports multiple synchronized views, improves maintainabil-

Known Uses

Related

terns

Pat-

ity, but increases system complexity.

Modern web frameworks: Django, Ruby on Rails, Angular,
React (with Redux/MobX).

Observer, Strategy, Command; variants: Model-View-
Presenter (MVP), Model-View-ViewModel (MVVM).

2.1.3 Deployment Patterns

In the context of software development, deployment refers to the installation of a specific
version of software into a targeted environment—such as an integration testing stage or
a production system—and it may or may not be directly tied to releasing features to
end users [KHDW16]. A deployment pattern, therefore, is a systematic and repeatable
method for executing this deployment process across different environments throughout
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the software development lifecycle. These patterns extend beyond the technical act of
launching applications; they encompass the complete workflow, including sequence of tasks,
configuration management, quality validation, and process controls that ensure the software
transitions smoothly from development to production.

Deployment patterns serve as a structured roadmap that reduces errors, enhances maintain-
ability, supports scalability, and ensures reliable and consistent software releases [Alu23].
These patterns address essential operational and business objectives: reducing or eliminat-
ing downtime, improving software quality and performance, minimizing technical and op-
erational risks, enabling rapid incident response and rollback, accelerating time-to-market
through automation (e.g., CI/CD pipelines), reducing manual effort and operational costs,
and fostering collaboration across development, testing, security, and operations teams.

Example — Blue-Green Deployment Pattern Blue-Green Deployment Pattern is a
software deployment strategy that enables zero-downtime updates to a production envi-
ronment. In this approach, two identical environments are maintained: one environment
running the current version of the software (blue), and the other environment hosting the
updated version (green).

At any given time, only one environment is active and serving production traffic, while the
other remains idle. The blue environment serves as the current production environment,
whereas the green environment is used to test and validate the updated version of the
software. Once the new version has been thoroughly tested and verified in the green
environment, traffic is redirected from the blue environment to the green environment.
Consequently, the green environment becomes the new production environment, and the
blue environment is kept idle as a backup.

This deployment strategy eliminates downtime and enables quick rollback to the previous
version if any issues occur with the updated release. It also allows developers to test and
validate the new version comprehensively before making it available to end users, ensuring
that it functions correctly and reliably.

Implementing Blue-Green Deployment requires a robust and well-designed infrastructure,
including load balancers and automated deployment tools to facilitate traffic switching
between the environments. Additionally, the blue and green environments must be identical
to ensure a seamless deployment process [DMG17].

2.1.4 Anti-pattern

An anti-pattern describes a common but ultimately counter-productive solution to a re-
curring problem in software systems. It highlights a practice that initially appears valid,
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yet leads to negative consequences such as excessive cost, poor maintainability, or sys-
tem fragility. For each anti-pattern, the authors provide identification clues (symptoms),
underlying causes (forces), and a refactored solution — a corrective path to restore de-
sign integrity and prevent further deterioration [BMMM98]. Documentation styles for
anti-patterns vary based on the required depth of analysis. The most comprehensive for-
mat, popularized by Brown et al. [BMMMO98], focuses on the technical and organizational
"forces” that lead to failure (Table 2.9).
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Table 2.9: AntiPattern Specification Template

Field

Description

AntiPattern Name
Also Known As

Most Frequent Scale
Refactored  Solution
Name

Refactored  Solution

Type

Root Causes

Unbalanced Forces

Anecdotal Evidence
Background

General Form
Symptoms and Conse-
quences

Typical Causes
Known Exceptions
Refactored Solutions
Variations

Example

Related Solutions

A unique, pejorative noun phrase used to identify the
principles and facilitate organizational terminology.
Additional popular or descriptive names and phrases for
the AntiPattern.

The design level where the pattern fits: idiom, micro-
architecture, framework, application, system, enter-
prise, or global/industry.

The identifying name of the refactored solution pattern.

The type of action required: Software (new code),
Technology (acquisition/adoption), Process (activities),
or Role (responsibilities).

General human/organizational causes: haste, apathy,
narrow-mindedness, sloth, avarice, ignorance, pride, or
responsibility.

Primal forces ignored or misused: management of
functionality, performance, complexity, change, IT re-
sources, or technology transfer.

(Optional) Often-heard phrases or comedic material as-
sociated with the pattern.

(Optional) Further examples or general interesting in-
formation regarding where the problem occurs.

Generic version of the AntiPattern (often including a
diagram and prose) that the solution must resolve.

A bulleted list of observable signs and the resulting neg-
ative impacts on the system.

Unique technical or situational causes identified in ad-
dition to the universal root causes.

Specific situations or contexts where the AntiPattern
behavior is actually acceptable or necessary.

A structured, step-by-step explanation of how to resolve
the forces identified in the General Form.

(Optional) Known major variations of the AntiPattern
or alternative solution design points.

Practical application of the solution to the problem, in-
cluding problem /solution diagrams and descriptions.
Cross-references to other AntiPatterns or design pat-
terns, explaining differences and how they resolve newly
created forces.
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In addition to the comprehensive formats used by Brown et al., Laplante and Neill [LNO5]
advocate for a more pragmatic, less formal structure that prioritizes the immediate identifi-
cation of dysfunctional behavior and provides actionable remedies for both the organization
and the individual.

Table 2.10: Alternative Less Formal AntiPattern Structure

Field Description

Name A name that conveys the antipattern’s meaning.

Central Concept A short synopsis enough to make the antipattern identifi-
able.

Dysfunction General problems with current practice and a list of symp-
toms.

Vignette A real or prototypical situation providing context and rich-
ness.

Explanation Causes, consequences, and historical or cultural analogies.

Band Aid Short-term fix or coping strategy for those unable to refac-
tor properly.

Self-Repair The first step for the perpetrator to improve their own
behavior.

Refactoring Changes needed to remedy the situation and their ratio-
nale.

Observations Optional section for additional comments or items of note.

Identification Assessment instrument (diagnostic questions) for informal
evaluation.

Example — The Blob (or God Object) The Blob is one of the most well-known de-
velopment anti-patterns described in [BMMMO98]. It occurs when a single class or module
takes on most of a system’s responsibilities, while other classes merely store data. Al-
though such concentration of logic may seem convenient at first, it leads to tightly coupled,
procedural-style architectures that are difficult to maintain and extend.
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Table 2.11: The Blob Anti-Pattern Specification

Field

Description

AntiPattern Name

The Blob

Also Known As

God Class, Winnebago

Most Frequent Scale

Application / Micro-architecture

Refactored Solution Form Follows Function (Responsibility Redistribu-
Name tion)

Refactored Solution Software / Process

Type

Root Causes

Sloth, Haste, Ignorance

Unbalanced Forces

Management of Complexity, Management of Change

Anecdotal Evidence

"This is the class that actually does everything.”
"Don’t touch the MainController, the whole system
breaks if you change a line.”

Background

Often occurs when a small prototype is incrementally
expanded without a formal architectural review, lead-
ing to one class "eating” the logic of its neighbors.

General Form

A large central controller class that contains the ma-
jority of the system’s logic, surrounded by ” Anemic”
data objects that only hold attributes with getters
and setters.

Symptoms and Conse-
quences

Poor cohesion and high coupling.

Difficult to unit test due to monolithic size.

Limited reuse of components.

e Long compile/build times for the main module.

Typical Causes

Lack of object-oriented design experience; evolution
of a wrapper class; “feature creep” into a single suc-
cessful module.

Known Exceptions

Small utility scripts or simple prototypes where speed
is prioritized over long-term maintainability.

Refactored Solutions

Identify cohesive sets of operations within the Blob
and migrate them to the passive data classes or new
service classes. Apply MVC to separate Ul from logic.

Example

A GUI application where one class handles user in-
put, database connections, business rules, and report
formatting.

Related Solutions

Poltergeists (classes with no real responsibility),

Functional Decomposition (procedural code in OO
clothes). 24




2.1.5 (Architectural) Tactics

Architectural tactics represent fundamental design decisions aimed at achieving specific
quality attribute responses — such as performance, reliability, or security — by manipulat-
ing architectural parameters [BBK03]. In other words, a tactic defines how a particular de-
sign choice influences the quality attributes of a system. Tactics serve as the building blocks
of architecture patterns; if patterns are comparable to molecules, tactics are the atoms from
which they are formed [BCK13]. For instance, the Model-View-Controller (MVC) pattern
incorporates tactics such as encapsulation, use of intermediaries, and runtime binding to
improve modifiability and maintainability [Pet15]. Each tactic operationalizes the rela-
tionship between architectural decisions and system qualities, allowing architects to reason
about trade-offs and systematically improve the design [Inf20, KZA"20].

Example — Heartbeat Tactic The Heartbeat tactic is a reliability tactic that enables
a system to detect component failures. One component (the emitter) periodically sends
a “heartbeat” signal to another (the monitor). If the monitor does not receive the signal
within a predefined interval, it assumes that the emitter has failed and triggers a fault-
handling or recovery mechanism.

Quality Attribute Addressed: Reliability
Design Goal: Detect failures in components or communication links.
Architectural Decision: Introduce periodic message exchange between components.

Trade-offs: Increases communication overhead but improves failure detection speed.

Example: Commonly used in distributed or safety-critical systems to ensure timely fault
detection and recovery [BCK13, KZA*20].

2.1.6 Best Practice

A best practice is a proven and widely accepted method or technique that consistently
leads to desired results when applied in a specific context. In software engineering, best
practices encapsulate practical knowledge derived from collective experience, aiming to
improve quality, maintainability, and efficiency of both development processes and system
architectures [BCK13, JBR97, Som16].

Unlike architecture patterns or tactics — which formalize reusable design or decision struc-
tures — best practices are often more procedural and prescriptive. They guide developers
and architects toward actions that reduce common risks or inefficiencies (for example,
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performing regular code reviews, applying continuous integration, or documenting archi-
tectural decisions). Best practices can apply across all levels of abstraction — from coding
conventions to architectural governance — and evolve as technologies and methods ad-
vance.

Example — Separation of Concerns (SoC) The Separation of Concerns (SoC) prin-
ciple is a well-established architectural best practice. It encourages dividing a system into
distinct modules, each responsible for a specific functionality or concern. This separation
reduces complexity, improves maintainability, and allows independent development and
modification of system components [BCK13].

2.1.7 Guideline

Guidelines provide recommended practices, rules, or principles that assist architects, de-
velopers, and designers in making consistent decisions throughout a project. Unlike ar-
chitecture patterns or tactics, which offer structured solutions to specific problems, guide-
lines serve as advisory aids that promote uniformity, maintainability, and alignment with
organizational or domain-specific standards. They capture lessons learned, preferred ap-

proaches, and architectural conventions that help ensure quality and reduce design risks
[HNS00, BCK13].

Example — Minimize Coupling Between Components A common guideline in soft-
ware architecture is to minimize coupling between system components. This guideline
recommends that components should interact through well-defined interfaces and avoid
unnecessary dependencies on internal implementations of other components.

2.1.8 Rule

In software engineering, rules capture architectural intent, design rationale, and domain
constraints in a format that can be methodically reused across projects and systems. Rules
are explicit, declarative constraints that govern system structure, behavior, and evolution.
Unlike implementation mechanisms, rules express what must or must not be done rather
than how it is implemented. Architectural decisions including constraints and rules play
a fundamental role in shaping system quality attributes and long-term maintainability.
Rules therefore serve as a mechanism for preserving architectural integrity and preventing
design erosion over time [BCK13].
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Rules differ from other reusable software engineering artifacts in both purpose and ab-
straction level. While design patterns propose general solutions to recurring problems,
and architectural styles define high-level system organization, rules impose explicit con-
straints on design and implementation choices. patterns describe proven solutions, whereas
constraints and rules define boundaries within which solutions must exist [GHJV94b]. Sim-
ilarly, Rozanski and Woods distinguish between architectural structures and architectural
rules, noting that rules enforce consistency and guide system evolution [RW12].

Example — Layered Dependency Constraint Business logic components must not
directly access data persistence components. All data access must occur through repository
interfaces.

2.1.9 Smells

In software engineering, “smells” are indicators of potential problems that can affect code
quality, maintainability, or project evolution. They are usually categorized based on the
scope they affect. The main categories are: Code Smells, Design Smells, Architectural
Smells, Test Smells, Database Smells, Implementation Smells [SS18].

Code smell [t is a symptom in source code that could have further conceptual drawbacks
with software maintenance and evolution, and overall code quality.. In some cases, such
symptoms may originate from activities performed by developers under time pressure, e.g.,
implementing urgent patches or simply making suboptimal choices. In other cases, smells
come from some recurring, poor design solutions, also known as anti-patterns. Studies
reveal that code smells deteriorate code readability and are a precursor of changes and
faults, therefore early detection is required [Fow99].

Kent Beck and Martin Fowler emphasized that code smells guide refactoring decisions.
Experienced developers often intuitively recognize when code has deteriorated in quality
and requires improvement. Although code smells are not defined by strict quantitative
metrics, certain structural characteristics commonly signal the need for refactoring, such
as excessively long methods, overly large classes, or classes that contain an excessive number
of instance variables.

Example — Long Method A method (function/procedure) contains too many lines of
code, therefore, it difficult to understand, extend and modify. It is very likely that this
method has too many responsibilities, hurting one of the principles of a good OO design
(SRP: Single Responsibility Principle) [FOVEF20].
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Why This Happens: Methods grow over time as new logic gets added on top of existing
code, while old code is rarely removed. Adding a few lines is easier than creating
a new method, so developers extend existing ones. This leads to large, monolithic
methods that are hard to read and have tangled responsibilities.

How to Avoid: If part of a method needs a comment to explain it, extract that part
into its own method. Even a single line can deserve its own method if it represents a
distinct action. Clear, simple method names reduce confusion and make code more
readable and maintainable.

Design smell In software architecture, design smells are structural, high-level signs that
go against basic design principles (such as SOLID! or DRY?), leading to more technical
debt, poor maintainability, and stiff, brittle code. Design smells reveal deeper, systemic
problems that impact several classes, in contrast to code smells, which are surface-level,
local problems.

Example — Blob (or God Class) A God Class is a design smell in which a single class
implementing several responsibilities, having a large number of attributes, operations and
interacts with many other classes [Fow99).

Why This Happens: This smell occurs when developers keep adding new responsibilities
to one class. As a result, the class becomes large, complex, and hard to maintain.

How to Avoid: This smell can be avoided by using abstractions, reducing direct depen-
dencies, and organizing modules in a clear hierarchy.

Test smell A test smell is generally defined as a symptom in test code that indicates
a deeper design or implementation problem even if the test still executes correctly. This

'SOLID is an acronym for five fundamental principles of OO:
Single Responsibility Principle: A class should have only one reason to change, meaning it should focus
on a single responsibility or task.
Open/Closed Principle: Software entities should be open for extension but closed for modification, allowing
behavior to be added without altering existing code.
Liskov Substitution Principle: Subtypes must be substitutable for their base types without affecting the
correctness of the program.
Interface Segregation Principle: Clients should not be forced to depend on interfaces they do not use;
prefer many small, specific interfaces over one large, general-purpose interface.
Dependency Inversion Principle: High-level modules should not depend on low-level modules; both should
depend on abstractions.

2The DRY (Don’t Repeat Yourself) principle states that “every piece of knowledge must have a single,
unambiguous, authoritative representation within a system”.
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may include poor organization, unclear structure, violations of testing best practices, or
patterns that make the tests harder to maintain, understand, or evolve [GK18].

Example — Fragile Test A Fragile Test is a test smell in which a test fails due to changes
in the source code that are unrelated to the functionality being tested, often because the
test is too tightly coupled to implementation details [GK18].

Why This Happens: This smell occurs when tests verify the internal state or structure
of an object (like checking specific variable names or internal paths) rather than the
observable behavior or output. As a result, any minor refactoring or cosmetic change
to the production code causes the test to break.

How to Avoid: This smell can be avoided by testing the public interface and behavior
of the code (Black Box testing), using stubs or mocks to isolate dependencies, and
avoiding assertions that rely on the specific implementation logic of the system.

2.1.10 Reference architecture

In today’s fast-paced world, many companies need to quickly create and support various
systems. Without clear architectural guidance, this process can take a lot of time and lead
to complicated, custom-built solutions. Reference architectures address this challenge by
providing a standard method to speed up development and make maintenance simpler. By
offering a common architectural blueprint, they help developers understand systems better
and allow them to reuse knowledge across projects.

Reference architectures meet this need by acting as templates for system development.
They provide best practices, guidelines, documentation, and technology suggestions, help-
ing to reduce system complexity and cut down on development and maintenance costs.
However, for a reference architecture to be truly useful, good documentation is vital. Since
reference architectures are purposely abstract, they usually give limited details on imple-
mentation [MFAFM17].

Example — Microsoft Azure Cloud Adoption Framework (CAF) The Microsoft
Cloud Adoption Framework for Azure covers the whole life of a cloud solution, from the
decision to adopt the cloud to the management of the solution once it is in use, and is ad-
dressed to cloud architects, I'T professionals, and decision makers. It collects best practices,
documentation, and tools covering the phases of cloud adoption, from the definition of the
strategy and the preparation of the organization to the governance and the management
of the adopted solutions [Azu25]. The framework acts as a template, guiding organizations
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on how to structure cloud solutions while leaving implementation details flexible. This
reduces complexity, ensures consistency, and accelerates development across projects.

2.1.11 Technical debt

Technical debt in software development is like a shortcut, a quick fix or design choice that
helps you move faster in the short term, but may make future changes more difficult, costly,
or even impossible. It can be thought of as a debt that affects the ease of maintaining and
developing your system over time. Using a financial analogy makes this clearer. Just like
taking out a loan, technical debt gives you a short-term advantage, but it comes with
additional effort, risk, or cost that increases the longer you ignore it. Many organizations
struggle to manage technical debt because they don’t fully understand it, and this often
leads to approaches that don’t actually solve the problem or even make it worse. By
identifying and properly managing technical debt, developers and managers can make
smarter decisions and maintain the health of their software in the long term [Bro24].

Example — Legacy code Legacy code refers to old code that is no longer in line with
current best practices or technologies but is still in use.

Why This Happens: As technology evolves, older code may not efficiently utilize new
features or practices. Legacy code is often not regularly updated or refactored, and in
many cases the original developers have left the organization, making the codebase
difficult to understand and maintain. Additionally, legacy code frequently results
from rapid development cycles or insufficient documentation.

How to Avoid: To avoid this issue, the codebase should be refactored and updated on a
regular basis. Continuous training should be provided to development teams to en-
sure familiarity with current best practices, and a culture of continuous improvement
should be actively encouraged.

2.1.12 Checklists

When engineers work on a complex system, it is easy to overlook things — not because they
are careless, but because human memory is limited and attention is finite. A checklist solves
this problem in a simple but powerful way: it captures, in a structured list of questions or
conditions, everything that must be verified at a specific point in the development process.
But in software engineering, a checklist is more than a reminder tool. It is a reusable
knowledge artefact — each item on the list encodes a known risk, a common defect, or an
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important practice that experienced engineers have learned, often the hard way, must not
be skipped.

The idea of using checklists as a formal reusable resource in software engineering goes back
to Michael Fagan’s work at IBM in the 1970s. Fagan introduced a structured inspection
process in which teams would systematically review code and design documents using pre-
defined checklists. He showed that significant improvements in both programming quality
and productivity could be achieved when inspectors followed a structured process with
clearly defined roles and a systematic approach to categorising and analysing the errors
they found [Fag76].

2.1.13 Pitfall

A pitfall refers to a common hidden problem or mistake that individuals or teams may
encounter during a process, often without recognizing it until it causes negative effects.
In software and project management contexts, a variety of pitfalls have been identified
bt developers and academic research. These pitfalls can hinder the success of projects,
reduce quality, and create barriers to achieving goals unless they are properly understood
and managed. One research study emphasizes that understanding and addressing pitfalls
is crucial to successful implementation of project management practices, suggesting that
teams must identify the pitfalls that may arise in order to avoid them and improve outcomes
[LSed].

Example — Hidden Pitfalls in Kanban Implementation One clear example of pit-
falls in software development comes from research into agile methodologies such as Kanban.
According to this study, hidden pitfalls of Kanban in software development include organi-
zational resistance to change and superficial implementations of the method that prevent
teams from realizing intended benefits. The research explains that when teams fail to
adopt the necessary mindset to support Kanban, this becomes a pitfall affecting the entire
project, ultimately causing the implementation to fail. Additionally, many teams claim to
use Kanban but implement only a shallow imitation of the real method, which also creates
pitfalls that hinder success [Ant23].

Why This Happens: The study on Kanban reveals that these pitfalls arise because or-
ganizations often do not fully understand or embrace the values required for effective
agile practices. When teams adopt agile terminology without internalizing its prin-
ciples, the result is often incomplete or incorrect application of the methodology,
leading to hidden pitfalls that affect project outen.

How to Avoid: To prevent problems from occurring, organizations must go beyond the
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superficial use of tools and properly understand and support the underlying principles
and values of the methodology. In this regard, providing training and cultural support
to align the organizational mindset with the chosen frameworks is essential, as well
as utilizing experienced experts to identify and resolve challenges early. Although
the focus of this study is on Kanban, the principle of proactive problem management
is vital in all areas of project management and software applications.

2.1.14 Failure

Failure in software engineering is when defects (or faults) lead to unwanted, unintended
software events (incidents), with significant loss, degradation of service or risk to safety.
These failures can be caught internally during development or externally in production;
either way, they indicate shortcomings of the engineering process and serve as valuable
feedback to facilitate risk identification and mitigation [ASHT25].

In the context of reusable conceptual resources, a failure is not treated as a general learning
experience but as a specific, documented failure case that encodes reusable knowledge about
what went wrong, under what conditions, and how it can be avoided. The value of a failure
as a reusable resource lies precisely in its specificity: a well-documented failure case records
the observable symptoms, root causes, context, and consequences of a real breakdown in
a system, process, or artefact, so that future practitioners can recognise similar conditions
and take preventive action.

Software failures carry significant technical and organizational consequences, especially in
high-reliability domains such as aerospace, healthcare, and finance, where software mal-
functions may lead to financial loss or even threats to human life. Consequently, continuous
learning from failures is a core engineering principle aimed at preventing recurrence and
improving system reliability.

Example — Ariane 5 Flight 501 (1996) The rocket’s inertial reference system failed
because a 64-bit floating-point number was converted to a 16-bit integer without an overflow
guard, causing an operand error. This specific failure case has been widely documented
and classified as a reusable resource in software dependability literature, encoding the
recurring failure pattern of unchecked numeric conversion in safety-critical embedded sys-
tems — a pattern practitioners can apply when reviewing any system that reuses software
components from a different operational context [Inq96].
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2.1.15 Mistake

A mistake in software engineering refers to an incorrect action, decision, or assumption
made during the software development process that can negatively affect the quality, cost,
or success of a system. Several studies explicitly discuss common mistakes in software en-
gineering, particularly in early phases such as requirements engineering and design. These
mistakes are usually well known in the literature and are intended to be avoided, yet they
frequently reoccur due to human factors, organizational pressure, or lack of experience.
Research emphasizes that mistakes made in early development stages tend to propagate
to later phases, making them more expensive and difficult to correct. Identifying com-
mon mistakes helps engineers improve decision-making and reduce long-term project risks.
[Dav95s].

Example — Poor or Incomplete Requirements Specification One widely docu-
mented example of a common mistake in software engineering is poor or incomplete require-
ments specification. Several academic studies explicitly describe this as a common mistake
in requirements engineering, noting that unclear, ambiguous, or missing requirements of-
ten lead to system rework and project failure . According to the literature, requirements-
related mistakes are among the most frequent and costly errors in software projects, as
they directly influence design, implementation, and testing activities. [ZCO05].

Why This Happens: Research identifies multiple reasons for why these mistakes occur.
Common causes include insufficient stakeholder involvement, communication gaps
between developers and customers, and time pressure during early project phases.
Studies on requirements engineering mistakes show that teams often underestimate
the importance of proper requirement elicitation and validation, assuming that issues
can be fixed later in development. This assumption itself is identified as a recurring
mistake in software engineering practice.

How to Avoid: Scientific sources emphasize the adoption of preventive and structured
approaches to prevent common mistakes in software projects. In this regard, the
application of systematic requirements engineering methods—including careful ex-
traction, validation, and documentation—is recognized as one of the main pillars of
success. In addition, continuous stakeholder participation in all stages of develop-
ment and conducting early inspections to identify errors before moving to subsequent
phases are of great importance. The results of these approaches show that timely
detection and handling of challenges not only minimizes development risks, but also
leads to significant improvement in the final results of the project.

The resource types presented in this section are the ones that recur most often in software
engineering. They differ in what they prescribe, in the problems they address, and in the
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fields used to describe them, and they are the starting point of the classification proposed
in Chapter 4.

2.2 Machine Learning Overview

Machine Learning (ML) is a subfield of Artificial Intelligence concerned with building
systems that learn a model directly from data, rather than following explicitly programmed
rules, and use this model to make predictions or decisions on new, previously unseen inputs.
ML approaches are commonly grouped into a small number of paradigms: supervised
learning, in which a model is trained on labeled input-output pairs to perform classification
or regression; unsupervised learning, in which a model discovers structure in unlabeled data,
for example through clustering or dimensionality reduction; and reinforcement learning, in
which an agent learns a sequence of actions through trial-and-error interaction with an
environment, guided by reward signals. Deep learning, based on multi-layered artificial
neural networks, is not a separate paradigm but a family of techniques applicable within
any of the above, and has driven much of the recent progress in ML, particularly for
unstructured data such as images, audio, and text.

An ML(AI)-fueled system typically consists of a pipeline of interdependent stages: data
collection and preparation, feature engineering, model training, model evaluation, deploy-
ment, and monitoring. Unlike traditional software, whose behavior is determined entirely
by its source code, the behavior of an ML(AI)-fueled system is jointly determined by its
code and the data used to train it. This additional dependency, together with the itera-
tive and experimental nature of the ML lifecycle, is what distinguishes the engineering of
ML(ATI)-fueled systems from conventional software engineering.

The stages of this pipeline address different concerns. Data collection and preparation
gather the data and bring it into a usable form, by removing errors, handling missing
values, and making formats consistent. Feature engineering derives from the prepared
data the variables that the model receives as input. Model training learns the parameters
of a model from a training set, while model evaluation measures how well the trained model
behaves on data that it has not seen, using metrics such as accuracy for classification or
error measures for regression. Deployment integrates the trained model into a running
system, and monitoring observes its behaviour in production.

Two properties of this pipeline have a direct effect on the engineering of the system. First,
the stages are not executed once: the results of the evaluation usually lead to changes in
the data, in the features, or in the model, so the development of a model is experimental
and iterative, and the experiments have to be recorded if their results are to be repro-
duced. Second, the behaviour of a deployed model depends on the data it receives, which
changes over time. A model that performs well at deployment time can degrade when the
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distribution of the input data moves away from the distribution of the training data, so
monitoring and retraining are part of the normal life of the system rather than exceptional
activities.

An ML(AT)-fueled system is therefore a software system that contains, besides its conven-
tional components, one or more ML components together with the data and the pipelines
that produce them. Its development requires the traditional software engineering activities,
which are themselves affected by the presence of the ML components, and, in addition,
activities that concern data and models, such as data preparation, feature engineering,
model training, and model monitoring. This is the reason why the reusable knowledge
needed for these systems cannot be taken from software engineering alone.

Reusable Resources in the Machine Learning Field. The resource types reviewed
earlier in this chapter — design patterns, anti-patterns, smells, best practices, technical
debt, among others — were originally developed for conventional, deterministic software.
However, because ML(AI)-fueled systems introduce data as a new, independent source of
complexity and failure, the software engineering and ML communities have begun adapting
and extending each of these resource types to the specificities of ML systems.

For example, code smells have been extended into ML-specific code smells [ZCvD22], cap-
turing recurring implementation pitfalls that occur specifically in data cleaning, feature
engineering, model training, and model evaluation code, such as directly accessing internal
model attributes or hardcoding hyperparameters that should instead be discovered through
experimentation. A parallel and largely novel category, data smells [FFR22, RRDNP24],
has also emerged, capturing quality issues that reside not in the code but in the dataset it-
self — for example, columns containing implausible values, or inconsistent representations
of missing data — since such issues would have no direct analogue in traditional, code-only
software.

Similarly, anti-patterns have been extended into the operational domain through MLOps
anti-patterns [VK24], describing recurring dysfunctional practices in the deployment, mon-
itoring, and governance of ML systems in production, such as the absence of data version-
ing or of automated retraining pipelines. Architecture patterns and tactics have likewise
been adapted into ML-specific and federated-learning-specific design patterns [NBP24],
and best practices and guidelines have been mined directly from ML practitioner commu-
nities [MHBLV 23] to capture recommendations spanning the full ML pipeline, from data
collection through to deployment.

This extension of established software engineering vocabulary into the ML domain is pre-
cisely the space in which the catalog developed in this thesis is positioned. Chapter 3
reviews this body of related work in detail, organized by resource type, before Chapter 4
introduces the catalog itself.
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Chapter 3

State of the Art

This chapter presents the work done by other researchers on the topic of this thesis. The
first part reviews the studies that propose collections of reusable resources for the devel-
opment of ML(AI)-fueled systems, such as code and data smells, operational antipatterns,
best practices, and architectural and design solutions. The second part reviews the meth-
ods that these and similar studies used to evaluate their proposals. Together, the two parts
show which resources are already available, and which evaluation methods are suitable for
a catalog at an early stage of development, such as the one presented in this thesis.

3.1 Reusable Resources for ML(AI)-Fueled Systems

Code and data smells. Zhang, Cruz, and van Deursen [ZCvD22] introduced a catalog
of machine-learning-specific code smells aimed at improving code quality in ML applica-
tions. To construct and validate the catalog, they conducted a multivocal literature review
combining academic and non-academic sources — mining 1,750 academic papers, 2,170
grey literature entries, 491 Stack Overflow posts, and 87 GitHub commits — followed by
triangulation with official ML library documentation. This process reduced an initial set of
31 candidate smells to a final catalog of 22 ML-specific code smells, classified by their im-
pact on maintainability, reproducibility, efficiency, robustness, and error proneness. Bhatia
et al. [BLR"24] complement this with a taxonomy of machine-learning-specific data qual-
ity antipatterns, built by analysing existing data cleaning, profiling, and validation tools
such as Data Linter and TensorFlow Data Validation to identify recurring antipatterns in
dataset preparation.
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Operational antipatterns. Virmani and Kuppam [VK24] followed a qualitative, il-
lustrative strategy to identify common MLOps antipatterns across the machine learning
lifecycle, validating their relevance through practical deployment scenarios, implementation
examples, and mitigation strategies rather than formal empirical experimentation. Their
contribution establishes a shared vocabulary for recognizing weaknesses in enterprise ML
systems and offers practical guidance to improve reproducibility, scalability, monitoring,
governance, and operational reliability in MLOps environments.

Best practices. Mojica-Hanke et al. [MHBLV 23| present an empirical study mining
242 posts from 14 Stack Exchange communities to identify and catalog ML best practices
reported by practitioners, resulting in a taxonomy of 127 validated practices organized
across 10 categories aligned with the ML pipeline stages defined by Amershi et al. All
practices are supported by explanations, examples, and references to the existing litera-
ture. Serban et al. [SvdBV23| take a complementary, more quantitative approach: after
mining 29 practices from academic and grey literature and structuring them across six
categories (data, training, deployment, coding, team, and governance), they evaluate real-
world relevance through a large-scale practitioner survey of 313 respondents, using descrip-
tive statistics, regression, and predictive models to show that adoption of these practices
correlates with perceived software quality and team effectiveness.

Architecture and design. Nazir et al. [NBP24] present the first mixed-method in-
vestigation of software architecture design challenges, best practices, and design decisions
for ML(AI)-fueled systems, identifying 435 design challenges across six categories, 42 best
practices across seven categories, and 27 design decisions across seven categories, derived
from a systematic literature review of 41 primary studies and 12 semi-structured expert
interviews. Lo et al. [Til21] instead focus on a specific ML setting, presenting the first
comprehensive collection of 14 architectural patterns for the design of federated learning
systems, organized into four groups — client management, model management, model
training, and model aggregation patterns — each documented using a structured template
covering context, problem, forces, and solution.

3.2 Evaluation Methods

We draw substantial inspiration from the taxonomy evaluation framework proposed by
Szopinski et al. [SSK19]. This framework provides a structured lens to analyse how
related studies evaluate catalogs, patterns, smell collections, and other reusable concep-
tual resources in the machine learning and software engineering literature. FEvaluation
approaches in this area can be categorised into four major types: llustrative scenario
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evaluation, experimental evaluation, expert evaluation, and logical/descriptive evaluation.
In addition, many contributions rely primarily on systematic or multivocal literature re-
views, which serve as a foundational approach. In addition, the studies differ in how
the catalogs or collections themselves were constructed. While some contributions derive
their artifacts primarily through systematic or multivocal literature reviews, others com-
bine literature-based synthesis with empirical sources such as practitioner input, industrial
cases, or observational analyses. Several of the works presented in Section 3.1 do not only
propose resources: they also evaluate their value, for example by measuring the effect of
the reported problems on real datasets or by collecting the judgement of experts. The
following subsections review the approaches used for this purpose.

3.2.1 Literature Reviews

Literature reviews are considered here separately from the other evaluation approaches. In
several of the works presented above, a systematic or multivocal literature review is the
method used to build the collection of resources, and not the method used to evaluate it.
Zhang, Cruz, and van Deursen [ZCvD22|, for example, built their catalog of ML-specific
code smells through a multivocal literature review of academic and non-academic sources,
while Recupito et al. [RRDNP24] combined a systematic literature review with an empirical
analysis of real datasets. A literature review supports the construction of a collection and
shows that its resources are reported in the literature, but it does not by itself show that
they are useful in practice.

3.2.2 Illustrative Scenario Evaluation

[lustrative scenario evaluation (also referred to as scenario-based evaluation) is a common
approach used to demonstrate the practical value of newly proposed artifacts in software
engineering and machine learning research. In this type of evaluation, the proposed taxon-
omy, catalog, framework, or detection approach is applied to real-world datasets, research
articles, or practical examples in order to demonstrate applicability and usefulness [SSK19].

e Foidl, Felderer, and Ramler [FFR22] formally defined data smells as latent data qual-
ity issues in Al-based systems. They compiled a comprehensive catalog of 36 data
smells, grouped into three categories: believability, understandability, and consis-
tency. In addition, they developed automated detection tools based on both rule-
based and ML-based approaches. They evaluated the practical relevance of the pro-
posed catalog by analysing 246 randomly selected Kaggle datasets licensed under
Creative Commons CCO. Their analysis showed that most datasets contained sev-
eral smelly attributes, demonstrating that data smells identified in the catalog are
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highly prevalent in real-world machine learning datasets.

Shome, Cruz, and van Deursen [SCvD22] introduce the concept of data smells in
machine learning datasets and contribute a structured catalog of 14 recurring data
quality anti-patterns, organized into categories such as redundant values, categorical
issues, missing values, and string-related issues, each illustrated with real dataset ex-
amples and accompanied by mitigation suggestions to support data-centric machine
learning practices. Their evaluation is tightly coupled with the construction of this
catalog and is based on an empirical study of 25 structured public Kaggle datasets,
where they perform a manual two-pass inspection process to support smell identi-
fication: the first pass is exploratory and aimed at detecting potential data quality
issues, while the second pass refines, validates, and extends the initially identified
smells as more datasets are analyzed. This iterative process leads to the final set of
smells and their grouping into categories based on conceptual similarity, although the
categorization process itself is not formally specified and is instead driven by quali-
tative interpretation. The evaluation is further supported by a quantitative analysis
of smell prevalence across datasets (frequency counts and distribution patterns) and
a refinement step using exclusion criteria and internal author validation to ensure
generalizability.

Haiyin Zhang, Luis Cruz, and Arie van Deursen [ZCvD22] introduced a catalog of
machine-learning-specific code smells aimed at improving code quality in ML appli-
cations. To construct and validate the catalog, they conducted a multivocal liter-
ature review combining academic and non-academic sources, including Stack Over-
flow posts, GitHub commits, grey literature, and peer-reviewed publications. Their
methodology involved mining 1,750 academic papers, 2,170 grey literature entries,
491 Stack Overflow posts, and 87 GitHub commits, followed by triangulation with of-
ficial machine learning library documentation. The authors then iteratively analysed
and refined the identified smells through manual inspection and validation discus-
sions. This process reduced an initial set of 31 candidate smells to a final catalog of
22 ML-specific code smells. The resulting catalog captures recurring implementation
pitfalls across stages of the machine learning pipeline, including data cleaning, feature
engineering, model training, and model evaluation. It also classifies their impacts on
maintainability, reproducibility, efficiency, robustness, and error proneness.

Ankit Virmani and Manoj Kuppam [VEK24] also followed a qualitative illustrative
strategy by identifying common MLOps antipatterns across the machine learning
lifecycle. They validated their relevance using practical deployment scenarios, imple-
mentation examples, and mitigation strategies rather than formal empirical exper-
imentation. Their study introduced a taxonomy of recurring operational and engi-
neering issues. These include disconnected development and operations, manual ex-
perimentation and tracking, lack of security and governance, ad-hoc deployment and
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monitoring, insufficient ethical considerations, and absence of data versioning. For
each antipattern, the authors provided representative code snippets demonstrating
problematic practices. They also provided corresponding mitigation approaches and
best-practice recommendations using technologies such as Docker, MLflow, CI/CD
pipelines, SHAP explainability, secrets management, and DVC-based data version-
ing. The resulting contribution establishes a shared vocabulary for recognizing weak-
nesses in enterprise ML systems. It also offers practical guidance to improve repro-
ducibility, scalability, monitoring, governance, and operational reliability in MLOps
environments.

Zhu, Yang, and Ren [ZMZ23] analysed 148 highly cited environmental machine learn-
ing research articles to identify recurring methodological weaknesses in the use of
machine learning within environmental science. They developed a systematic litera-
ture mining pipeline that initially collected approximately 180,000 publications from
10 high-impact environmental journals. These were reduced to 2,900 supervised ML-
related papers through keyword- and NLP-based filtering, and then narrowed to 148
highly cited articles using citation-based screening and manual curation.

The selected studies were examined through structured qualitative analysis to iden-
tify recurring methodological issues across the ML workflow. The authors then used
domain expertise in machine learning and environmental modelling to interpret, val-
idate, and group these issues into coherent categories. This process resulted in more
than 30 common pitfalls and corresponding best-practice recommendations. The
identified issues covered topics such as data leakage, improper train-test splitting,
feature selection bias, model optimisation, evaluation misuse, reproducibility, and
explainability. The study further organised these challenges across multiple stages
of the machine learning pipeline, including data preprocessing, model development,
validation, and interpretation, with the aim of improving robustness, transparency,
and scientific validity in ML-based environmental research.

Matthews [Mat20] The paper contributes a structured discussion of accountability
and transparency in Al systems. It organizes the discussion around seven principles
derived from the ACM’s Statement on Algorithmic Transparency and Accountabil-
ity. These include awareness, access and redress, accountability, explanation, data
provenance, auditability, and validation and testing. The paper also identifies ten
common antipatterns observed in deployed Al systems. These include learning from
biased historical data, producing spurious correlations, reusing systems in unintended
contexts, and failing to measure social impact. In addition, it provides practical rec-
ommendations for researchers and developers. These aim to support the development
of more accountable and transparent Al systems.

The paper evaluates its arguments using illustrative real-world case studies and docu-
mented incidents. Examples include Amazon’s biased recruiting tool, Microsoft’s Tay
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chatbot, demographic disparities in facial recognition systems, and errors in forensic
DNA software. These examples are used to demonstrate the identified antipatterns.
They also ground the proposed principles and recommendations in documented real-
world harms.

Rucco, Saad, and Longo [RSL25] present a systematic formalization of two hybrid
data pipeline patterns: ETLT (Extract—Transform—-Load—Transform) and ELTL (Ex-
tract—Load-Transform—Load). They also introduce enhanced variants, ETLT++ and
ELTL~++, positioning all four as formal, reusable design patterns for modern data
engineering. The work makes three primary contributions. First, it provides the first
academic formalization of ETLT and ELTL as distinct design patterns, explicitly
defining their structure, trade-offs, and applicable use cases. Second, it introduces
ETLT++4 and ELTL++ as enhanced variants that treat governance, quality assur-
ance, and observability as mandatory architectural obligations rather than optional
add-ons. This is achieved by embedding data contracts, append-only versioned stor-
age, semantic curation layers, and continuous Service Level Indicator (SLI) monitor-
ing directly into the pipeline design. Third, the paper supplies practical implemen-
tation artifacts, including structural diagrams, code templates, and cost-comparison
models, to facilitate adoption across multi-cloud environments. Regarding evalua-
tion, the study is primarily conceptual. Validation is limited to illustrative examples
using synthetic data and a theoretical cost analysis. This analysis shows that tiered
storage in ELTL++ can reduce operational costs by over 90% compared to baseline
ELTL. No empirical benchmarking, real-world deployment, or experimental compar-
ison against existing pipelines is conducted. The authors acknowledge this limitation
and propose a future benchmark plan covering five dimensions: latency, error con-
tainment, reproducibility, cost efficiency, and operational resilience. They suggest
using open datasets such as NYC Taxi Trips alongside tools such as Great Expecta-
tions or Deequ for future validation. This gap between conceptual formalization and
empirical validation is a notable limitation, and one that the present thesis aims to
address through practical implementation and experimental evaluation.

3.2.3 Experimental Evaluation

Several studies employed experimental or technical evaluation! approaches, referring to
controlled empirical methods used to assess the performance of design science artifacts
using real or synthetic data.

LA performance evaluation of an algorithm implementation using real-world data, synthetic data, or no
data, designed to evaluate the technical performance, rather than its performance in relation to the real
world [PRTV10]
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e Recupito et al.[RRDNP24] extended the catalog proposed by Foidl et al.[FFR22]
by introducing 12 additional data smells. Their evaluation combined a systematic
literature review with empirical analysis on 19 real-world datasets, where they sta-
tistically investigated the relationship between detected smells and structural data
quality metrics such as completeness, uniqueness, consistency, and readability. They
further identified Extreme Value Smell and Missing Value Smell as the most preva-
lent issues in real-world datasets and demonstrated that high concentrations of data
smells can significantly degrade data quality, particularly affecting completeness, con-
sistency, and readability.

e Bhatia et al. [BLR24] propose a comprehensive taxonomy of machine-learning-
specific data quality antipatterns. To develop this taxonomy, the authors followed
a systematic multi-step approach. They began by analysing existing data cleaning,
profiling, and validation tools (such as Data Linter and TensorFlow Data Validation)
to identify antipatterns these tools could detect and mitigate. They then performed
snowballing from academic publications accompanying these tools. Finally, they
conducted a general academic search on Google Scholar using terms related to data
quality in machine learning. After collecting candidate antipatterns from tools and
literature, the first two authors organised them into a taxonomy using a card sorting
method. They held four collaborative sessions (approximately one hour each) to iter-
atively group and refine the antipatterns based on their characteristics. This process
resulted in eight top-level categories and fourteen sub-types, covering structured data
quality issues such as Packaging Antipatterns, Schema Violations, Data Miscoding,
Feature-Row Imbalance, Data Distribution Antipatterns, Inconsistent Representa-
tion, Correlation & Redundancy, and Label Antipatterns.

To evaluate the practical impact of these antipatterns, the authors conducted a large-
scale empirical study using software defect prediction (SDP) datasets derived from
nine open-source projects. The evaluation addresses four main aspects: (1) the
prevalence of antipatterns in real SDP data, (2) the effects of different antipattern-
cleaning orders on model performance, (3) the influence of individual antipatterns
when all others have been removed, and (4) the consistency of model interpretation
results.

e Hahn and Sales [HS25] adopted a controlled simulation-based evaluation approach
using synthetically generated datasets with intentionally injected data smells. Their
study investigated how data smells behave across different stages of data transforma-
tion pipelines and evaluated the accuracy of rule-based smell detection mechanisms
by comparing detected smells against known ground-truth injections.

e Giordano et al. [GALP23] conduct a preliminary empirical investigation into the
diffusion of code smells in Python-based Al-enabled systems. The study addresses
a gap in the literature, as previous research mainly focused on Java and traditional
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software systems. The authors analyze 200 Al-enabled projects from the NICHE
dataset, covering more than 10,600 releases. They examine the frequency, density,
and temporal variation of code smells, as well as the developer activities associated
with their introduction. The study identifies Complex List Comprehension as the
most prevalent and longest-lived smell, appearing 1,465 times. In contrast, object-
oriented smells such as Large Class are not observed. This finding suggests that
Python developers tend to prefer non-object-oriented reuse mechanisms. The results
further show that 70% of code smell introductions occur during evolutionary activ-
ities, particularly merge operations. This observation indicates a broader lack of
awareness among practitioners regarding the importance of monitoring code quality
throughout software evolution.

The paper evaluates its contributions through a repository mining study. The au-
thors use PyDriller for release extraction and PySmell for code smell detection across
200 open-source Al-enabled Python projects. The evaluation quantitatively measures
code smell frequency, density per release, and temporal variation. In addition, a man-
ual commit message analysis categorizes smell-introducing activities into four labels:
Bug Fixing, Evolutionary Activity, Refactoring, and Other. To ensure reliability, two
authors independently label each commit and resolve disagreements through discus-
sion until consensus is reached. The paper also discusses threats to validity related
to dataset selection, tool limitations, and generalizability. Furthermore, all scripts,
raw data, and replication materials are made publicly available.

Nicolds Cardozo, Ivana Dusparic, and Christian Cabrera [CDC23] contributes the
first dedicated software engineering analysis of code quality issues in Reinforcement
Learning (RL) projects through the systematic study of code smells in RL-based
Python repositories. The authors analyze 24 RL projects using eight established soft-
ware quality metrics related to maintainability, modularity, abstraction, and program
structure. Their study identifies a high prevalence of code smells—particularly Long
Method, Large Class, Multiply-Nested Container, and Long Parameter List—revealing
recurring maintainability and design problems in RL implementations. Beyond re-
porting quantitative findings, the paper argues that many of these issues stem not
only from developer practices but also from the intrinsic structural complexity of RL
systems and the limitations of current programming abstraction. The paper evaluates
its contribution through a preliminary empirical repository analysis of 24 Python-
based RL projects, including 20 popular GitHub repositories and 4 professionally
engineered examples from DeepMind’s Acme framework. The evaluation applies
eight predefined code smell metrics to assess maintainability and software quality
characteristics across the selected repositories. The authors quantitatively compare
the frequency and distribution of code smells between community-developed projects
and professionally developed RL systems, identifying a total of 1090 code smells and
showing that GitHub projects exhibit substantially higher smell density. The eval-
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uation further analyzes the most recurrent smell categories and discusses how they
reflect structural and abstraction-related challenges inherent to RL implementations.
To strengthen validity, the paper also includes a discussion of threats to validity
concerning dataset selection, metric thresholds, and generalizability of the results.

Rucco et al. [RLS26] propose MIND (Metadata-driven INgestion Design pattern),
a cloud-agnostic and metadata-driven design pattern for scalable and flexible data
ingestion in large-scale data engineering environments. The approach centralizes
ingestion configurations within a Unified Metadata Table (UMT), which stores infor-
mation such as ingestion type, schema definitions, partitioning strategies, transforma-
tion rules, and validation parameters. A metadata-driven orchestration mechanism
dynamically reads these configurations and adapts pipeline behavior accordingly, en-
abling support for full, incremental, and hybrid ingestion without requiring manual
pipeline modifications. The authors validated the approach on Microsoft Azure us-
ing Azure Data Factory, Azure Databricks, and Azure Data Lake, evaluating its
performance on both simple and complex datasets scaled up to one billion records.
Their results demonstrate that the metadata-driven approach improves scalability,
reduces operational complexity, simplifies schema evolution handling, and decreases
maintenance effort by enabling reusable and adaptable ingestion pipelines.

Rucco, Longo, and Saad [RLS24| propose a cloud-agnostic data ingestion design pat-
tern for big data in cloud architectures. Their work targets a persistent gap in existing
Data Engineering Design Patterns (DEDPs). The authors observe that while pat-
terns such as Lambda Architecture, Kappa Architecture, and Data Mesh have been
well studied, the challenge of high-volume data ingestion from heterogeneous sources
remains inadequately addressed. The primary contribution is a flexible, metadata-
driven framework. It combines both full refresh and incremental ingestion techniques
within a single, parameterized pipeline. A central mapping table, stored in a SQL
database, governs each source’s ingestion strategy dynamically. This allows data
engineers to modify ingestion types, schema configurations, and data sources with
minimal manual intervention. Two incremental techniques are introduced. The first
is date column-based ingestion, which filters records using watermark timestamps.
The second is hash-based ingestion, which detects changes through record-level hash
comparison. The work is evaluated through a controlled experimental approach con-
ducted on a real Azure cloud infrastructure. The testbed includes Azure Data Fac-
tory, Azure Databricks with Apache Spark, Delta Lake, and Azure Data Lake Gen2.
A synthetic bank transactions dataset ranging from 1K to 1 billion rows is used for
testing. Three ingestion methods are compared: full ingestion, incremental inges-
tion, and hybrid ingestion. The sole evaluation metric is execution time in minutes.
Results show that incremental ingestion significantly outperforms full ingestion at
scale, completing in 6 minutes compared to 26 minutes for a 1-billion-row dataset.
The hybrid mode achieves a balanced result of 9.3 minutes, proving most practical
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when data sources have mixed ingestion requirements. However, the evaluation has
notable limitations. Only one metric is measured, with no assessment of cost, re-
source consumption, or data quality. Testing is restricted to a single cloud platform,
limiting generalizability. The dataset is synthetic rather than real-world, and no
statistical analysis or repeated trials are reported. These limitations suggest that
further validation across diverse environments and real-world datasets is needed to
confirm the broader applicability of the proposed pattern.

3.2.4 Expert Evaluation

Another important category is expert evaluation, where researchers involve practitioners,
developers, or domain experts to assess the validity and relevance of the proposed artifacts.

e Mojica-Hanke et al. [MHBLV 23] present an empirical study mining 242 posts from
14 Stack Exchange communities to identify and catalog ML best practices reported
by practitioners, resulting in a taxonomy of 127 validated practices organized across
10 categories aligned with the ML pipeline stages defined by Amershi et al., covering
areas from model requirements and data collection through to model deployment,
monitoring, and implementation, with all practices supported by explanations, ex-
amples, and references to existing literature.

The study evaluates its contribution through a multi-phase validation process. Four
independent ML experts with research and industry experience reviewed 157 can-
didate practices. Each practice was labeled as valid, conditionally valid, invalid, or
unclear. A practice was included in the final catalog only if at least three experts
agreed on its validity. As a result, 127 practices were retained. The study also dis-
cusses threats to validity, including selection subjectivity, tagging bias, and limited
generalizability. These threats were mitigated through group-based tagging, conflict
resolution, and score-based post filtering.

Expert Interview Expert interviews entail evaluating an artefact through experts who
have proven expertise and experi- ence in a (for the catalog relevant) domain.

e Nazir et al. [NBP24] The study presents the first mixed-method investigation of soft-
ware architecture design challenges, best practices, and design decisions for ML(AI)-
fueled systems. It identifies 435 design challenges organised into six categories. It
also reports 42 best practices across seven categories. In addition, it extracts 27
design decisions spanning seven categories. These results are derived from both
academic literature and practitioner experience. The study further highlights corre-
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lations among challenges, best practices, and design decisions to support researchers
and practitioners in ML system architecture.

The evaluation is based on a combined systematic literature review and expert in-
terviews. The literature review includes 41 primary studies selected from an initial
pool of 3,038 peer-reviewed publications across four databases. The study is comple-
mented by 12 semi-structured interviews with ML researchers and practitioners from
nine countries. Data extraction and analysis are conducted using content analysis
and narrative synthesis. Threats to validity, including search completeness, construct
validity, and generalisability, are mitigated through a validated search string, recur-
sive snowballing, a structured extraction form, consensus-based author review, and
a publicly available replication package.

Survey Surveys are an easy and cost-effective way (in terms of money, time and effort)
of collecting large data sets through standardized questionnaires.

e Washizaki, Khomh, and Guéhéneuc [WUKG19] make a combined contribution to-
ward systematizing software-engineering knowledge for machine learning systems by
identifying, classifying, and evaluating architecture and design patterns across both
academic and gray literature. They first conducted a systematic literature review
to extract machine learning-related architectural patterns, design patterns, and anti-
patterns. This resulted in a structured taxonomy of 33 SE patterns mapped onto
both the machine learning pipeline (e.g., data processing, training, deployment, mon-
itoring) and standard software engineering lifecycle phases (e.g., architectural and
detailed design). Their findings highlight recurring reusable solutions such as mi-
croservice architectures, data lakes, Lambda architectures, and closed-loop ML sys-
tems. They also expose the prevalence of ad-hoc design practices in real-world ML
development. To evaluate the practical relevance of these patterns, they further val-
idated their results through a practitioner survey conducted with software engineers
and ML developers during a workshop. Participants reported which patterns they
actively use in practice.

e The paper Software Engineering Design Patterns for Machine Learning Applications
by Hironori Washizaki and colleagues]WKY*22] contributes a structured body of
knowledge for designing machine learning software systems through reusable soft-
ware engineering patterns. Using a multivocal literature review covering both aca-
demic and gray literature, the authors identified 15 ML design patterns addressing
architectural, programming, and model operation concerns in ML systems. They
further classified these patterns into topology patterns, programming patterns, and
model operation patterns, while mapping them to software quality attributes such
as maintainability, reliability, efficiency, security, explainability, and prediction ac-
curacy. The work also standardizes the documentation of these patterns using a
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consistent pattern format including intent, problem, solution, applicability, and con-
sequences, making them easier for practitioners to understand and reuse in real ML
system development.

The evaluation combines literature-based analysis with practitioner-oriented empir-
ical validation. First, the candidate patterns extracted from the literature were re-
viewed and refined with the help of industrial ML developers to ensure practical
relevance and remove weak or unclear patterns. Then, the authors conducted a ques-
tionnaire survey with 118 ML developers to investigate awareness, adoption, and fu-
ture intention to use the identified patterns. The results showed that although many
developers were unfamiliar with most patterns, several patterns such as ML Version-
ing and Microservice Architecture for ML were already widely adopted, especially for
improving maintainability. The study also found that teams with more systematic
reuse practices tended to use more design patterns, suggesting that increasing aware-
ness and structured reuse practices could improve ML software engineering maturity.

Serban et al. [SKvdBHV20] contribute a comprehensive synthesis and empirical vali-
dation of software engineering best practices for machine learning systems. They first
mine 29 practices from academic and grey literature and structure them across six
categories (data, training, deployment, coding, team, and governance). They then
evaluate their real-world relevance through a large-scale practitioner survey. The
evaluation is based on 313 valid responses collected via a cross-sectional question-
naire targeting ML practitioners. Participants reported the degree of adoption of each
practice using a Likert scale and assessed perceived effects such as agility, software
quality, team effectiveness, and traceability. The authors further analyzed the data
using descriptive statistics, correlation analysis, and linear regression (with F-tests
and R? to test significance and explanatory power). They also applied non-linear
predictive models including random forests and AutoML approaches. This multi-
level evaluation shows both adoption patterns across demographic groups (e.g., team
size, region, and organization type) and statistically significant relationships between
practice adoption and perceived outcomes. The results ultimately demonstrate that
sets of SE practices can meaningfully predict quality-related effects, while also re-
vealing mismatches between practice importance and actual adoption.

Ximenes and Ramalho [XGLR21] propose a developer-centered ethical Machine Learn-
ing framework consisting of 18 concrete guidelines and 24 actionable best practices.
These are designed to translate high-level ethical Al principles into operational steps
within the ML development lifecycle. The contribution is grounded in an interdisci-
plinary focus group that integrates perspectives from ML practitioners and experts
in law, sociology, economics, and related fields. This focus group is used to sys-
tematically derive and structure these recommendations. The proposed framework
is then empirically evaluated through a large-scale survey of 134 machine learning

47



practitioners. The survey assesses both the perceived responsibility of developers
to apply each guideline and the actual self-reported adoption of these practices in
real-world projects. This mixed-method evaluation enables a comparative analysis
between normative acceptance and practical implementation. The results reveal gaps
between ethical awareness and operational behavior in industrial and academic ML
workflows.

Focus Group Focus groups involve a group of usually between six to ten participants
who jointly discuss the evaluation of a catalog. By enabling the exchange of perspectives
among participants, focus groups support collective reflection on the catalog and may
generate new insights or interpretations.

e J. Heli et al. [HLB"24] address the lack of concrete, actionable design guidance
for environmentally sustainable ML(AI)-fueled systems by synthesizing a catalog of
30 green architectural tactics organized into six categories — data-centric, algorithm
design, model optimization, model training, deployment, and management — derived
from 51 peer-reviewed Green Al publications and structured using the Archive of
Awesome and Dark Tactics (AADT) template, with the full catalog made publicly
available online to support both researchers and practitioners.

The study evaluates its contribution through a two-step approach: first, a literature-
based synthesis using qualitative document and content analysis on solution-oriented
papers from an existing systematic Green Al review, and second, a focus group with
three SAAML experts who validated the soundness and relevance of the tactics, sug-
gested additional literature that led to four new tactics, and refined the descriptions
and categorization of the overall collection, with threats to validity related to data
source coverage, focus group generalizability, and subjective bias openly discussed
and mitigated through iterative peer review within the research team.

e Leuthe et al. [LMHPS24] present the Sustainable Machine Learning Design Pat-
tern Matrix (SML-DPM). It is a framework of 35 design patterns. These patterns
are structured across four ML development phases: ML demand specification, data
collection and preparation, modeling and training, and deployment and monitoring.
They are also mapped to three ESG dimensions: environmental, social, and gover-
nance. Each pattern is assigned to one or more of five ML stakeholder groups.

The study addresses the fragmented state of sustainability-of-Al research. It provides
an artifact that covers all ML development phases across all ESG dimensions. It also
offers actionable, practitioner-validated guidance.

The evaluation follows a four-step Design Science Research process. It combines ex
ante and ex post evaluation stages. The first step is problem justification grounded
in the literature. The second step is a focus group of 22 researchers to validate the
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design against four key requirements. The third step includes three iterative rounds
of naturalistic evaluation. These involve two additional focus groups and 12 semi-
structured expert interviews totaling 572 minutes. These rounds refine the patterns
until saturation is reached. The final step is a case study demonstration across three
real-world ML projects using a web-based prototype. The results are assessed using
ease of use, usefulness, and behavioral intention criteria. These are measured through
a structured Likert-scale survey based on the Technology Acceptance Model.

e Indykov et al. [ISW25] present a systematic literature review aimed at providing
a comprehensive picture of quality attributes and architectural tactics for ML(AI)-
fueled systems, contributing a common quality model consisting of 11 frequently
reported quality attributes, a catalog of 16 architectural tactics mapped to those
attributes, and a trade-off impact matrix of 85 potential quality consequences, all
derived from 206 primary sources and compared against relevant ISO standards in-

cluding ISO/TEC 25010 and ISO/TEC 250509.

The study evaluates its contributions through a multi-layered verification approach:
the quality model was validated in a focus-group setting with six experts at the
Swedish Requirements Engineering Meeting (SIREN 2023) and cross-checked by four
ML engineers from Swedish Al companies against real industrial design practices; the
list of architectural tactics was similarly reviewed by the same practitioners for appli-
cability and relevance; the trade-off matrix was verified through continuous internal
peer-review by all co-authors; and data extraction consistency was ensured through
a test-retest process on random paper samples across all three research questions,
with all artifacts made publicly available to support reproducibility.

3.2.5 Logical Argument Evaluation

Finally, some studies relied primarily on logical argumentation or descriptive synthesis
rather than direct empirical validation.

e Bogner, Verdecchia, and Gerostathopoulos [BVG21] employs a Systematic Mapping
Study (SMS) to characterize technical debt and antipatterns in Al-based systems.
Following established guidelines for secondary studies in software engineering, the
evaluation begins with an automated Google Scholar search, followed by a structured
selection process using predefined inclusion and exclusion criteria. The initial set
is expanded through iterative forward and backward snowballing until saturation,
resulting in 21 primary studies that form the final analysis corpus.

The extracted data is analyzed using qualitative synthesis techniques, including open
coding to identify recurring concepts and axial coding to group them into higher-
level categories. Findings are consolidated through harmonization and frequency
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analysis across studies, covering technical debt types, antipatterns, affected quality
attributes, and proposed solutions. This evaluation is literature-driven and inter-
pretive in nature, aiming to construct an evidence-based conceptual overview rather
than empirically testing hypotheses.

Heiland et al. [HHB23] conduct a multivocal literature review (MLR) to collect,
categorize, and document design patterns for Al-based systems, covering both new
Al-specific patterns and adaptations of traditional ones, resulting in a collection of
70 unique patterns extracted from 51 resources across white and gray literature, or-
ganized into seven categories including architecture, deployment, security and safety,
and process, and made accessible through a publicly available web-based pattern
repository.

Mailach and Siegmund [MS23] present the largest qualitative empirical study of socio-
technical challenges in building ML(AI)-fueled software, identifying 17 anti-patterns
grouped into three main organizational areas — organizational silos, communication
failures, and leadership vacuum — along with their root causes and practitioner
recommendations, drawing on over 66 hours of talks from 73 videos published by
the MLOps community, a practitioner group of over 11,000 members, and offering a
novel management-level perspective largely absent from prior work.

The study evaluates its contribution through reflexive thematic analysis conducted
in two phases — an inductive open-coding phase followed by a deductive refinement
phase — with regular researcher meetings to resolve disagreements and iteratively re-
fine themes, and further validates its findings by systematically cross-referencing the
identified anti-patterns against five related empirical studies, demonstrating substan-
tial overlap and thereby strengthening the generalizability and trustworthiness of the
results, while threats to validity related to subjective analysis, single-community data
source, and keyword-based filtering are openly acknowledged and partially mitigated
through the two-phase design and breadth of the speaker demographics.

Lo et al. [LLZ%22] present the first comprehensive and systematic collection of 14 ar-
chitectural patterns for the design of federated learning systems, organized into four
groups — three client management patterns, four model management patterns, three
model training patterns, and four model aggregation patterns — each described us-
ing a structured template covering context, problem, forces, solution, consequences,
related patterns, and known uses, and associated with specific state transitions in a
defined federated learning model lifecycle to serve as practical architectural guidance
for practitioners building federated learning systems. The study derives its patterns
through a systematic literature review of 231 papers conducted following Kitchen-
ham’s SLR guidelines, supplemented by a review of 22 additional machine learning
and federated learning papers published after the search cutoff and 22 real-world
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application cases drawn from the authors’ implementation experience, with 12 pat-
terns sourced from the literature and 2 identified through real-world applications, and
each pattern further validated through known industrial uses from systems such as
Google’s FedAvg, IBM Federated Learning, and Microsoft Azure Machine Learning.

Lu et al. [LZX"24] The study presents a Responsible Al Pattern Catalog derived
from a Multivocal Literature Review (MLR). The dataset includes 205 academic
sources and 69 grey literature sources. The catalog contributes a structured collec-
tion of responsible Al patterns. These patterns are organized into three main groups.
The first group consists of multi-level governance patterns. These cover industry, or-
ganization, and team levels. The second group includes trustworthy process patterns.
These span the full AT development lifecycle, from requirements engineering to sys-
tem operation. The third group contains responsible-Al-by-design product patterns.
These target supply chain, system, and operational infrastructure layers. The study
provides practitioners with systematic, actionable, and consequence-aware guidance.
It supports the operationalization of responsible AI beyond high-level principles and
purely algorithm-level techniques.

The evaluation is conducted through the MLR methodology itself. The study follows
Kitchenham’s SLR guidelines for academic literature. It also follows Garousi et al.’s
guidelines for grey literature. A rigorous keyword-based search is performed across
five major databases. Snowballing is applied from a seed set covering multiple Al
ethics principles. Studies are screened using defined inclusion and exclusion criteria.
A pilot study on 20 items is used to calibrate the extraction process. A consistency
check is performed in which a second researcher evaluates a random sample of selected
studies. Threats to validity are addressed, particularly those related to terminological
ambiguity and incomplete coverage. These are mitigated through broad synonym-
inclusive search strings and the combination of academic and grey literature sources.

3.2.6 Additional Evaluation Approaches

Although the reviewed literature mainly relies on a limited set of evaluation approaches,
the taxonomy evaluation framework proposed by [SSK19] also includes several additional
methods that are available for evaluating taxonomies in Information Systems research.

Delphi technique. The Delphi technique is a structured consensus-building approach
involving multiple iterative rounds of anonymous expert feedback. Domain experts inde-
pendently evaluate a catalog or framework; their aggregated responses are then shared
anonymously among participants, who are invited to revise their assessments in subse-
quent rounds until a stable consensus is reached. Compared to synchronous focus groups,
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this method minimises direct confrontation and reduces the influence of dominant partic-
ipants, making it particularly appropriate for complex or interdisciplinary catalogs where
agreement across specialists from multiple domains is required to reduce conceptual am-
biguity and ensure construct validity. From a logistical standpoint, the Delphi technique
also offers notable advantages over synchronous methods such as workshops or expert pan-
els: it eliminates the need to coordinate schedules and allows participants to contribute
asynchronously and independently, without temporal or geographical constraints. This
renders it especially well-suited to early-stage or emerging catalogs whose categories and
dimensions are still evolving and require conceptual stabilisation before further empirical
validation is feasible.

Action research evaluation. In action research evaluation, researchers actively inter-
vene within an organisational environment while simultaneously observing and evaluating
the effects of the proposed artefact. Applied to catalog evaluation, this approach may
involve introducing a taxonomy or pattern collection into an industrial machine learning
workflow and continuously studying how practitioners engage with it during real-world
problem-solving activities. Unlike one-time assessments, action research enables the evalu-
ation of not only immediate usefulness and applicability, but also longer-term dimensions
such as organisational adoption, collaboration dynamics, and operational impact. This
renders it particularly appropriate when the research goal extends beyond conceptual val-
idation toward understanding how the catalog transforms practice over time.

Case study evaluation. A case study evaluation involves the in-depth investigation of
the catalog applied within one or more organisations over a defined period. For reusable
conceptual resources in machine learning, a case study can examine whether a catalog
or taxonomy improves understanding, communication, decision-making, or classification
consistency among practitioners. Compared to illustrative scenarios — the most common
approach in the literature reviewed above — case studies provide richer contextual insights
because they observe the artefact in realistic operational environments rather than through
isolated demonstrations. This method is best suited to mature catalogs whose structural
integrity is well established and where the evaluation focus shifts from conceptual validity
to practical application.

Log diary evaluation. The log diary method is a longitudinal approach in which par-
ticipants continuously document observations, interactions, and incidents related to the
evaluated artefact during their day-to-day work activities. For example, machine learn-
ing practitioners may maintain structured logs describing encountered antipatterns, data
smells, or ethical issues while using a taxonomy-based support tool. Such longitudinal
observations yield valuable insights into the frequency, usability, and practical relevance of
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Expert Evaluation
Expert Interview | Focus Group | Survey
Foidl et al. [FFR22] - - -
Shome et al. [SCvD22]
Zhang et al. [ZCvD22] - - -
Virmani and Kuppam [VK24] - - -
Zhu et al. [ZMZ23]
Matthews [Mat20] - - - -
Recupito et al. [RRDNP24] - - - v
Bhatia et al. [BLRT24] v
Hahn and Sales [HS25] - - - - v -
v
v

Reference Illustrative Scenario | Experimental | Logical

NN N NENEN
|
|

Giordano et al. [GALP23] - - - -
Cardozo et al. [CDC23]
Mojica-Hanke et al. [MHBLV*23] v - - -
Nazir et al. [NBP24] v -
Washizaki et al. [WUKG19]
Washizaki et al. [WKY*22] - -
Serban et al. [SKvdBHV20) - -
Ximenes and Ramalho [XGLR21]
Heli et al. [HLB*24] - v

Leuthe et al. [LMHPS24] - v - - - -
Indykov et al. [ISW23] v

Bogner et al. [BVG21] - -
Heiland et al. [HHB23] - - - - -
Mailach and Siegmund [MS23]
Lo et al. [LLZ"22] - - - - -
Lu et al. [LZXT24] - - - - -

ANENENENEN

Table 3.1: Overview of evaluation approaches used in related works

catalog categories in real operational settings — dimensions that single-session evaluations
are typically unable to capture. This method is particularly valuable when the research
objective is to understand how a catalog is used over time rather than whether it is merely
applicable in principle.

Sorting evaluation. Sorting-based evaluation methods, including card sorting and Q-
sorting, require domain experts to classify concepts, smells, patterns, or best practices
into predefined catalog dimensions. Researchers then measure inter-rater agreement to
assess the consistency, clarity, and construct validity of the taxonomic structure. These
methods are particularly effective for catalogs containing a moderate to large number of
items where the goal is to verify that classification boundaries align with expert mental
models and that dimensions are intuitive and unambiguous to users. Sorting evaluations
also produce quantitative agreement indices — such as Krippendorft’s a or Fleiss’ k —
which can serve as objective measures of construct validity and inter-rater reliability.
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Chapter 4

The Catalog of Reusable Conceptual
Resources

This chapter presents the Catalog of reusable conceptual resources. It first describes how
the resources were collected and what their presentation in the sources looked like. It then
introduces the five kinds of resources used to classify them, the template associated with
each kind, and the tags that connect each resource to the activities it supports and to
the qualities it affects. It also shows how the traditional types map onto the new kinds.
The chapter ends with the organization of the Catalog and with the data engineering part,
which was compiled in this thesis and is reported in Appendix A.

4.1 Selection of Resources

The Catalog was constructed through a combination of literature-based research and Large
Language Model (LLM)-assisted searches. The purpose of this process was to identify rel-
evant resources, such as methods, frameworks, and recurring solutions, that could be con-
sidered for inclusion in the Catalog, while maintaining traceability to the sources through
which each entry was identified. This traceability was maintained to support potential
future analyses, such as identifying the proponents of the resources and assessing their
popularity.

4.1.1 Literature and Repository-Based Search

The first source of Catalog entries was a structured search of the relevant literature and
repositories. This search proceeded in two phases, distinguished by the search keys used.
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In the first phase, the most relevant scientific and grey literature repositories were selected
— namely:

e Scientific literature: Google Scholar, Scopus, IEEE Xplore, ACM Digital Library,
SpringerLink, arXiv, DBLP, and ResearchGate;

¢ Grey literature: Google, Medium, LinkedIn, and Stack Overflow.

These repositories were searched using two families of search keys: (i) the names of the
classical reusable resource types introduced in Chapter 2, such as design pattern, architec-
ture pattern, anti-pattern, tactic, best practice, guideline, pitfall, and technical debt, and (ii)
a checklist of candidate names of resource types, prepared before the search and grouped
by similarity, which was used so that also the types not named in Chapter 2 could be
reached. Each search key was used together with the term “machine learning”, and the
name of the resource type was enclosed in quotation marks, as in the search string “data
smell” “machine learning”. The search keys are listed in Table 4.1.

Phase Search keys

First phase design pattern, architecture pattern, anti-pattern, tactic,
best practice, guideline, pitfall, technical debt, and the can-
didate names of the checklist

Second phase ML pattern, pattern, data smell

Table 4.1: Search keys used in the two phases. Each of them was combined with the term “machine learning”.

In a second phase, additional, more specific search keys were introduced based on ter-
minology encountered in the documents collected during the first phase. These included
terms such as ML pattern, pattern, and data smell, among others identified while examining
first-phase results.

In addition, further sources were identified through snowballing, that is, by following the
references of the documents already collected.

The documents found in this way were then examined one by one to decide which resources
they contributed to the Catalog. A resource was selected through the following steps:

1. Read the document and list the resources that it describes.

2. Decide whether each of them falls within the scope of the Catalog, that is, whether
it is a piece of reusable knowledge for the development of ML(AI)-fueled systems.

3. Extract from the document the information needed to fill in the fields of the template.
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4. Record the document from which the resource was taken.

5. Where the same resource was found in more than one document, keep a single entry
and record all its sources.

The documents identified through this process were then used directly to write the corre-
sponding Catalog entries, with each entry retaining a reference back to the source document
from which it was derived.

4.1.2 LLM-Assisted Search

In addition to the literature-based search, LLMs were used as a complementary discovery
mechanism. The objective of the LLM-based search was to identify potentially relevant
Catalog entries that might not have been identified through the conventional literature
search.

Exactly four LLMs were used during the discovery process: ChatGPT, Gemini, DeepSeek,
and Claude. For each search key identified during the literature-based search (Section 4.1.1),
a prompt of the following form was submitted to each model:

“I want a list of [search key] in the context of machine learning.”

where [search key] was substituted with each of the terms listed in Table 4.1. A systematic
comparison of the results obtained from the LLM-assisted search against those obtained
from the conventional literature search — for example, in terms of overlap, precision, or
the relative contribution of each LLM — falls outside the scope of this thesis; here, LLMs
are used solely as an additional discovery channel.

The LLM-based search followed a process similar to the literature search:

1. Define the topic or category for which additional resources were required.
2. Formulate a specific prompt describing the information to be identified.

Submit the prompt to the selected LLM.

-~ W

Record the resources suggested by the LLM.

ot

Examine the suggested resources and their descriptions.
6. Where applicable, trace the suggested resource to an external source or reference.

7. Evaluate its relevance to the Catalog.
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8. Add relevant resources to the Catalog while recording their LLM provenance.

The output of an LLM was therefore treated as a discovery mechanism rather than as
authoritative evidence by itself. LLM-generated suggestions were examined and, where
possible, associated with supporting references or other source information before being
incorporated into the Catalog.

4.1.3 Identification and Consolidation of Catalog Entries

At the current stage, all candidate resources identified through the process described above
have been added to the Catalog, with two exceptions. A candidate resource was omitted
when either of the following applied: (i) the resource was only cited in passing in a source
document, without a definition sufficient to describe it as a standalone Catalog entry; or (ii)
the resource was specific to a particular technology, library, or programming language (e.g.,
a PyTorch-specific mechanism, or a Python-language construct) rather than representing
a generalizable conceptual resource applicable across tools and languages.

For each Catalog entry, the references to the documents in which the resource was found
were recorded.

4.1.4 Final Selection

The final catalog was obtained after reviewing the candidate resources identified through
both literature/repository searches and LLM-assisted searches. Candidate resources were
retained when they were relevant to the scope of the catalog and sufficient information was
available to describe and trace the resource.

The resulting catalog therefore combines resources identified through conventional liter-
ature research with resources discovered through LLM-assisted exploration. The use of
multiple discovery mechanisms was intended to broaden the search while maintaining trace-
ability of the origin of each catalog entry.

4.1.5 Classification of the Found Resources

The analysis of the collected sources showed that the classification of reusable resources is
not stable. The same resource was often presented with different types in different sources:
more than one third of the Catalog resources for which the type used in the source was
recorded received at least two different types. For example, data versioning was presented
as a best practice, an anti-pattern, and an architectural tactic, while canary deployment
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appeared as a design pattern, a deployment pattern, a guideline, a check, an ML pattern,
and an ML design pattern.

Moreover, several sources used new types specific to machine learning, such as ML pat-
tern, ML design pattern, data smell, and responsible Al pattern, which have no classical
equivalent.

These observations motivated the definition of a new classification of reusable resources
based on their role. There are three reasons for it. First, the type used in the sources
is not a reliable way of classifying a resource, since the same resource receives different
types in different sources. Second, the classical terminology of software engineering, such
as pattern, smell, tactic, and technical debt, is not very popular with data and machine
learning engineers, who are the intended readers of the Catalog, and it is therefore of little
help to them in finding what they need. Third, the types specific to machine learning
keep growing in number, so a classification based on the types would have to be extended
every time a new one appears. A classification based on the role that a resource plays
avoids these three problems, because the role can be decided for every resource and does
not depend on the terminology of the source. It is presented in the next section.

4.2 Kinds of Reusable Conceptual Resources

There exist many different kinds of reusable conceptual resources, as discussed in Chapter 2.
Organizing these resources according to well-defined dimensions, developers and researchers
can quickly identify those relevant to specific tasks or scenarios, reducing the effort required
to navigate large repositories.

The kinds presented here follow from the reasons given in Section 4.1.5. They are named
with simple, self-explanatory words that say directly what the resource does for the reader,
rather than with the terminology of software engineering, such as pattern, smell, or tech-
nical debt.

Recognizing that a well-structured classification enhances the reusability of conceptual re-
sources, and given the emergence of new types such as training patterns, we propose a
classification approach that effectively accommodates both software engineering and ma-
chine learning contexts, as show in Figure 4.1.

The proposed conceptual structure provides a systematic framework for organizing and
reusing conceptual resources in software engineering and machine learning. The goal is
to create a coherent and extensible scheme for documenting, categorizing, and reusing
conceptual resources. This conceptual structure is created to ensure that a conceptual
resource is uniformly described, categorized along different axes, and related to different
qualitative contexts and concerns. As a result, it facilitates structured reuse and analytical
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Figure 4.1: Structure of the Catalog: the resources, their kinds and templates, and the tags.

thinking about each resource.

Reusable conceptual resources vary according to the guidance roles they play in design
and decision-making processes. A design pattern provides a solution, whereas a code smell
provides a warning; a best practice prescribes an action, whereas an anti-pattern prohibits
one. To capture this functional diversity and support consistent retrieval, this section
introduces a role-based classification scheme that organizes each resource according to the
guidance role it fulfills in a given context rather than its nominal type. Each role is referred
to as a category, and in the current version of the Catalog every resource is assigned exactly
one category. The scheme comprises five categories: Solve, Do, Don’t, Consider, and Be
aware. Table 4.2 provides a concise summary of all five categories before each is discussed
in detail.

Assigning a single category is a choice that has still to be discussed. The same piece of
knowledge can often be presented as a resource of different kinds: a practice that should
be followed can be described as a Do resource, the corresponding mistake can be described
as a Don’t resource, and the risk that it creates can be described as a Be aware resource.
When entries coming from different sources were consolidated, one kind was chosen for
each resource, and the other formulations were left out. Many resources can therefore be
classified in more than one way with this scheme, and the evaluation reported in Chapter 5
shows that the experts do not always agree with the kind that was chosen. Future work
will investigate whether it is useful to offer the same piece of knowledge as several resources
of different kinds, for example as a best practice and as the corresponding anti-pattern.
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Table 4.2: Reusable conceptual resources

Category Role

Solve Provides a reusable, proven so-
lution to a named recurring
problem.

Do Prescribes a practice or rule

that must consistently be fol-
lowed to ensure quality, not
only of the produced system
but also of the process and of
the data used to build it.

Don’t Identifies a harmful approach
that may be mistakenly
adopted and must be avoided
or reversed, also to avoid
failures and troubles.

Consider Suggests an available tech-
nique or strategy whose adop-
tion depends on context and
trade-offs.

Be aware Alerts practitioners to a symp-
tom or condition that signals
existing or potential risk.
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4.2.1 Solve Resources

The unique feature of a Solve resource is that it has both a clear problem and a matching
full solution. Resources of this type must describe a solution that is concrete enough to be
implemented without too much need for re-interpretation.

Solve resources are reactive in nature: they are triggered by the recognition of a specific
problem rather than applied continuously throughout a lifecycle phase. This distinguishes
them from Do resources, which prescribe actions that should be performed regardless of
whether a problem has been identified. The Solve category accordingly encompasses re-
source types whose primary purpose is problem resolution: design patterns, architecture
patterns, and deployment patterns. The template shown in table 4.3 governs the documen-
tation of every Solve resource in the catalog. All sections of this template are mandatory.
For instance, a solution with no recorded exemplification either reflects incomplete docu-
mentation or an implausible design, and neither can support reliable decision-making.

Field Description

Name A unique name identifying the resource

Also known as Alternative names that improve discoverability

Short presenta- A concise description of the resource

tion

Context The context in which the resource is applicable

Problem A precise statement of the recurring problem the resource
resolves.

Solution A description of the structural or procedural arrangement that

resolves the problem. Should be concrete enough to applied
without significant reinterpretation.

Consequences Summarises the benefits and evaluates the net effect on the
system’s quality attributes.

Exemplification ~ One or more examples demonstrating practical usage

Table 4.3: Solve resource template

Short presentation It provides a concise, one- or two-sentence summary of the resource
that immediately conveys its purpose and the problem it addresses. Unlike classical design
patterns, which often begin directly with Context and Problem, we include this field to
allow practitioners to quickly assess relevance in a large catalog before reading the full
details.
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Context It explains the circumstances in which the resource can be used. These circum-
stances, which capture the environment in which the resource provides its intended value,
can be organizational, architectural, environmental, process-related or concerning the ML
model building. Before continuing, it enables practitioners to assess whether their current
circumstances are within the resource’s intended scope. Misuse is prevented by a clearly
defined context. When a resource is used outside of its intended scope, it may not provide
the anticipated benefits or may have unforeseen effects.

Problem It describes the recurring difficulty in terms of observable behavior and con-
straints — not in terms of the solution. A problem statement expressed in solution terms
(“use a factory when you need to create objects”) does not provide a criterion by which
a practitioner can judge whether their situation matches; a problem statement expressed
in context terms (“situations where the creation of families of related objects risks incon-
sistency and tight coupling”) does. The Context field complements Problem by specifying
the architectural or environmental conditions under which the problem arises.

Exemplification Provides one or more concrete examples that illustrate how the solu-
tion is applied in practice. The examples should be specific enough for practitioners to
understand the structure and usage of the resource, typically including relevant code snip-
pets, architectural diagrams, or real-world scenarios from software or ML systems. This
field helps bridge the gap between the abstract description and its practical implementa-
tion.

Example of a Solve resource: Table 4.4 shows the Abstract Factory pattern documented
using the Solve resource template, strictly following the roles and collaborations defined in
the original design pattern literature.

62



Field Description

Name Abstract Factory

Also Known Kit

As

Short Presen- Provides an interface for creating families of related or depen-

tation dent objects without specifying their concrete classes, decou-
pling clients from product implementations.

Context Cross-platform UI toolkits or any system where multiple fami-

lies of related objects (e.g., look-and-feel themes) must coexist
and remain interchangeable.

Problem Systems that require creation of families of related objects risk
inconsistency and tight coupling if clients construct concrete
components directly.

Solution Provide an interface for creating families of related or depen-
dent objects without specifying their concrete classes. Define
an abstract factory with creation methods for each type of
product. Concrete factories implement these methods to pro-
duce concrete product objects from one family. Clients use
only the abstract factory and abstract product interfaces.

Consequences Decoupled, consistent product families with improved config-
urability and portability across environments; at the cost of a
larger class hierarchy and harder extensibility for new product
types.

Exemplification In the InterViews toolkit, the WidgetFactory interface defines
methods like CreateButton(). The MotifFactory (Concrete-
Factory) implements these to return MotifButton objects,
whereas OpenLookFactory returns OpenLookButton objects.
The client code interacts only with WidgetFactory and the
abstract Button interface.

Table 4.4: Abstract Factory as a Solve Resource

Consequences Describes the measurable impact of applying the resource on the sys-
tem’s quality attributes. This field explicitly details the effects of the solution, identifying
both the improvements (e.g., enhanced maintainability) and the liabilities (e.g., increased
performance overhead). To support reliable decision-making, this field is mandatory; every
resource must record both its benefits and its costs, as an absence of recorded trade-offs
suggests incomplete documentation.
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4.2.2 Do Resources

A Do resource prescribes an action, practice, or rule that must be consistently followed
within its applicable context. Do resources are proactive: they specify what practitioners
must do to maintain or achieve a defined level of quality, reliability, or correctness, and
their applicability is not contingent on the recognition of a specific problem. Their omission
increases risk even in the absence of a manifest failure.

A Do resource does not respond to a specific problem; it governs the ongoing behavior of
practitioners throughout a life cycle phase. Its purpose is preventive rather than corrective;
by embedding sound practices into the routine of a life cycle phase, it reduces the likelihood
that problems arise in the first place. Table 4.5 presents the template for the DO resources

Field Description

Name A unique name identifying the resource

Also known as Alternative names that improve discoverability

Short presenta- A concise description of the resource

tion

Context The context in which the resource is applicable

What A precise statement of the action, practice, or constraint be-
ing prescribed. Should be stated in imperative or declarative
form: 7Always...”, ”All components must. .. ”.

Reason The justification for why this action is obligatory. The reason

should reference a documented quality risk, a known failure
mode, or an empirically validated benefit.
Exemplification ~ One or more examples demonstrating practical usage

Table 4.5: Do resource template

What It specifies the concrete action, practice, or constraint that the resource prescribes.
It is the operational core of a Do resource, translating its intent into a direct, executable
instruction. A practitioner should be able to read this field and know precisely what is
expected of them, without needing to consult additional sources or exercise significant
judgment. The specificity of this field is what distinguishes a well-documented Do resource
from a general recommendation.

Reason It explains the necessity of the prescribed action. Knowing what to do is not
always enough; practitioners who comprehend the reasoning behind an instruction are
better able to apply it appropriately and identify circumstances in which it is particularly
crucial. As a result, the Reason field provides evidence to support the instruction, such as
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a verified benefit, a known failure mode, or a documented quality risk. It must provide an
explanation that is independent of the What field; merely rewording the instruction does
not qualify as an explanation.

Example of a Do resource: Table 4.6 shows the Separation of Concerns (SoC) prin-
ciple described using the Do resource template, highlighting its role as a proactive and
mandatory architectural guideline.

Field Description

Name Separation of Concerns (SoC)

Also Known SoC Principle; Single Responsibility at Module Level
As

Short Presen- Divide a system into distinct modules, each responsible for
tation one specific functionality or concern, to reduce complexity
and allow independent development and modification.

Context All software systems, across all abstraction levels — from class
design to system architecture — especially those expected to
evolve or be maintained by multiple developers.

What Always decompose systems so that each module, component,
or class encapsulates a single well-defined concern. No module
should carry responsibilities that belong to another module.

Reason Mixed concerns increase coupling, making changes in one area
inadvertently break another. SoC reduces this coupling, low-
ers cognitive load for developers, and enables independent
testing, deployment, and replacement of components. Em-
pirical and theoretical literature in software engineering con-
sistently identifies it as a foundation of maintainable system
design.

Exemplification Separating HTTP request handling, business logic, and
database access into distinct layers in a web application so
that changing the database technology does not affect the re-
quest handling layer.

Table 4.6: Separation of Concerns as a Do resource
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4.2.3 Don’t Resources

A Don’t resource documents a practice, design approach, or structural pattern that should
never be intentionally applied because it reliably produces negative consequences, including
technical debt, poor maintainability, performance degradation, system fragility and ML
model biasedness or drifting. The defining characteristic of a Don’t resource is that harmful
practice was adopted as an apparent solution, it is not a random error, but a recognizable,
recurrent response to a problem that proved, in practice, to be counter-productive. Table
4.7 presents the template for the Don’t resources.

Field Description

Name A unique name identifying the resource

Also known as Alternative names that improve discoverability

Short presenta- A concise description of the resource

tion

Context The context in which the resource is applicable

What A precise statement of the harmful action, practice, or struc-
tural arrangement that should be avoided.

Reason The justification for why this practice must be avoided. The

Reason field must identify the specific negative consequences
(e.g., technical debt, degraded maintainability, reduced testa-
bility, performance failures) that the practice reliably pro-
duces, with reference to documented evidence. A Don’t re-
source whose Reason cannot cite recurring documented harm
is not a true reusable resource; it is a stylistic preference and
should not be included in the catalog.

How to avoid Provides a clear, actionable alternative or a refactoring path
to correct the harmful practice.

Exemplification ~ One or more examples demonstrating practical usage

Table 4.7: Don’t resources template

What It identifies the harmful practice, approach, or structural arrangement that must
be avoided. It is the operational core of a Don’t resource: it gives the practitioner a
precise and recognizable description of what should never be intentionally applied, so that
it can be identified before or during application. The field should be stated in concrete,
observable terms so that a practitioner can recognize the practice in their own work without
ambiguity. A vague or overly abstract What field undermines the purpose of the resource:
if the harmful practice cannot be clearly identified, it cannot be reliably avoided.
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Reason It explains why the described practice should never be used. The specific detri-
mental effects that the practice consistently results in, such as technical debt, diminished
maintainability, decreased testability, performance failures, ML model drift or biasedness,
serve as documented evidence for the prohibition. This rationale is what distinguishes a
Don’t resource from a stylistic preference: the Reason field must show that the harm is
documented, recurrent, and caused by the practice itself rather than by coincidental events.
A practitioner who is aware of the repercussions is better able to identify early warning
indicators, withstand pressure to adopt the practice under time constraints, and inform
others about the risk.

How to avoid It provides the ”corrective” logic for the resource. While the What field
identifies the problem, How to awvoid outlines the refactored solution or the alternative
practice that restores quality and technical integrity. This field ensures the Don’t resource
is not just a warning, but a constructive tool for system improvement.

Example of a Don’t resource: Table 4.8 shows the Blob anti-pattern described using
the Don’t resource template, illustrating how a common but counter-productive design
choice is documented to facilitate its avoidance and reversal.
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Field

Description

Name

The Blob

Also Known
As

God Class; Winnebago

Short Presen-
tation

A single class or module accumulates the vast majority of a
system’s logic and control, while surrounding classes act as
passive data containers with little behaviour of their own.

Context

Object-oriented systems of any size, particularly those that
evolved incrementally from small prototypes without formal
architectural review.

What

Never design or allow to evolve a class that concentrates most
business logic, control flow, and responsibility while other
classes serve only as data holders.

Reason

e Poor cohesion and excessive coupling — changes in one
area break unrelated parts.

e Extreme difficulty in unit testing due to monolithic size
and tangled dependencies.

e Very limited component reuse, as logic cannot be ex-
tracted without ripple effects.

e Long build and compile times for the central module.

e Rapidly growing technical debt that becomes exponen-
tially more expensive to address over time.

How to avoid

Identify cohesive sets of operations within the Blob and mi-
grate them to the passive data classes or new service classes.
Apply the MVC pattern to separate Ul logic from business
logic.

Exemplification

A GUI application where one MainController class handles
user input, database connections, business validation rules,
and report formatting simultaneously.

Table 4.8: The Blob as Don’t resource
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4.2.4 Consider Resources

A Consider resource suggests a technique, strategy, or architectural decision that may
be beneficial in a given context but whose adoption is neither mandatory nor problem-
triggered. Consider resources are advisory and situational; they present a technique, artic-
ulate the conditions under which it is likely to be beneficial, and make explicit the trade-offs
its adoption entails. Practitioners are expected to evaluate these trade-offs against their
specific quality goals and system constraints before deciding whether to apply the resource.
Table 4.9 presents the template for the Consider resources.

Field Description

Name A unique name identifying the resource

Also known as Alternative names that improve discoverability

Short presenta- A concise description of what should be considered

tion

Context The context in which the resource is applicable

What A precise description of the technique, strategy, or approach
being presented, for informed evaluation and application

Reason The justification for why this technique is worth considering,
grounded in the conditions under which it has demonstrated
value

Consequences Summarises the benefits and evaluates the net effect on the

system’s quality attributes.
Exemplification ~ One or more examples demonstrating practical usage

Table 4.9: Consider resource template

What It describes the technique, strategy, or approach being presented for consideration.
Unlike prescriptive resources, it does not mandate adoption: it gives the practitioner a
precise and concrete understanding of what is being proposed, so that they can evaluate
its fit within their own context.

Reason It explains why the described technique is worth considering. It should identify
the conditions under which the technique has demonstrated value, the benefits it may
deliver, and any relevant trade-offs the practitioner should be aware of before making a
decision. The Reason field does not argue for unconditional adoption: its purpose is to
provide the practitioner with sufficient evidence to make an informed judgment.

Example of a Consider resource: Table 4.10 shows the Heartbeat Tactic described
using the Consider resource template, illustrating how a situational reliability mechanism
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is documented for trade-off analysis.

Field Description

Name Heartbeat Tactic

Also Known Ping/Echo; Keep alive Signal; Live-ness Check
As

Short Presen-
tation

A health-monitoring mechanism in which one component (the
emitter) periodically sends a signal to a monitor; the absence
of the signal within a defined interval triggers a recovery pro-
cess.

Context

Distributed systems, safety-critical systems, or any system
where undetected component failure is unacceptable and a
monitoring infrastructure is feasible.

What

Introduce a periodic message exchange between components:
the emitter sends a heartbeat signal at a defined interval;
a monitor component times out and triggers recovery if no
signal is received within the expected window.

Reason

It improves fault detection speed and system reliability in en-
vironments where components might stop functioning without
signaling a failure.

Consequences

Improves system availability and reliability, but introduces
communication overhead and network load.

Exemplification

Kubernetes uses liveness probes (a heartbeat-style mecha-
nism) to detect and restart unresponsive application contain-
ers in a cluster.

Table 4.10: Heartbeat Tactic as a Consider resource

4.2.5 Be aware Resources

A Be aware resource identifies a symptom, indicator, or condition that signals existing or
potential risk in a system, codebase, process, dataset or ML model. Be aware resources
are diagnostic in function, their primary purpose is to alert practitioners to the presence
of a problematic condition so that its cause can be investigated and, where necessary,
addressed. They do not prescribe a structural solution; they prescribe investigation. Table
4.11 presents the template for the Don’t resources.
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Field Description

Name A unique name identifying the resource

Also known as Alternative names that improve discoverability

Short presenta- A concise description of the concept

tion

Context The context in which the resource is applicable

Of What A precise description of the symptom, indicator, or condition
that signals the presence of a risk

Reason The justification for why the identified symptom warrants at-
tention, grounded in known quality risks or failure modes.

Mitigation Suggests initial steps for investigating the root cause and

points toward potential strategies or Solve resources to ad-
dress the issue.
Exemplification ~ One or more examples demonstrating practical usage

Table 4.11: Be Aware resource template

Of What it describes the symptom, indicator, or condition that signals the presence of
an existing or potential risk. It should be stated in concrete, observable terms so that a
practitioner can recognize the symptom in their own system, codebase, process, dataset or
ML model without ambiguity. The Of What field does not diagnose the underlying cause:
it directs the practitioner’s attention to a condition that warrants further investigation.

Reason It explains why the identified symptom warrants attention and investigation.
It should reference the known quality risks, empirical observations, or documented failure
modes that the symptom commonly indicates. A well-written Reason field gives the prac-
titioner sufficient grounds to prioritise investigation — not by confirming that a problem
exists, but by establishing that the symptom is a credible signal that one may.

Mitigation This field outlines the transition from diagnosis to resolution. It provides
practitioners with immediate "next steps” to verify the symptom’s severity and suggests
potential strategies for overcoming the issue. Crucially, this field often acts as a link
within the catalog, pointing the practitioner toward specific Solve resources (patterns) or
Do resources (practices) that can effectively eliminate the identified risk.

Example of a Be aware resource: Table 4.12 shows the Long Method design smell
described using the Be aware resource template, highlighting its role as a diagnostic signal
for code quality.
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Field

Description

Name

Long Method

Also Known
As

Bloated Method; God Method; Oversized Function

Short Presen-
tation

A method or function that has grown so large that it is difficult
to understand, extend, and modify — a symptom that it has
accumulated too many responsibilities.

Context

All object-oriented and procedural codebases, especially those
that have undergone iterative development with frequent fea-
ture additions.

Of What

A method that is excessively long — typically requiring a
reader to scroll to understand its full logic — and that likely
handles more than one distinct responsibility. The presence
of comments explaining different blocks within the method is
a particularly strong indicator.

Reason

Long methods correlate with reduced readability, higher de-
fect density, and increased resistance to change. They violate
the Single Responsibility Principle at the method level, mak-
ing it difficult to understand, test, or reuse individual parts.
Fowler and Beck[FS01] documented that long methods are
among the most reliable indicators of code that needs refac-
toring. The symptom does not guarantee a problem exists —
it raises a credible signal that investigation is warranted.

Mitigation

Perform a decomposition of the method using the Fxtract
Method refactoring technique. Identify distinct responsibil-
ities within the method and move them into smaller, well-
named helper functions.

Exemplification

A processOrder() method spanning 300 lines that handles in-
put validation, inventory checking, payment processing, email
notification, and logging within a single body.

Table 4.12: Long Method as Be aware resource
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4.3 Mapping Traditional Kinds of Resources to the
New Taxonomy

The transition from traditional conceptual reusable resources classification to the proposed
five-kind taxonomy requires a mapping that reinterprets standard terminology through
the lens of intent. As shown in Table 4.13, traditional Design Patterns and Deployment
Patterns are categorized as Solve resources because they offer specific, complete structural
resolutions to named problems. In contrast, Best Practices and Checklists map to Do
resources, as they represent mandatory, continuously applicable guidelines rather than
one-time fixes. Concepts that offer situational benefits, such as Tactics and Reference
Architectures, fall under Consider resources, emphasizing that their adoption is optional
and dependent on trade-off analysis. Furthermore, the taxonomy clarifies the distinction
between prohibited actions and warning signals; Anti-Patterns and Mistakes are classified
as Don’t resources (intentional bad choices), whereas Code Smells, Technical Debt, and
Pitfalls are categorized as Be aware resources. This distinction is critical because ”Be
aware” items are symptoms or risks that emerge from valid design decisions, whereas
"Don’t” items represent choices that should never be made. This mapping provides a
comprehensive bridge between classical architectural literature and a more operational,
decision-oriented framework.
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Table 4.13: Mapping of Traditional Architectural Kinds to the 5-Kind Taxonomy

Traditional Kind New Kind Rationale

Design Pattern Solve Provides a specific, complete structural
answer to a named design problem.

Architectural Pat- Solve Resolves fundamental structural problems

tern (e.g., scalability) completely.

Deployment  Pat- Solve Provides a specific structural solution to

tern deployment problems (e.g., Blue/Green).

Best Practice Do Considered standard /mandatory in a con-
text (e.g., Versioning).

Checklist Do Represents a set of mandatory, continu-
ously applicable rules.

Rule Do Represents a strict, continuously applica-
ble requirement (e.g., ” Always validate in-
put”).

Guideline Do In a mature governance context, guide-
lines are treated as mandatory "Do” re-
sources to ensure consistency.

Tactic Consider Improves quality but does not resolve the
whole problem; requires trade-off analysis.

Reference Architec- Consider A starting point that accelerates develop-

ture ment but is not obligatory.

Anti-Pattern Don’t Represents an intentional design choice
that should never be made.

Mistake Don’t An action that should have been avoided;
maps to a prohibited action.

Smells Be aware A symptom or warning signal that triggers
investigation.

Technical Debt Be aware A state or condition of the system that
accumulates risk over time.

Pitfall Be aware A context-specific risk condition to look
out for.

Failure Be aware An event or symptom indicating a break-

down.
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4.4 Classification and Tagging

To ensure efficient retrieval and multi-axis querying, every resource in the catalog is char-
acterized by a set of Tags. A Tag is a metadata descriptor that allows the catalog to
be filtered by role, by life cycle phase, and by quality concern simultaneously. Table 4.14
summarizes the two primary dimensions of the tagging system.

Dimension Description

Activity Identifies the engineering domain and lifecycle stage where
the resource is applicable (Support).

Quality Identifies the software, model, or data characteristics influ-
enced by the resource (Affect).

Table 4.14: The dimensions of the tagging system.

In the current version of the Catalog a third dimension is also used, which records the
techniques a resource refers to, such as deep learning or large language models. The tagging
system follows a hierarchical structure; applying a specialized tag (e.g., Data Labelling)
implicitly associates the resource with its parent domain (e.g., Data Engineering). This
allows for both broad and granular searches within the repository.

4.4.1 Activity Tags (Support)

The Activity dimension identifies the engineering activities to which the reusable concep-
tual resource applies.

In the catalog, Activity is modeled as a classification dimension composed of multiple en-
gineering domains. These domains include general software engineering activities (such as
architecture, coding, deployment, development processes, and testing), as well as special-
ized activities related to data engineering, machine learning engineering, and management
practices such as governance and project management.

The purpose of Activity is to enable context-oriented reuse. By associating resources with
specific engineering tasks or phases, the catalog allows users to identify which conceptual
resources are relevant to their current development activity or decision-making context.
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Figure 4.2: Current structure of the tags. It is still incomplete for the parts of the Catalog other than data engineering.

Table 4.15 lists the activity tags, grouped by area, following the structure shown in Fig-

ure 4.2.

< <datatype>>
Activity

[

1

<<enumeration> >
Software engineering

<<enumeration> >
Data engineering

<<enumeration> >
ML engineering

<<enumeration>>
Management

Architecture

Coding

Deployment
Development process
Software design
Software testing

Data acquisition
Data management
Data preparation

< <datatype>>
Quality

Model type selection
Feature engineering
Model building
Operation

Governance
Project management

A

<<enumeration> >
Model training

A

<enumeration> >
Data labelling

&

<<enumeration> > <<enumeration> >
Software quality ML quality
Accessibility Accuracy
Availability Ethics
Fault-tolerance Explainability
Performance Fairness
Privacy Interpretability
Re -usability Reproducibility
Reliability Responsability
Scalability Robustness
Testability

<<enumeration> >

Data quality
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Software engineering

Architecture

Coding
Deployment

Development pro-
cess
Maintenance

Software design

Software testing

Defining the high-level structure, components, and inter-
actions of the system.

Implementing system functionality through programming.
Releasing and configuring the system in a production en-
vironment.

Defining and managing the methodologies, workflows, and
lifecycle stages of the system development project.
Updating, fixing, and improving the system after deploy-
ment.

Designing modules, interfaces, and system components to
meet requirements.

Verifying and validating that the system meets require-
ments and behaves correctly.

Data engineering

Data acquisition

Data management

Data preparation

Gathering, importing, and integrating raw data from var-
ious internal or external sources into storage systems or
pipelines.

Organizing, storing, and tracking different versions of
datasets over time to ensure reliability and reproducibility.
Detecting and correcting errors, transforming formats,
combining sources, and ensuring data correctness and con-
sistency for analysis and modelling.

ML engineering

Data labelling

Feature engineer-

ing
Model building

Model training

Model type selec-
tion

Assigning labels to the data used to train and evaluate a
model.

Creating and selecting meaningful input features for model
training.

Defining and tuning the structure of the model, including
its hyper-parameters.

Learning model parameters from training data.

Choosing appropriate algorithms or model types for a
given task.

Operation Managing the end-to-end lifecycle of ML models in produc-
tion, including deployment, scaling, versioning, and con-
tinuous monitoring.

Management

Governance Defining policies, standards, and oversight mechanisms for
the development and the operation of the system and for
the data that it ukés.

Project manage- Planning, coordinating, and controlling project activities.

ment

Table 4.15: Activity tags, grouped by area.



4.4.2 Quality Tags (Affect)

The Quality Tag identifies the quality dimensions that a reusable conceptual resource
influences. A quality dimension represents a quality characteristic of a system, model, or
dataset that can be affected by the reuse of the conceptual resource.

In the catalog, Affect is modeled as a classification dimension comprising three main cat-
egories: software quality, model quality, and data quality. Each category captures the
relevant quality aspects within its domain—for example, software quality may include
maintainability and reliability; model quality may include explainability, interpretability,
and reproducibility; and data quality may include completeness and consistency.

The purpose of Quality is to support quality-driven evaluation and decision-making. It
allows users to analyze how a resource contributes to achieving desired quality goals or to
assess potential trade-offs among competing quality attributes.

Table 4.16 lists the quality tags, grouped by domain.
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ML quality

Accuracy
Ethics
Explainability
Fairness
Interpretability

Reproducibility

Responsibility

Robustness

Trustworthiness

Degree to which model predictions correctly reflect true
outcomes.

Adherence to moral principles such as fairness, account-
ability, and respect for user rights.

Degree to which model mechanisms can be understood by
a human expert.

Extent to which a system produces unbiased outcomes
across groups.

Degree to which a human can understand the cause of a
model decision.

Ability to obtain consistent, matching results when an ex-
periment, model, or analysis is repeated, either by the orig-
inal researchers or by others, using the same, or clearly
specified, code, data, and experimental conditions.
Ensures accountability, fairness, and ethical compliance in
system design and operation.

Ability of a trained model to maintain reliable predic-
tive performance when facing noisy, corrupted, or out-of-
distribution input data at inference time.

Degree to which a system is reliable, safe, fair, and aligned
with human values.

Software quality

Accessibility

Availability
Fault-tolerance

Maintainability
Performance
Privacy
Re-usability
Reliability

Robustness

Scalability

Testability

Degree to which a system can be used by people with di-
verse abilities and needs.

Proportion of time the system is functional and accessible.
Capability of a system to continue operating correctly in
the presence of failures or faults.

Ease of modifying the system to fix defects, improve per-
formance, or adapt to change.

Efficiency of a system in terms of response time, through-
put, and resource utilization.

Protection of personal or sensitive data from unauthorized
access or misuse.

Extent to which components, data, or models can be used
across different systems with minimal modification.
Ability to perform required functions under stated condi-
tions for a specified period.

Ability of a system to handle unexpected, malformed, or
erroneous data wighout crashing or producing incorrect
results.

Ability of a system to handle increasing workloads, such
as more users, requests, or data, by adding resources while
maintaining acceptable performance.

Ease of establishing test criteria and executing tests.

Data quality



4.5 Catalog Structure

The Catalog presents all the collected resources using the kinds, the templates, and the
tags introduced in the previous sections. Its current version is organized in parts, one for
each development activity. The first ten parts cover general software engineering activities:
development process, requirement engineering, design, system architecture, coding, testing,
deployment, project management, operation, and governance. They are followed by a part
on data engineering and by seven parts on activities specific to machine learning: model
type selection, feature engineering, model training, model testing, data labelling, model
architecture, and model building. Before these parts, a foreword defines the qualities used
as quality tags.

Each part starts with a summary table that lists its resources, together with the activities
they are related to and the qualities they affect, that is, their activity and quality tags.
After the table, each resource is described using the template of its kind (Solve, Do,
Don’t, Consider, or Be aware). Besides the fields of its template, a description can include
the other names of the resource (aka), exemplifications, the related resources, and the
references to the sources in which the resource was found. Some descriptions also include
a figure, for example to show the structure of an architecture.

The data engineering part, which is the focus of this thesis, is presented in the next section.

4.6 The Data Engineering Part of the Catalog

The data engineering part of the Catalog was compiled in this thesis. It contains 47
resources concerning the quality, the preparation, and the management of the data used
by ML(AI)-fueled systems. All of them are tagged with the data engineering activity, and
some of them also with governance or model building. Most of them affect data quality.

The resources belong to all five kinds: 26 Be aware, 12 Do, 5 Don’t, 2 Solve, and 2 Consider
resources. The Be aware resources describe data smells, that is, problems in the values
or in the structure of a dataset, such as ambiguous date/time format, dummy value, and
synonyms in data. They are mainly based on studies of data smells [RRDNP24, FFR22,
SCvD22|. The Do resources present good practices for data management, such as data
profiling, data versioning, and document the dataset, while the Don’t resources describe
practices to avoid, such as ETL monolith and over-aggressive filtering. Finally, the Solve
resources present solutions to recurring problems, namely data pipeline and NoSQL, and
the Consider resources present options to evaluate, namely incremental data processing
and data retention.

The complete data engineering part is reported in Appendix A, where Table A.1 lists its
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resources together with their activity and quality tags.
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Chapter 5

Catalog Evaluation

This thesis focuses exclusively on the data-related portion of the catalog. This scope was
established at the outset of the research, and the results of the evaluation will inform
decisions about how to proceed with the remaining parts of the catalog in future work.

5.1 Evaluation Dimensions

The evaluation of each catalog resource is conducted across multiple dimensions, each
targeting a distinct aspect of its quality and relevance. The first three dimensions concern
the resource itself, while the last two concern its presentation in the Catalog.

Usefulness refers to the practical value of the resource for software developers and data
practitioners working on ML(AI)-fueled systems. A resource is considered useful if it
supports practitioners in identifying, avoiding, or resolving recurring issues in real-world
projects.

Popularity captures how widely the resource is already known among experienced pro-
fessionals. It is assessed by asking the experts whether they were already familiar with the
resource. A resource that is already well known is not for this reason irrelevant, since in
classical software engineering widely known ideas are also recorded as patterns or as best
practices, but knowing how widely a resource is diffused helps to understand which parts
of the Catalog carry knowledge that is less common.
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AT deprecation and enforceability examines whether the resource has been rendered
obsolete by recent advances in Al, or conversely, whether the issue it addresses can now
be readily detected or resolved through Al-based tooling.

Clarity refers to the degree to which the description of the resource is understandable,
so that a practitioner can grasp what the resource is about without needing further expla-
nation.

Level of detail concerns the amount of information given in the description of the
resource, which should be neither too concise, and therefore incomplete, nor too detailed,
and therefore verbose.

5.2 Catalog Evaluation Method

What is evaluated here is the content of the data engineering part of the Catalog: the
resources that it collects and the descriptions that present them. The classification itself,
that is, the definition of the five kinds and of the tags, is not the object of this evaluation.
The question is whether the resources are worth collecting and whether their descriptions
allow a practitioner to use them.

This cannot be decided from the literature, because the resources were taken from the
literature in the first place. It has to be decided by people who develop ML(AI)-fueled
systems and who can say whether a resource matches what they meet in their work.
The evaluation is therefore based on the judgement of domain experts, asked about every
resource of the part, one resource at a time.

The method designed for this purpose is an expert-based Delphi study. Experts answer a
questionnaire covering all the resources; the resources are then revised according to their
answers, and the revised version is submitted again, until no substantial new comment
is raised. The Delphi technique was chosen because it collects the judgement of several
experts without requiring them to meet: each of them answers independently, at the time
that suits them, which matters here because the experts work in different organizations
and countries. Since the resources are short and can be judged one by one, no sampling
was applied and all the resources of the data engineering part were submitted.

Only the first round of this design could be carried out within the time available for the
thesis. The revision of the resources and the further rounds are left to future work, so what
is reported in Section 5.3 are the answers of a single round.

The experts were chosen among people working on data management and on the devel-
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opment of ML(AI)-fueled systems at the University of Genova. Five of them were invited
and four took part. One is a professor whose research concerns data management, and
in particular the integration of data sources, query processing, and the heterogeneity and
the evolution of data. The other three are PhD students of the same department, working
on databases and on data-intensive systems; one of them worked as a data engineer in a
company before starting the doctorate. The panel therefore combines a senior researcher
of the area covered by this part of the Catalog, three researchers at the beginning of their
career, and one direct experience of data engineering in industry.

All the members of the panel belong to the same university, and only one of them has
worked in industry. This has to be kept in mind when reading the answers, because the
first question of the questionnaire asks whether a resource is useful for people develop-
ing ML(AI)-fueled systems, and a panel of this composition judges that question mainly
from an academic position. The labels Expert 1 to Expert 4, used in Section 5.3 and in
Appendix B, are assigned in an arbitrary order.

The questionnaire is organized in two parts. The first part presents each resource through
its kind and its short presentation, and asks three questions: whether the resource is useful
for people developing ML(AI)-fueled systems, whether the expert was already familiar
with it, and whether the advent of AI will affect its usefulness. The second part presents
the complete description of each resource, written with the template of its kind, and asks
whether the presentation is clear and whether its level of detail is appropriate, leaving
space for an optional comment.

The questionnaire was built from the version of the Catalog available at the time of the
evaluation, which contains, besides the resources described in Appendix A, the data-related
architectures and a few further resources added later.

The questionnaire was distributed as a fillable PDF form, so that the experts could answer
it on a computer or on a phone and return the completed file. Four of the five invited
experts returned it. Their answers are reported in full in Appendix B.

5.3 Results

Four of the five invited experts returned the questionnaire. All four answered the first part,
which concerns the resources themselves. Three of them also answered the second part,
which concerns the complete descriptions of the resources; the fourth reported that he could
not complete it within the time he had available. A few questions were left unanswered,
in most cases because the expert preferred to write a comment instead of choosing one of
the options.

The results are reported as proportions of the answers that were actually given. With four
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experts they indicate tendencies and point at the entries that have to be revised; they
are not statistically significant values, and no measure of agreement between the experts
is computed. Tables 5.1 and 5.2 give the overall answers, and the findings are presented
below in decreasing order of relevance for the Catalog.

Is the resource useful for people developing ML(AI)-fueled systems?

yes 97%
no 3%
Were you already familiar with this resource?

yes 94%
no 6%
Will the advent of AI affect the usefulness of this resource?

it will be easier to use 62%
it will be as before 35%
it will become useless 3%

Table 5.1: Answers of the four experts on the resources.

Is the presentation of this resource clear?

yes 85%
no 15%
The presentation of this resource

has the right level of detail 83%
is too concise 14%
is too detailed 4%

Table 5.2: Answers of the three experts on the complete descriptions.

5.3.1 The obligation expressed by the Do and Don’t resources
and the way they are named

This is the finding with the largest consequences for the Catalog, because it concerns the
kinds and not single entries.

The answers of the first part are almost the same for all the kinds: whichever kind a
resource belongs to, it was judged useful in between 94% and 100% of the answers and
easier to use with the support of Al in between 61% and 63%. The answers of the second
part are not uniform in the same way. Figure 5.1 reports them by kind and shows that
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the descriptions the experts found less satisfactory are concentrated in two kinds, Do and
Don’t. The descriptions of the Do resources were judged clear in 25 answers out of 35 and
appropriate in their level of detail in 22 out of 35, and those of the Don’t resources were
judged clear in 15 answers out of 23. The descriptions of the Be aware resources, which
are the most numerous, were judged clear in 74 answers out of 79.

Consider [IN—— 100% (15/15)
(5 resources) I, 73% (11/15)

Be aware N 04% (74/79)
(28 resources) F 92% (73/79)

Solve I, 8% (15/17)
(6 resources) I 80% (12/15)

Do I 71% (25/35)
(12 resources) M 63% (22/35)

Don’t N 657 (15/23)
(8 resources) I, 87% (20/23)

0 25 50 75 100%
Bl judged clear W judged to have the right level of detail

Figure 5.1: Answers of the three experts on the complete descriptions, by kind of resource. The number of resources of each
kind is given next to its name.

The written comments show that these two kinds were criticized in two opposite ways.
Some entries were found too prescriptive: process raw data only once and remove outliers
were reported as not clear and as too concise by two experts, and one comment observes
that outliers “are not always a problem to be removed”, while another observes that schema
on read “is a different mode, not a don’t”. These entries state an obligation that the
experts consider dependent on the context. Other entries were found not prescriptive
at all: a comment on the Do resources observes that they “seem more definitions than
DO patterns”, and NoSQL and data cleaning were described as definitions rather than as
reusable resources.

The two criticisms have a common origin in the way the entries are named. Of the twelve
Do resources, six are named with a verb phrase that says what to do, such as check columns
names and ensure data quality, while the other six are named with a noun phrase that
only names a subject, such as data cleaning, data profiling, and data governance. The
Don’t resources are divided in the same way: some name the practice to avoid, such as
ETL monolith and schema on read, and others are expressed as a prohibition, such as no

86



duplicate data. A resource named with a noun reads as the definition of a subject and not
as something to be done, which is what the first comment reports; a resource named with
a bare imperative reads as a rule without exceptions, which is what the second comment
reports.

The Catalog should therefore name the Do and the Don’t resources uniformly with verb
phrases, so that the name itself says what the reader is expected to do or to avoid, and the
degree of obligation should be stated in the description of the entries that hold only under
certain conditions, or such entries should be moved to the Consider kind, which expresses
a weaker obligation.

5.3.2 The relations between resources are not recorded

Two experts asked how no duplicate data differs from no data duplication. The two re-
sources are distinct: the first concerns identical records inside one dataset, the second
concerns the same data held in several systems or locations. Neither of them, however,
refers to the other, so a reader who meets one of them cannot see where its boundary lies.
The same applies more generally: several comments ask for the relations between resources
to be made explicit, because a resource is often understood only together with the ones
that overlap with it.

The template of the resources already provides a Related resources field, but at the time
of the evaluation it was filled in only in two of the entries of the data engineering part,
and the relations it recorded pointed in one direction only. What the experts report is
therefore not an error in the resources but the consequence of a field that had been left
empty. Following this finding the field has been filled in for all the entries that overlap, and
every relation is now recorded in both of the resources that it connects. In particular no
duplicate data and no data duplication now refer to each other and state how they differ.

5.3.3 The resources are confirmed, their relation to Al is not

The resources themselves were confirmed. They were judged useful almost without ex-
ception, and only five received at least one negative answer: long data value, meaningless
value, process raw data only once, remove outliers, and schema on read. Most of them were
also already known to the experts; the thirteen unknown to at least one expert are mainly
the data-related architectures, such as deep lake architecture, data mesh architecture, and
medallion architecture, which are the most recent additions to the Catalog.

The answers on the advent of Al are less settled. In most answers the resource was judged
easier to apply with the support of Al, and in about one third of them unaffected by it;
the few answers expecting a resource to become useless concern six resources describing
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data quality problems that automated tools can detect, such as special characters in data
and strings in human-friendly formats. Figure 5.2 shows how often the four experts gave
the same answer on the same resource. On usefulness they agree on 53 resources and
differ on 5, and on familiarity they differ on 13, which is expected since they come from
different backgrounds. On the advent of AI they agree on 11 resources only and differ on
the remaining 47, and in 41 of these the difference is between “it will be easier to use” and
“it will be as before”. The disagreement therefore concerns how much AT helps and not
whether the resource survives, but this dimension is the least consolidated of the three and
the answers collected here are not sufficient to draw a conclusion on it.

0 10 20 30 40 50 58
resources covered by the questionnaire

B the four experts agree M the experts are divided

Figure 5.2: Number of resources on which the four experts gave the same answer, for each question of the first part of the
questionnaire.

5.3.4 A fault in the questionnaire document

Two experts independently reported that ETL monolith and special characters in data
appear twice in the material they received. Each of these resources occurs once in the
Catalog, so the repetition was introduced when the questionnaire document was produced
and does not affect the Catalog itself. It is recorded here because it costs the experts part
of their effort, and the generation of the questionnaire has to be checked before a further
round.

5.3.5 Changes suggested by the evaluation

The answers suggest four changes for the next version of the Catalog, in the order in which
they should be applied: to name the Do and the Don’t resources uniformly with verb
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phrases and to state the degree of obligation of the entries that depend on the context,
moving to Consider those that are not obligations; to record the relations between the
entries that overlap, which has already been done for this part; to make the level of detail
of the descriptions more uniform, since the answers reporting a description as too concise
are almost four times as many as those reporting it as too detailed; and to correct the
production of the questionnaire before submitting it again. The evaluation dimensions
and the questionnaire proved usable in practice, so the same instrument can be applied to
the other parts of the Catalog.
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Chapter 6

Conclusion

6.1 Summary of Contributions

This thesis addressed the heterogeneity of the reusable conceptual resources that support
the development of ML(AI)-fueled systems. Its main contributions are the following.

First, the resources collected from the literature and from the LLM-assisted search were
analysed with respect to the types used to present them. This analysis showed that the
classification adopted in the sources is not stable: more than one third of the resources for
which the type used in the source was recorded received at least two different types, and
several sources introduced new types specific to machine learning, such as ML pattern and
data smell.

Second, the thesis contributed to the definition of the Catalog: a classification of the
resources based on the role they play, with five kinds (Solve, Do, Don’t, Consider, and
Be aware) and a template for each kind, together with a tagging system based on the
supported activities and on the affected qualities.

Third, the data engineering part of the Catalog was compiled. Its 47 resources, which
concern the quality, the preparation, and the management of the data used by ML(AI)-
fueled systems, were described with the template of their kind, tagged, and linked to the
sources in which they were found. The remaining parts of the Catalog were revised as well.

Finally, the evaluation of the data engineering part was designed and a first round of it
was carried out: the evaluation dimensions were defined, a questionnaire covering all the
resources of this part was prepared and submitted to domain experts, and the answers
of the four experts who took part were analysed. The resources were judged useful and,
for the most part, already known, and the advent of Al was not expected to make them
obsolete. The analysis also identified what has to be revised: the obligation expressed
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by the Do and Don’t kinds and the way their resources are named, the relations between
overlapping resources, which the template provides for but the entries had left empty, and
a group of descriptions considered too concise.

6.2 Limitations and Future Work

The work presented in this thesis has some limitations. The Catalog covers the development
of ML(AI)-fueled systems as a whole, but only its data engineering part was considered in
this thesis.

The classification of a resource into one of the five kinds, as well as the choice of its tags,
requires interpretation. This is particularly evident when the sources present the same
resource with different types, so different people may classify some resources differently.

The resources were collected from scientific and grey literature and through an LLM-
assisted search. A systematic comparison between the results of the two searches was
outside the scope of this thesis, so the contribution of the LLM-assisted search to the
content of the Catalog was not measured.

Finally, four experts took part in the evaluation. This number was sufficient to identify
the entries that need to be revised, as the convergence of the answers on a small group
of resources shows, but it is too small to draw general conclusions on the usefulness of
the Catalog, and it does not allow any statistical analysis of the answers. The evaluation
also covered a single round: the resources were not revised and submitted again, so the
convergence that a Delphi study aims at was not reached. A further limitation concerns
the composition of the panel, whose members are all drawn from a single university and
only one of whom has worked in industry. The Catalog is addressed to people who develop
ML(AI)-fueled systems in industry, and their judgement on the usefulness of the resources
may differ from the one collected here.

Future work follows from these limitations. The changes suggested by this round will be
applied to the resources and, where needed, to their classification, and a further round
will be run on the revised version, with a larger panel that includes practitioners working
in industry. The same evaluation can then be applied to the other parts of the Catalog,
which can also be extended with further resources. A further direction is the systematic
comparison between the resources found through the literature and those suggested by the
LLMs.
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Appendix A

Data engineering
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Asset name

Related to

Affected qualities

Ambiguous date/time for-
mat

Data engineering

Data quality

Ambiguous value

Data engineering

Data quality

Check columns names

Data engineering

Data quality

Column header containing
value

Data engineering

Data quality

Data cleaning

Data engineering

Data quality

Data governance

Data engineering Governance

Data inconsistencies

Data engineering

Data quality

Data miscoding

Data engineering

Data quality

Data pipeline

Data engineering

Reproducibility
Reusability
Maintainability Scalability
Fault-Tolerance

Data profiling

Data engineering

Data quality

Data unit measure unknown

Data engineering

Data retention

Data engineering Governance

Data usage consent

Data engineering Governance

Data versioning

Data engineering

Data quality

Document the dataset

Data engineering Governance

Reproducibility
Explainability
Maintainability

Dummy value

Data engineering

Data quality

Ensure data quality
(Garbage in, Garbage out)

Data engineering

Data quality

ETL monolith

Data engineering

Extraneous value

Data engineering

Data quality

Extreme data value

Data engineering

Data quality

Incorrect column header

Data engineering

Data quality

Intermingled data type

Data engineering

Data quality

Incremental data processing

Data engineering

Performance

Long data value

Data engineering

Data quality

Make data sets available on
shared infrastructure (pri-
vate or public)

Data engineering

Meaningless value

Data engineering

Data quality

Missing values (and meta-
data)

Data engineering

Data quality

Multi value data

Data engineering

No data duplication

Data engineering Governance

No duplicate data

Data engineering

NoSQL

Data engineering

Performance

Over-aggressive filtering

Data engineering

Data quality

Process raw data only once

Data engineering3Model building

Remove outliers

Data engineering Model building

Responsible data manage-
ment

Data engineering

Responsibility Ethics

Schema on read

Data engineering

Small number

Data engineering

Data quality

Special characters in data

Data engineering

Data quality
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BE AWARE — Ambiguous date/time format

A date or time value is stored or recorded in a format that is ambiguous, inconsistent, or
non-standardized across the dataset, making it unclear how the value should be interpreted.

Of what: Date and/or time attribute columns in a dataset, where the ambiguity stems
from the absence of a declared format standard, making the same value interpretable in
multiple ways (e.g., ©1/02/2020 could represent MM/DD/YYYY or DD/MM/YYYY

formats).
Reason: Obvious

Mitigation: Standardize all date/time values to a single, unambiguous format (e.g., ISO
8601:

YYYY-MM-DDThh:mm:ss) during data preprocessing; apply format validation rules at
ingestion time; use dedicated date/time data types rather than free-text strings.

Exemplifications: A column record_date contains values such as ©1/02/03, 2003-02-01,

and Feb 1, 2003 all intended to represent the same date, but are parseable differently
depending on the assumed convention.

Related resources:

e Data cleaning: because resolving inconsistent or ambiguous date and time formats is
one of the formatting corrections carried out during data cleaning.

e Ensure data quality: because ambiguous date and time formats make temporal ordering

and arithmetic unreliable across records, and therefore lower the quality of the data.

References: [RRDNP24, FFR22]
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BE AWARE - Ambiguous value

A data value is recorded in a way that can be interpreted in multiple ways, making its
actual meaning unclear without additional context.

Of what: Any categorical, numerical, or coded attribute in a dataset where the seman-
tic meaning of a value cannot be unambiguously determined from the data itself or its
accompanying metadata.

Reason: Ambiguous values undermine the reliability of data-driven systems because they
introduce semantic noise that is invisible to automated tools, causing models to learn from
misinterpreted features and leading to incorrect or misleading predictions.

Mitigation: Provide and maintain a data dictionary documenting all value encodings and
their meanings; replace cryptic or abbreviated values with self-explanatory ones; enforce
controlled vocabularies or enumerated types at data collection time; perform data audits
when integrating data from multiple sources.

Exemplifications: A column status contains values ©, 1, and 2 with no accompanying
documentation, leaving it unclear whether they encode {inactive, active, pending}, {low,
medium, high}, or some other domain-specific mapping,.

Related resources:

e Data cleaning: because a value that cannot be interpreted unambiguously is a direct
target of data cleaning, which must resolve it.

e Ensure data quality: because ambiguous values lead to incorrect analysis or model
training if they are not resolved, and therefore threaten data quality.

References: |[RRDNP24, FFR22]
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DO - Check columns names

Ensure that column names in datasets are consistent, descriptive, and standardized to
prevent ambiguity and errors in data processing and machine learning workflows.

Context: Data management and preprocessing in machine learning and data-driven sys-
tems, where datasets are collected, integrated, and prepared from multiple sources. This is
particularly relevant in scenarios involving data cleaning, feature engineering, and dataset
merging, where inconsistent or poorly defined column names can lead to misinterpretation
and processing errors.

What: Systematically verify and standardize column names across datasets by enforcing
naming conventions, removing ambiguities, resolving duplicates, and ensuring consistency
in formatting (e.g., casing, separators, and abbreviations). This includes aligning semanti-
cally equivalent columns and ensuring that names accurately reflect the underlying data.

Reason: Inconsistent or unclear column names are a common form of data quality issue
that can lead to incorrect data interpretation, faulty feature engineering, and errors in data
integration. Clear and standardized naming improves data understandability, reduces the
risk of misalignment during joins or transformations, and enhances Maintainability and
collaboration.

Consequences: Applying column name checks improves data consistency, interpretability,
and integration across datasets, leading to more reliable preprocessing and model devel-
opment. It reduces errors in data transformations and feature selection, and facilitates
collaboration among practitioners.

However, enforcing naming standards may require additional preprocessing effort and co-
ordination, especially when integrating heterogeneous data sources.

Exemplifications: For example, a dataset may contain columns such as UserID, user_id,
and uid referring to the same concept. Without standardization, these inconsistencies can
lead to incorrect joins or duplicated features. By enforcing a consistent naming convention
(e.g., user_id), such issues can be avoided, improving data quality and downstream model
performance.

References: [Til21, RRDNP24]
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BE AWARE — Column header containing value

Column headers that contain data values instead of attribute names represent a structural
data quality issue that hinders proper data interpretation and processing.

Of what: Be aware of datasets in which column names encode actual data values (e.g.,
years, categories, or measurements) instead of representing stable attributes.

Reason: Column headers containing values should be carefully monitored because they
obscure the true structure of the data and lead to incorrect interpretation and processing.
This issue complicates data transformation, aggregation, and analysis, and may introduce
errors during feature engineering or model training. It also reduces data consistency and
interoperability, making integration with other datasets more error-prone.

Mitigation: Restructure the dataset to follow a normalized, tidy format by transforming
column headers containing values into row-level entries. This can be achieved through
operations such as unpivoting or melting, in which variable names are separated from
their values, and appropriate attribute columns are introduced. Enforcing schema design
standards and automated validation checks can further prevent this issue.

Exemplifications: For example, a dataset may include columns such as Sales_ 2019,
Sales_2020, and Sales_2021. In this case, the year is encoded in the column header
rather than represented as a separate attribute. A corrected structure would include
columns such as Year and Sales, where each row corresponds to a specific year-value
pair.

Related resources:

e Ensure data quality: because headers that accidentally contain data corrupt the struc-
tural integrity of the dataset and make it unreliable for automated processing.

References: |[RRDNP24]
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DO - Data cleaning

Data cleaning is the process of detecting, correcting, or removing errors, inconsistencies,
and inaccuracies in datasets to improve data quality and ensure reliable machine learning
outcomes.

Context: Data preprocessing and data management stages in machine learning and data-
driven systems, where raw data from diverse sources must be prepared before analysis or
model training. This is particularly critical in real-world datasets that are noisy, incom-
plete, or inconsistent.

What: Identify and address data quality issues by handling missing values, correcting
inconsistencies, removing duplicates, standardizing formats, and filtering outliers or erro-
neous records. This may involve both automated procedures and domain-informed deci-
sions to ensure the dataset accurately represents the underlying phenomenon.

Reason: Data cleaning is essential because machine learning models are highly sensitive
to data quality. Poor-quality data can lead to misleading patterns, biased models, and
unreliable predictions. Ensuring clean data improves the validity of insights and reduces
the risk of errors propagating through the pipeline.

Consequences: Applying data cleaning improves data consistency, model performance,
and robustness, and reduces the likelihood of overfitting or underfitting caused by noise
and errors in the data. It also enhances interpretability and trust in model outputs.
However, it may require significant effort and domain expertise, and excessive or improper
cleaning can remove valuable information or introduce bias.

Exemplifications: For example, a dataset used for training a predictive model may contain
missing values, duplicate records, and inconsistent formats (e.g., different date formats or
units). By imputing missing values, removing duplicates, and standardizing formats, the
dataset becomes more reliable, leading to improved model accuracy and stability.

Related resources:

e Ambiguous value: because ambiguous values represent a direct target of data cleaning.
When a value cannot be interpreted unambiguously data cleaning must resolve it.
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e Ambiguous date/time format: because inconsistent or ambiguous date and time formats
are among the most common formatting errors addressed during data cleaning.

e Data miscoding: because values recorded using the wrong type or encoding scheme
must be detected and converted to their correct representation during data cleaning.

e Dummy value: because dummy values masquerade as valid data but represent missing
or unknown information. Data cleaning must identify all such sentinel values and fix
them.

e Missing values (and metadata): because handling missing values is one of the core tasks
of data cleaning. Decisions about whether to impute or drop missing entries directly
affect dataset completeness and the validity of any model trained on it.

e Multi value data: because fields containing multiple values packed into a single cell
violate atomicity and must be normalized during data cleaning.

e Ensure data quality: because data cleaning is the central mechanism through which the
data quality principles operationalized.

e Meaningless value: because values that do not have meaning must be identified and
either removed or replaced during data cleaning.

e Data inconsistencies: because data cleaning is the primary operational response to
inconsistencies detected in a dataset. While Data inconsistencies describes the problem
data cleaning provides the concrete procedures to resolve them.

e Remove outliers: because outlier removal is a key step within the data cleaning process.
Extreme or erroneous values are identified and either corrected or excluded to prevent
them from distorting learned patterns.

e Document the dataset because every cleaning decision should be documented alongside
the dataset. Without this record, the cleaned dataset cannot be correctly interpreted,
reproduced, or audited by others.

References: [Hall9, Til21, Hal20, Gup20, ZMZ23, OBI"22, AG24]
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DO — Data governance

Data governance in ML(AI)-fueled systems addresses the need of structured control over
data collection, storage, usage, coordination, and management.

Context: Machine learning and MLOps environments where data is produced, shared,
and consumed across multiple teams and system components. In such settings, the absence
of clear organizational control over data handling and operational processes can lead to
inconsistencies and unreliable system behavior.

What: Define and enforce organizational practices that ensure structured handling of data
across machine learning systems, including clear responsibilities for data usage, coordina-
tion between stakeholders, and controlled management of data-related processes in ML
workflows and production systems. Data governance practices include maintaining a data
catalog, implementing validation checks (for missing values/duplicates), metadata tagging
and ensuring data privacy.

Reason: Data governance is required to reduce operational failures and coordination issues
in machine learning systems, where unclear responsibilities and unmanaged data usage can
lead to inconsistent outcomes, unreliable system behavior, and difficulties in maintaining
ML systems in practice.

Consequences: Applying data governance improves coordination across teams and reduces
operational risks in machine learning systems by introducing structured control over data
usage and responsibilities. However, it introduces trade-offs such as increased organiza-
tional and operational overhead, the need for continuous coordination between stakehold-
ers, and reduced flexibility due to stricter control over data usage. In contrast, insufficient
governance increases the likelihood of inconsistent system behavior, misalignment between
teams, and operational difficulties in maintaining ML systems.

References: [Zdr24, Cra24]
[Zdr24, Cra24]
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BE AWARE — Data inconsistencies

Conflicting or mismatched information within a dataset, often caused by joining disparate
sources or errors in the ETL process.

aka: Data Discrepancies; Conflicting Data

Context: Data engineering pipelines and datasets that aggregate information from mul-
tiple upstream databases, third-party APIs, or legacy systems where naming conventions
and measurement units are not standardized.

Of what: The following types of data inconsistencies should be monitored:

e Syntax inconsistency — the same numeric value is written using different syntactic
conventions across records, making parsing and comparison ambiguous.

e Date/Time Format Inconsistency — dates and timestamps follow different for-
mats across records, making temporal ordering and arithmetic unreliable without
prior normalization.

e Inconsistent representation — the same real-world entity is expressed using dif-
ferent encoding across different rows, preventing correct grouping or joining (e.g.,
"USA”, 7U.S.A.”, and ”United States” referring to the same country).

e Missing value inconsistency — the method used to represent absent or unknown
data is not standardized across the dataset, causing missing data to go undetected
by generic checks and leading to incorrect imputation or filtering.

e Transposition inconsistency — row and column labels are accidentally swapped
or mixed in parts of the dataset, causing values to be assigned to the wrong attribute
entirely.

e Special character inconsistency — the same string value is encoded using different
character representations or encodings, causing string matching and deduplication to
fail silently.

e Spacing inconsistency — a value appears in multiple forms due to variation in the
number or type of whitespace characters, so what should be treated as the same value
is interpreted as distinct.
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e Separating inconsistency — values that should logically be stored in separate fields
are sometimes combined into a single field and sometimes correctly split, breaking
relational operations and feature extraction.

e Precision inconsistency — the same numeric attribute is stored with varying num-
bers of decimal places across records, introducing artificial differences that can distort
distance-based or statistical analyses.

e Value length inconsistency — fields that encode fixed-length identifiers or codes
appear with varying lengths across records due to missing leading zeros or truncation,
making lookups and joins fail.

e Abbreviation inconsistency — the same concept is abbreviated differently across
records, fragmenting what should be a single category.

e Unit inconsistency — the same attribute is recorded using different units of mea-
surement, across rows or sources.

e Casing inconsistency — the same string value appears with different letter casing
across records, causing case-sensitive operations such as grouping, filtering, or joining
to produce incorrect results.

Reason: Inconsistencies act as “noise” that confuses the model’s learning process. If one
system records temperature in Celsius and another in Fahrenheit without conversion, the
model learns incorrect relationships. This is a primary cause of model instability and poor
generalization, as the system cannot establish a “Ground Truth.”

Mitigation: Recommended mitigation strategies include:

e Define and enforce a canonical schema and data dictionary! before data collec-
tion begins, specifying allowed units, formats, and encoding conventions.

e Implement routines to systematically surface suspicious patterns (e.g., mixed units,
ambiguous encodings) during data preparation.

e Maintain data provenance records so that the origin of each field is traceable,
facilitating the identification of inconsistencies introduced at specific collection stages.

LA formal specification of each attribute, including its type, format, allowed values, unit of measurement,
and semantic meaning.
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Exemplifications:

e A defect prediction dataset in which some projects label bugs as "bug"”, others as
"defect”, and others as 1—a classifier trained on this data will learn from noise
rather than signal (representation inconsistency).

e A dataset of pull request records where closed_at timestamps use ISO 8601 in
some rows and Unix epoch in others, causing date arithmetic to produce nonsensical
durations (date/time format inconsistency).

e A merged dataset of issue trackers where the priority field uses a 1-5 numeric
scale in one source and a low/medium/high string scale in another, leading to
incomparable priority distributions unless reconciled (inconsistent representation /
unit inconsistency).

e A people dataset where the name field contains "John Smith”,” John Smith”
(leading space), and " john smith”—three records that refer to the same individual
but are treated as distinct entities (spacing and casing inconsistency).

e A dataset where missing salary values are represented as NULL in some rows, -1
in others, and an empty string in yet others—a naive imputation step will fail to
identify all missing cases (missing value inconsistency).

Related resources:

e Data cleaning: because data cleaning provides the concrete procedures that resolve
the inconsistencies described here.

e Ensure data quality: because conflicting or mismatched information within a dataset is
a primary data quality issue that has to be detected and resolved.

References: [BLR"24, FFR22, RRDNP24]
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CONSIDER - Incremental data processing

Processes data in small, continuous increments rather than reprocessing the entire dataset,
enabling efficient handling of large-scale or streaming data.

Context: Data engineering and ML pipelines dealing with large, continuously growing, or
streaming datasets where full reprocessing is costly or impractical, especially in real-time
or near real-time systems.

What: Process only newly arrived or updated data in small batches or streams, updating
outputs, features, or models incrementally instead of recomputing results from the entire
dataset.

Reason: It significantly reduces computational cost and latency, enables real-time or near
real-time insights, and scales efficiently with growing data volumes compared to full batch
reprocessing.

Consequences: Applying incremental processing improves scalability, reduces processing
time and resource consumption, and supports timely updates; however, it introduces addi-
tional system complexity (state management, consistency handling), requires careful han-
dling of data dependencies, and may increase the risk of error propagation if updates are
not properly managed.

Exemplifications: In a real-time recommendation system, instead of retraining the model
on the entire dataset daily, new user interactions are processed incrementally to update
user profiles and recommendations continuously as new data arrives.

References: [Bar23]
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BE AWARE - Data miscoding

Data miscoding occurs when some information is recorded using the wrong type of repre-
sentation or encoding scheme.

Context: Data preprocessing and data management stages in machine learning and data-
driven systems, where data is collected, transformed, and prepared from heterogeneous
sources. In such contexts, inconsistent or incorrect data representations frequently arise
due to lack of standardization or weak validation practices.

Of what: Be aware of incorrect or inconsistent data type and encoding representations
in datasets, where the same information may be stored using different or inappropriate
formats. This includes cases such as:

e Integer stored as floating-point
e Floating-point stored as string

e Integer stored as string

e Time stored as string

e Date stored as string

e Date stored as date/time format
e Date/time stored as string

e Inconsistent categorical encodings for the same concept (e.g., multiple coding schemes
for the same labels such as A/B/C vs. A/D/N)

Reason: Data miscoding is a data quality issue frequently observed in datasets and data-
driven systems due to heterogeneous data sources, weak schema enforcement, or inconsis-
tent preprocessing practices. It can introduce hidden inconsistencies and increase the risk
of incorrect interpretation and processing errors in downstream machine learning tasks.

Mitigation: FEnforcing strict schema definitions during data ingestion and preprocessing,
standardizing data types and encoding schemes, and validating consistency across datasets.
Data preprocessing checklists and data quality issue detection practices can be used to
systematically identify and correct mismatched or inconsistent data representations before
model training.
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Exemplifications: For example, a dataset may store numerical values such as age or salary
as strings in some records and as numeric types in others, preventing correct aggregation
or statistical computation. Similarly, categorical labels may be encoded inconsistently
across sources (e.g., different coding schemes for the same class labels), leading to incorrect
grouping or model training errors.

Related resources:

e Data cleaning: because values recorded with the wrong type or encoding scheme have
to be detected and converted to their correct representation during data cleaning.

e Ensure data quality: because miscoded values introduce hidden inconsistencies that
reduce data quality and can cause incorrect computation or training errors.

References: [BVG21, Til21, BLR"24, HS25, FFR22, SCvD22, RRDNP24]
[BVG21, Til21, BLR"24, HS25, FFR22, SCvD22, RRDNP24]
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SOLVE - Data pipeline

A series of automated data processing steps where the output of one element is the input
of the next, ensuring data flows reliably from source to destination.

aka: ETL Pipeline; Automated Data Workflow; Data Ingestion Pipeline

Context: Software and ML systems requiring continuous or batch processing of raw data
into a format suitable for model training, evaluation, or production serving.

Problem: Manual data processing is error-prone, non-reproducible, and fails to scale.
Without a pipeline, data transformations often become “black boxes” where intermediate
states are lost, making it difficult to debug, audit, or recreate a specific dataset version.

Solution: Decompose data processing into discrete, modular stages (e.g., ingestion, clean-
ing, normalization). Connect these stages via a directed acyclic graph (DAG) managed by
an orchestrator to ensure systematic execution, error handling, and repeatable results.

Consequences: Implementing an automated pipeline ensures that the data processing life-
cycle is modular and repeatable, which significantly improves the reliability of the ML
model’s input and enables clear auditing of data lineage.

However, this architecture introduces additional infrastructure that must be managed and
monitored, which can lead to increased operational overhead and potential latency in the
availability of fresh data.

Exemplifications: An Apache Airflow DAG that triggers a daily extraction of logs from
an S3 bucket, applies normalization via a Spark job, and loads the final feature set into a
Feature Store for model training.

References: [HGE25]
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DO - Data profiling

Data profiling is the systematic analysis of datasets to understand their structure, content,
distribution, and quality characteristics before their use in ML(AI)-fueled systems.

Context: Data profiling is applied in data preparation stages of ML(AI)-fueled systems
systems where data is collected from heterogeneous sources and must be assessed before
being used in training, validation, or deployment pipelines. It is relevant in contexts
where data quality directly impacts system-level quality attributes such as reliability and
Maintainability.

What: Perform structured analysis of datasets to identify statistical properties, schema
characteristics, data types, value distributions, missing values, and potential anomalies.
This includes examining column-level and dataset-level properties to assess whether the
data is suitable for downstream machine learning tasks.

Reason: Data profiling is necessary because machine learning systems are highly depen-
dent on the quality and structure of input data. Without prior understanding of dataset
characteristics, hidden quality issues may propagate into model training and system be-
havior, negatively affecting reliability, correctness, and other system quality attributes.

Consequences: Applying data profiling improves data understanding, supports early de-
tection of quality issues, and reduces risks of incorrect assumptions during preprocessing
and model development. It contributes to improved system quality attributes such as
reliability and Maintainability.

However, it introduces additional upfront effort and may increase preprocessing time in
data-intensive workflows.

Exemplifications: For example, profiling a dataset may reveal unexpected missing values
in critical features, inconsistent data types within a column, or highly skewed distributions.
Identifying these issues before model training allows corrective preprocessing steps such as
imputation, normalization, or schema correction.

References: [ISW25]
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CONSIDER - Data retention

Data retention is a critical aspect of data lifecycle management that ensures organizations
keep the necessary information for appropriate periods, comply with legal requirements,
and optimize storage resources.

Context: Data management in machine learning, and data-driven systems, where de-
cisions must be made about how long data is stored, maintained, and made accessible
throughout its lifecycle. This includes considerations of data retention, archival, and
deletion across all stages of data handling, particularly in contexts requiring regulatory
compliance, auditability, reproducibility, and ethical data governance.

What: Establish and enforce explicit data retention policies that define what data should
be stored, for how long, in what form, and for what purpose. These policies apply at the
organizational level across the entire data lifecycle in machine learning systems, including
artifacts such as raw data, processed datasets, training splits, model artifacts, and inference
logs.

Reason: Data retention enables reproducibility, supports monitoring and drift detection
with historical data, ensures regulatory compliance, and facilitates debugging and auditing.
It also helps control storage costs; without it, systems may either lose critical information
or face unnecessary storage and compliance risks.

Consequences: A data retention policy improves reproducibility and traceability by ensur-
ing past decisions and outputs can be reconstructed and audited. It strengthens regulatory
compliance by keeping required records accessible throughout their mandated window, and
enhances privacy protection by enforcing systematic deletion of personal data once it is no
longer needed. Purging obsolete data also reduces storage costs over time. On the other
hand, enforcing retention rules introduces operational complexity, requiring clear gover-
nance, automated expiration mechanisms, and consistent application across data stores.
The benefits are contingent on correct implementation, as policy failures can lead to legal
liability or privacy breaches.

Exemplifications: Data retention under the Health Insurance Portability and Accountabil-
ity Act [U.S03] mandates that healthcare organizations maintain protected health infor-
mation for at least six years. The retention period starts from the creation date or when
the data was last used.
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Related resources:

e Ensure data quality: because retaining data beyond its valid period, or discarding it
prematurely, affects the quality and the relevance of the dataset.

References: [ICIA24, Sah24]
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BE AWARE — Data unit measure unknown

Data unit measure unknown occurs when the unit of measurement for a numerical attribute
is missing, implicit, or inconsistently documented, making the data difficult to interpret
correctly.

Of what: Be aware of numerical attributes in datasets where the unit of measurement is
not explicitly specified, inconsistently documented, or implicitly assumed. This includes
cases where values represent quantities such as length, weight, or time without clear indi-
cation of their unit.

Reason: Missing or unclear unit information leads to ambiguity in data interpretation, as
the same numeric value may represent different real-world magnitudes depending on the
assumed unit. This increases the risk of incorrect assumptions during analysis and can
introduce errors in downstream processing of the data.

Mitigation: Explicitly documenting units for all quantitative attributes, ensuring consis-
tent unit usage across the dataset, and validating unit completeness during data collection
and preprocessing. Standardization of units should be enforced as part of data quality
checks.

Exemplifications: For example, a dataset may contain a feature such as temperature
with values like 25, without specifying whether the unit is Celsius or Fahrenheit. Without
explicit unit information, the same value may be interpreted differently, leading to incorrect
analysis results.

References: [SCvD22]
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DO — Data usage consent

Obtain informed consent when collecting, buying or using personal data. Erase or provide
ways to erase data and its traces if consent is revoked. Put in action a mechanism through
which an individual can request their personal information be removed.

Context: Machine learning and data-driven systems that process personal or sensitive
data, where ethical and responsible data handling practices are required throughout the
data lifecycle, including collection, storage, and usage phases.

What: Ensure that personal data is collected and used only after obtaining informed
consent from individuals. Implement mechanisms that allow users to revoke consent and
request the deletion of their personal data, including derived or stored representations
where applicable. This includes providing accessible processes for data removal requests.

Reason: Data usage consent is necessary to ensure ethical handling of personal data,
protect individual privacy rights, and comply with responsible data practices. Without
explicit consent and deletion mechanisms, individuals may lose control over their personal
information, leading to ethical, governance and legal regulation issues in data-driven sys-
tems.

Consequences: Applying data usage consent practices improves transparency, user trust,
and ethical compliance in machine learning systems. It ensures that individuals retain con-
trol over their personal data and reduces risks related to misuse or unauthorized retention.
However, it introduces operational overhead due to the need for consent management sys-
tems and data deletion mechanisms across distributed storage and processing components.

References: [Sah24, RIT23, XGLR21]
[Sah24, RIT23, XGLR21, XGLR21]

Obtain informed consent when collecting, buying or using personal data. Erase or provide
ways to erase data and its traces if consent is revoked. Put in action a mechanism through
which an individual can request their personal information be removed.
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DO - Data versioning

The practice of tracking and managing changes to datasets over time, ensuring that every
version of a model can be linked to the exact state of the data used to train it.

Context: Machine learning systems where data is non-static and undergoes frequent up-
dates, re-labeling, or cleaning. It is particularly critical for systems requiring reproducibil-
ity and for teams collaborating on shared data assets.

What: Implement a system that creates immutable snapshots or unique identifiers (hashes)
for every version of a dataset. This involves using specialized tools—such as DVC [DV(],
LakeFS [Lak], or Git LFS [Git] to store metadata about data changes in version control
alongside the code. This ensures that any specific version of a model is explicitly linked to
a specific, immutable version of the data.

Reason: ML models are the product of both code and data. While code versioning is
standard, failing to version data creates a “reproducibility crisis” where a model’s perfor-
mance cannot be replicated because the original training data has been overwritten or lost.
Without a history of data changes, it is impossible to perform “time-travel” debugging or
to safely roll back to a previous system state if a new data ingestion introduces errors.

Consequences: Data versioning significantly enhances the reproducibility and auditability
of the ML lifecycle, allowing researchers to experiment with confidence and meet regulatory
requirements for data lineage. While it introduces additional complexity in the storage
layer and requires disciplined team workflows, it prevents the loss of historical knowledge
and simplifies the process of identifying when and why a model’s performance changed.

Exemplifications: A medical imaging team uses the tool DVC to version their 500GB
dataset. When a new batch of labeled X-rays is added, they commit a new metadata file
to Git. This allows any researcher to run a single command to “checkout” the exact dataset
version used for a specific clinical trial result from six months ago.

References: [Gat22, McA20, VK24, ISW25]
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DO - Document the dataset

The systematic recording of a dataset’s origins, composition, collection process, processing
steps, and intended use to ensure long-term usability and ethical transparency.

Context: Any project where datasets are collected, curated, or shared across teams. This
is essential for preventing the misuse of data and for identifying potential biases before
they are learned by a model.

What: Create a standardized “Datasheet” or “Data Card” for every dataset used, col-
lected, or shared within the organization. This document should answer specific questions
about why the dataset was created, what it contains, how it was pre-processed, and any
legal or ethical constraints on its use. This documentation should be stored in a central
registry and linked directly to the data versioning system.

Concretely, the documentation should cover dataset provenance, collection methodology,
description of instances and features, applied preprocessing and cleaning steps, known lim-
itations, biases, and missing data and legal, privacy, and ethical constraints on use, such as
compliance with privacy regulations. Established frameworks such as Datasheets| GMV*21]
for Datasets and Data Cards[PZK22] provide concrete templates for structuring this infor-
mation. This documentation should be stored in a central registry and linked directly to
the data versioning system.

Reason: Datasets are often treated as static artifacts, but without documentation, their
limitations and biases are invisible. Future users may not know if a dataset contains
sensitive information, how it was sampled, or if it has been “cleaned” in a way that removes
important signals. Proper documentation acts as a safety manual, preventing engineers
from making false assumptions about the data’s quality or representativeness.

Consequences: Comprehensive dataset documentation fosters trust and accountability,
making it easier to audit models for fairness and compliance. It streamlines the onboarding
of new team members and reduces the risk of technical debt caused by ”tribal knowledge.”
Although it requires a significant initial time investment from data engineers and domain
experts, it serves as a critical defense against the propagation of hidden biases.

Exemplifications: A financial services company adopts the “Datasheets for Datasets” frame-
work. For their credit scoring dataset, the datasheet explicitly notes that the data was
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collected between 2018 and 2022 and that it intentionally excludes certain demographic
features to comply with anti-discrimination laws.

Related resources:

e Data cleaning: because every cleaning decision should be documented alongside the
dataset; without that record the cleaned dataset cannot be correctly interpreted,
reproduced, or audited.

References: [SHHJ22, Via22, WF24]
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BE AWARE - Dummy value

It refers to the presence of substitute values in a dataset to represent a condition in
which the actual data is unknown, inapplicable, or an error occurred during capture or
transformation. It signals a potential data quality issue, often arising from poor data
management practices or as a workaround for system constraints.

Of what: Be aware of placeholder or substitute values used to represent missing, unknown,
or invalid data, such as default codes that do not reflect real observations but are embedded
in the dataset as valid values.

Reason: Dummy values introduce ambiguity in data interpretation, as they may be in-
distinguishable from valid data without proper documentation. This can lead to incorrect
assumptions during analysis and negatively affects data quality and reliability.

Mitigation: Clearly distinguishing missing or invalid data from valid values by using stan-
dardized representations for missing data, documenting their meaning, and applying data
validation and cleaning steps to identify and handle such placeholders appropriately.

Exemplifications: For example, a dataset may use the value -1 or 999 to represent missing
age information.

Related resources:

e Data cleaning: because dummy values masquerade as valid data while representing
missing or unknown information, and data cleaning must identify and fix all such
sentinel values.

e Ensure data quality: because dummy values silently degrade data quality by introducing
observations that do not represent actual information.

References: [RRDNP24, FFR22, SCvD22, HS25]
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DO — Ensure data quality

Ensure that data used in machine learning systems is accurate, consistent, and suitable
for its intended purpose in order to support reliable model development and operation.

aka:  Garbage in, Garbage out

Context: Machine learning and data-driven systems, where data is collected, processed,
and used for training and deployment. Data quality is critical in both development and pro-
duction environments, particularly when data originates from multiple sources or evolves
over time.

What: Establish and apply practices to assess and improve the quality of data used in
machine learning systems. This includes identifying and addressing issues such as missing
values, inconsistencies, noise, and incorrect data, and ensuring that the data is suitable for
model training and evaluation.

Reason: Ensuring data quality is necessary because poor-quality data can lead to incorrect
model behavior, reduced performance, and unreliable outcomes. Data issues are frequently
identified as a major cause of failures in machine learning projects.

Consequences: Applying data quality practices improves model performance, reliability,
and robustness, and reduces risks associated with incorrect or misleading data. It sup-
ports more stable and maintainable machine learning systems. However, ensuring high
data quality may require additional effort in data preparation and ongoing monitoring in
production environments.

Exemplifications: For example, a machine learning model trained on data containing miss-
ing values, inconsistent formats, or incorrect labels may produce inaccurate predictions. By
identifying and correcting these issues during preprocessing, the resulting model becomes
more reliable and performs better in practice.

Related resources:
e Ambiguous date/time format because inconsistent or ambiguous date and time formats

undermine data quality by making temporal ordering and arithmetic unreliable across
records.
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Ambiguous value because ambiguous values directly threaten data quality by introduc-
ing records that cannot be interpreted unambiguously, leading to incorrect analysis
or model training if not resolved.

Data cleaning Data cleaning is a core activity that operationalizes data quality assur-
ance. It consists of preprocessing techniques applied to detect and correct issues such
as missing values, inconsistencies, noise, and incorrect labels. While data quality de-
fines the desired properties of data, data cleaning provides the concrete methods to
achieve those properties during the machine learning lifecycle.

Data inconsistencies because conflicting or mismatched information within a dataset is
a primary data quality issue that must be detected and resolved to ensure that the
data accurately and consistently represents the underlying phenomenon.

Data miscoding because values recorded using the wrong type or encoding scheme
introduce hidden inconsistencies that reduce data quality and can cause incorrect
computation or model training errors if not corrected.

Data retention because retaining data beyond its valid period or discarding data pre-
maturely affects the quality and relevance of the dataset, as outdated or incomplete
historical records can mislead model training and evaluation.

Missing values (and metadata) because missing values are one of the most direct threats
to data quality, as incomplete records can bias model training and produce unreliable
predictions if not handled appropriately.

Dummy value because dummy values that masquerade as real data silently degrade
data quality by introducing observations that do not represent actual information.

Meaningless value because values do have meaning reduce data quality by introducing
noise that can mislead analysis and model training.

Extraneous value because fields containing more information than they should violate
the expected structure of the data, reducing its reliability and interpretability.

No duplicate data because duplicate records inflate dataset size and distort statisti-
cal summaries, directly violating the accuracy and consistency dimensions of data
quality.

No data duplication because redundant data across sources introduces inconsistency
and increases the risk of conflicting information entering the dataset.

Incorrect column header because mislabeled columns cause values to be misinterpreted
throughout the entire dataset, representing a structural threat to data quality.
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e Column header containing value because headers that accidentally contain data corrupt
the structural integrity of the dataset, making it unreliable for automated processing.

[Mol23, Dez18, Til21, Kao21, Rom24, Zdr24, She25, Wij24b, Sra24, Wij24a, WF24, Lon24,
SKvdBHV20, SvdBV23]
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DON'T — ETL monolith

When a single, tightly coupled, centralized process handles all Extract, Transform, and
Load (ETL) operations for the entire organization or a vast majority of its data. It is
characterized by a single, massive codebase or platform responsible for connecting to nu-
merous disparate source systems, applying complex business logic and transformations,
and loading everything into a single, massive data warehouse or data lake. This approach,
while simple at a small scale, becomes a major bottleneck and source of technical debt as
the organization and its data volumes grow.

Context: Data engineering and data processing environments where E'TL pipelines are
used to integrate, transform, and load data from multiple heterogeneous sources into cen-
tralized storage systems. This is especially relevant in growing systems where data volume,
variety, and processing needs increase over time.

What: Avoid designing ETL processes as a single monolithic system that combines all
data ingestion, transformation, and loading logic into one centralized and tightly coupled
pipeline. Such systems typically aggregate multiple responsibilities and dependencies into
a single implementation.

Reason: Monolithic ETL pipelines reduce modularity and flexibility, making the system
difficult to maintain, extend, and scale. Changes in one part of the pipeline may impact
unrelated components, increasing complexity and the risk of failures.

How to avoid: Adopt modular and decoupled data processing approaches by separating
ETL components into smaller, independent pipelines or stages. Encourage clear separa-
tion of concerns, incremental processing, and independent evolution of data workflows to
improve Maintainability and scalability.

Exemplifications: For example, a single ETL pipeline that processes data from multiple
sources and applies all transformations in one centralized workflow may become difficult
to modify when new data sources or transformations are introduced, leading to delays and
increased risk of errors.

References: [STR24|

120



BE AWARE — Extraneous value

Extraneous value refers to a situation where a single attribute contains more information
than intended by its semantic role, meaning the value encodes multiple pieces of information
or exceeds the column’s defined purpose.

Of what: Be aware of columns where a single cell contains multiple distinct values instead
of a single atomic value per field

Reason: Extraneous values violate the principle of atomic and well-defined attributes,
leading to ambiguity in interpretation and difficulties in data processing. This can reduce
data quality by complicating parsing, feature extraction, and consistent understanding of
attribute semantics.

Mitigation: Ensure that each attribute represents a single, well-defined concept by nor-
malizing data structures, splitting overloaded fields into separate attributes, and enforcing
clear schema definitions during data collection and preprocessing.

Exemplifications: For example, a single field such as ” UserInfo” may contain both a user ID
and a timestamp, which should instead be stored as separate attributes. If not separated,
downstream processing may misinterpret or incorrectly extract features from the data.

Related resources:

e Ensure data quality: because fields containing more information than they should vio-
late the expected structure of the data, reducing its reliability and interpretability.

References: |[RRDNP24, FFR22]
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BE AWARE — Extreme data value

It refers to data points that are unusually high or low compared to the rest of the dataset
and may indicate anomalies or data quality issues.

Of what: Be aware of values in datasets that significantly deviate from the typical range of
observed data. These extreme values may represent rare events, but they can also indicate
data errors, inconsistencies, or measurement issues that affect data quality.

Reason: Extreme values can distort statistical analysis and negatively affect data quality
by skewing distributions and influencing downstream machine learning models. literature
identifies such anomalies as indicators of potential data quality problems that require
further investigation.

Mitigation: Detecting extreme values during data preprocessing and assessing whether
they represent valid rare events or erroneous data. Depending on the context, they can be
corrected, transformed, or removed to reduce their impact on analysis and modeling.

Exemplifications: For example, in a dataset containing human age, values such as 120 may
appear due to data entry errors. Such extreme values can significantly distort statistical
summaries and negatively impact machine learning model training if not handled properly.

References: |[RRDNP24, HS25]
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DO — Make data sets available on shared infrastructure (private or public)

Make datasets accessible through shared infrastructure to enable reuse, collaboration, and
consistent usage across machine learning development processes.

Context: Machine learning development environments where multiple practitioners or
teams need access to datasets for training, evaluation, and experimentation. This is par-
ticularly relevant in collaborative settings and organizations where data is reused across
projects.

Provide datasets through shared storage systems, either private or public, to ensure that
data is accessible to relevant stakeholders. This includes organizing datasets in a way that
supports consistent access and reuse across different stages of machine learning workflows.

What: Provide datasets through shared storage systems, either private or public, to ensure
that data is accessible to relevant stakeholders. This includes organizing datasets in a
way that supports consistent access and reuse across different stages of machine learning
workflows.

Reason: Making datasets available on shared infrastructure supports collaboration and
reuse, which are identified as important engineering practices in machine learning. Limited
access to data can hinder experimentation, reduce reproducibility, and create inefficiencies
in development processes.

Consequences: Applying this practice improves collaboration, enables dataset reuse, and
supports more consistent experimentation and development in machine learning systems.
It contributes to better coordination across teams and more efficient workflows. However,
it may require additional effort to manage access and maintain the shared infrastructure.

Exemplifications: For example, storing datasets in a shared repository allows multiple
teams to access the same data for training and evaluation, reducing duplication and en-
suring that experiments are conducted on consistent data.

References: [SvdBV23, SKvdBHV20]
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BE AWARE — Incorrect column header

Incorrect column header refers to misleading, ambiguous, or inaccurate naming of dataset
attributes, which can lead to misinterpretation of the data.

Of what: Be aware of column names that do not correctly represent the underlying data,
including ambiguous labels, misleading names, inconsistent naming conventions, or headers
that encode incorrect or incomplete information about the attribute.

Reason: Incorrect column headers reduce data understandability and can lead to incorrect
assumptions during analysis and model development. Unclear or misleading metadata
undermines data quality and increases the likelihood of errors in data interpretation and
use.

Mitigation: Ensuring that column headers are clear, consistent, and accurately describe
the data they represent. This includes applying standardized naming conventions, review-
ing schema definitions, and validating that attribute names align with their actual content.

Exemplifications: For example, a column labeled age may actually contain age groups
(e.g., “20-30”, “30-40") rather than exact numeric values. Such a mismatch between the
header and the data can lead to incorrect assumptions and flawed analysis.

Related resources:

e Ensure data quality: because mislabeled columns cause values to be misinterpreted
throughout the entire dataset, which is a structural threat to data quality.

References: |[RRDNP24]
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BE AWARE - Intermingled data type

When a single column or field contains values of different data types or semantically differ-
ent kinds of information, violating the fundamental principle of an “atomic” and consistent
column. This forces anyone using the data to perform complex parsing and type-checking
for nearly every operation, making the data error-prone and difficult to use.

Of what: Be aware of dataset attributes in which different data types are mixed within
the same column, such as numeric and textual values, or structured and unstructured
representations coexisting in a single field.

Reason: Intermingled data types reduce data consistency and complicate data processing,
as operations and analyses typically assume a uniform data type per attribute. Data smell
literature identifies such inconsistencies as a source of errors and reduced data quality,
increasing the likelihood of incorrect interpretation and processing failures.

Mitigation: Enforcing consistent data types at the attribute level, separating heteroge-
neous values into appropriate fields, and applying data cleaning and validation steps to
ensure uniform representation across the dataset.

Exemplifications: For example, a column representing age may contain numeric values
(e.g., 25, 30) along with textual entries such as “unknown” or “N/A”. This mixture of
data types can lead to errors in statistical analysis or machine learning preprocessing if
not properly handled.

References: [FFR22, RRDNP24]
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BE AWARE - Long data value

When a data value in a column is excessively long compared to the other values in the
same column.

Of what: Be aware of attribute values that are excessively long compared to the expected
representation, such as overly detailed text, concatenated information, or irregularly ex-
tended strings within a single field.

Reason: Long data values may indicate inconsistent data representation or improper
structuring of information, where multiple pieces of data are combined into a single field.
As identified in the literature, such irregularities reduce data quality, complicate processing,
and increase the likelihood of misinterpretation.

Mitigation: Identifying excessively long values during data inspection and restructuring
the data by splitting combined information into appropriate attributes, as well as enforcing
consistent value formats and length constraints where applicable.

Exemplifications: For example, a column intended to store a product name may contain
long concatenated strings that include descriptions, categories, and additional metadata
in a single field. This makes it difficult to process or analyze the data correctly.

References: |[RRDNP24, FFR22]
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BE AWARE - Meaningless value

When a value is present in a dataset that carries no intrinsic meaning, provides no useful
information for analysis or modelling, or violates a known context.

Of what: Be aware of values that do not convey meaningful or interpretable information
within the dataset context. This includes:

e Placeholder values or simple default strings that do not represent actual data.

e Contextually invalid values, i.e., syntactically correct entries that violate domain
constraints, such as negative ages or impossible quantities.

e Meaningless fallback or default values used in place of missing data, where the as-
signed value does not accurately represent the absence of information.

Reason: Meaningless values reduce data quality by introducing noise and ambiguity, mak-
ing it difficult to interpret data correctly. As identified in literature, such values can mislead
analysis and negatively impact machine learning models by introducing patterns that have
no real-world significance.

Mitigation: Identifying and removing or replacing meaningless values during data clean-
ing. This includes validating values against expected domains, applying consistency checks,
and ensuring that all data entries correspond to meaningful and interpretable information.

7 7

Exemplifications: For example, a dataset may contain entries such as "xxx”, "—", or
random character strings in a field expected to store valid categorical values. These entries
do not represent any meaningful category and can lead to incorrect analysis or model
behavior if not handled properly.

Related resources:

e Data cleaning: because values that do not have meaning must be identified and either
removed or replaced during data cleaning.

e Ensure data quality: because meaningless values reduce data quality by introducing
noise that can mislead analysis and model training.

References: |[RRDNP24, FFR22]
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BE AWARE - Missing values (and metadata)

Missing values refer to the absence of data for certain attributes in a dataset, which can
negatively affect data quality and downstream analysis.

Of what: Be aware of attributes where data entries are absent or not recorded, including
explicit missing markers (e.g., NaN, NULL) as well as implicitly missing values represented
by empty fields or inconsistent placeholders.

Reason: Missing values reduce data completeness and can introduce bias or distort analy-
sis results. As highlighted in machine learning practice literature, unhandled missing data
can lead to incorrect model behavior, reduced performance, and unreliable outcomes.

Mitigation: Identifying missing values during data preprocessing and applying appropriate
handling strategies, such as imputation, removal of incomplete records, or use of models
robust to missing data. Consistent representation and documentation of missing values
are also required.

Exemplifications: For example, a dataset used for predicting customer behavior may con-
tain missing values in key features such as income or age. If these missing values are not
properly handled, the resulting model may produce biased or inaccurate predictions.

Related resources:

e Data cleaning: because handling missing values is one of the core tasks of data cleaning,
and the choice between imputing and dropping them affects the completeness of the
dataset.

e Ensure data quality: because incomplete records can bias model training and produce
unreliable predictions if they are not handled appropriately.

References: [HS25, Til21, RRDNP24, SCvD22, Hall9, Mak18, CKB*23, Cen24, BVG21,
ZCvD22, Sha25, BLR 124, Kao21]
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BE AWARE — Multi value data

When multiple, logically distinct pieces of information are improperly stored together as
a single value in a single cell or field of a dataset.

Of what: Be aware of dataset fields where a single attribute contains multiple distinct
values that should be represented separately, such as concatenated identifiers, combined
categories, or multiple records encoded within one cell.

Reason: Multi-value storage violates the assumption of atomicity in data representation,
leading to difficulties in parsing, querying, and analyzing data. As identified in literature,
this issue reduces data quality and increases the likelihood of incorrect aggregation, feature
extraction, and downstream processing errors in machine learning systems.

Mitigation: Restructuring the dataset to ensure atomic representation of attributes, such
as splitting multi-value fields into separate records or columns, and enforcing schema con-
straints during data collection and preprocessing.

Exemplifications: For example, a single field may contain multiple product categories such
as ”electronics, home-appliances”, or multiple identifiers like ”1D123; ID456” , which should
instead be stored as separate entries or in a properly structured relational format.

Related resources:

e Data cleaning: because fields that pack several values into a single cell violate atomicity
and have to be normalized during data cleaning.

References: |[RRDNP24]
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DON’'T — No data duplication

When the same or similar data are stored or processed in multiple locations or formats,
without a clear and consistent source of truth.

Context: Data management and machine learning pipelines where data is collected from
multiple sources, integrated across systems, or repeatedly processed and stored at different
stages of the workflow.

What: Do not create or store multiple copies of the same data across datasets or sys-
tems through repeated ingestion, improper merging, or lack of coordination between data
sources.

Reason: Data duplication introduces redundancy and increases the likelihood of inconsis-
tencies, as multiple copies of the same data may diverge over time. It is identified in data
quality literature as a cause of downstream data issues.

How to avoid: Avoid repeated ingestion of the same data, ensure proper data integration
practices, and validate data pipelines to prevent unintentional replication of records.

Exemplifications: For example, the same dataset is imported multiple times from different
sources without proper checks, resulting in repeated storage of identical records.

Related resources:

e Ensure data quality: because redundant data across sources introduces inconsistency
and increases the risk of conflicting information entering the dataset.

e No duplicate data: because the two resources concern different forms of duplication.
No data duplication concerns the same data held in several systems or locations, while
No duplicate data concerns identical records inside a single dataset.

References: [BVG21]
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DON’'T — No duplicate data

The presence of identical or repeated records within a dataset, indicating a data quality
issue.

Context: Datasets used in data analysis and machine learning, especially those con-
structed from multiple sources or over time.

What: Do not allow identical or semantically equivalent records to appear multiple times
within a dataset or across dataset partitions.

Reason: Duplicate data reduces data quality by introducing redundancy and can distort
analysis results and machine learning outcomes. It is recognized as a data smell in data
quality literature.

How to avoid: Avoid introducing duplicate data by validating data during ingestion, ap-
plying consistency checks when merging datasets, and ensuring that dataset splits (e.g.,
training and test sets) do not contain overlapping or repeated records.

Exemplifications: For example, a customer record appears multiple times in a dataset due
to repeated data collection or merging, leading to biased analysis results.

Related resources:

e Ensure data quality: because duplicate records inflate the dataset and distort statistical
summaries, violating the accuracy and the consistency of the data.

e No data duplication: because the two resources concern different forms of duplication.
No duplicate data concerns identical records inside a single dataset, while No data
duplication concerns the same data held in several systems or locations.

References: [HS25, BLR124, SCvD22, KN23]
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SOLVE - NoSQL

A typology of database management systems designed to handle unstructured data, and
to provide high velocity, and horizontal scalability by diverging from traditional relational
structures.

aka: Non-relational database; Schema-less database; NoSQL Storage

Context: Systems that must handle heterogeneous, high-velocity access or large-scale data
where the rigid schema and vertical scaling of relational databases become bottlenecks for
both storage and real-time access.

Problem: Relational databases cannot efficiently handle the volume, velocity access, and
variety of data demanded by modern machine learning workloads. Fixed schemas make
it costly and slow to adapt to evolving feature sets, new data types, or changing model
requirements, while centralised SQL systems struggle to scale horizontally for distributed
AT applications.

Solution: Adopt a NoSQL database as the primary data backend. NoSQL databases
provide schema flexibility, horizontal scalability via sharding and replication, and support
for polyglot persistence, allowing ML teams to store and retrieve diverse data types with
low-latency access patterns suited to training, inference, and real-time feature serving. A
unified data platform may further combine operational and analytical NoSQL workloads
under one system.

Consequences: Implementing a NoSQL solution provides superior performance for large-
scale data ingestion and low-latency access, ensuring that the system can scale easily
as data volume grows. It offers developers the flexibility to iterate on data structures
without performing expensive schema migrations. However, it requires a shift in how
data is queried, as NoSQL lacks complex join operations and “ACID” consistency in some
configurations, which can lead to eventual consistency challenges during high-concurrency
updates.

Exemplifications: NoSQL databases come in four main types, each suited to different ML
system needs: Document stores (e.g., MongoDB) store semi-structured data such as user
profiles with varying attributes; Key-value stores (e.g., Redis) provide low-latency access
to simple data such as session states or feature caches; Column-family stores (e.g., Apache
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Cassandra) handle high-velocity time-series data such as billions of IoT sensor readings
per day; and Graph stores (e.g., Neodj) represent and query complex relationships such as
those found in knowledge graphs or social networks.

References: [SMST22]
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DON'T — Over-aggressive filtering

Over-aggressive filtering refers to the excessive removal of data points during preprocessing,
particularly outliers, where valid and informative observations are incorrectly discarded.

Context: Data preprocessing and cleaning stages in machine learning workflows, particu-
larly during outlier detection, noise removal, and data filtering operations.

What: Do not remove large portions of data or eliminate observations solely based on
simplistic rules or thresholds without considering their context or validity. This includes
blindly discarding outliers or rare cases that may carry important information.

Reason: Over-aggressive filtering can lead to loss of valuable information, reduced data
diversity, and biased datasets. According to outlier analysis literature, not all extreme
values are erroneous; removing them indiscriminately may distort the underlying data
distribution and negatively impact model performance.

How to avoid: Use context-aware filtering strategies, validate whether detected outliers
are truly erroneous, apply domain knowledge when defining thresholds, and prefer robust
statistical methods that are less sensitive to extreme values instead of removing them
blindly.

Exemplifications: For example, removing all high-value transactions in a financial dataset
as outliers may eliminate legitimate but rare events, leading to biased models that fail to
capture important patterns such as fraud or high-value customer behavior.

References: [Sam24]
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DO — Process raw data only once

Processing raw data only once means designing workflows in which raw data is ingested
and transformed a single time into reusable intermediate or final outputs.

Context: Data engineering and machine learning pipelines where raw data is repeatedly
accessed, transformed, or recomputed across multiple stages or workflows.

What: Ensure that raw data is processed once and the results are stored and reused,
rather than repeatedly reprocessing the same raw inputs in different parts of the system.

Reason: Repeated processing of raw data increases computational cost, introduces po-
tential inconsistencies, and reduces reproducibility. Processing data once and reusing the
results improves efficiency, consistency, and reliability of data pipelines.

Consequences: This improves performance and consistency by avoiding redundant com-
putations and ensuring that the same transformations are reused. However, it may require
additional storage and careful management of intermediate data artifacts to maintain cor-
rectness over time.

Exemplifications: For example, instead of recomputing feature extraction from raw logs for
every model training run, the processed features are computed once and stored, allowing
consistent reuse across experiments.

References: [eug23]
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DO - Remove outliers

Removing outliers refers to the process of identifying and eliminating data points that
significantly deviate from the majority of observations and are considered likely to be
erroneous or not representative of the underlying data distribution.

Context: Data preprocessing and feature engineering stages in machine learning pipelines
where noisy, corrupted, or anomalous observations may be present in collected datasets.

What: Identify and remove data points that are statistically or contextually extreme and
are considered invalid, noisy, or not representative of the target data distribution for the
intended analysis or model training.

Reason: Outliers can distort statistical summaries, bias parameter estimation, and neg-
atively affect the performance and stability of machine learning models. As highlighted
in data preprocessing and ML best-practice literature, handling outliers appropriately is
important to improve data quality and model robustness.

Consequences: Removing outliers can improve model stability, reduce noise, and enhance
predictive performance when the outliers are truly erroneous. However, inappropriate
removal may lead to loss of meaningful rare cases, reduced data diversity, and biased
models that fail to capture important edge behaviors.

Exemplifications: For example, in a sensor-based temperature dataset, values such as -999
or 9999 may appear due to device malfunction or logging errors and should be removed
or treated as invalid. However, naturally extreme but valid observations (e.g., unusually
high temperatures during a heatwave) should be retained to avoid distorting the model’s
understanding of real-world variability.

Related resources:

e Data cleaning: because the removal of outliers is one of the steps of the data cleaning
process, in which extreme or erroneous values are corrected or excluded.

References: [Til21, Mak18, BLR*24, SHHJ22, Pho22, Cen24, Kao2l, Zwi22, BLR*24]
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DO — Responsible data management

Responsible data management refers to the structured and ethical handling of data across
its lifecycle, ensuring that data is collected, stored, processed, and used in a controlled,
transparent, and accountable manner.

Context: Data-intensive systems and machine learning workflows where data is collected
from multiple sources, processed through pipelines, and used for training, evaluation, and
deployment of models.

What: Establish and apply practices that ensure data is managed in a structured, trans-
parent, and controlled way across its lifecycle, including clear ownership, access control,
documentation, and governed usage of data assets.

Reason: Responsible data management is necessary to ensure data quality, consistency,
and trustworthiness in data-driven systems. Without structured management practices,
data becomes fragmented, difficult to trace, and prone to misuse or misinterpretation,
which negatively impacts analytical and machine learning outcomes.

Consequences: Applying responsible data management improves data reliability, trace-
ability, and accountability, enabling more robust and trustworthy machine learning sys-
tems. However, it may introduce additional organizational overhead, require coordination
between stakeholders, and increase the need for governance infrastructure and compliance
monitoring.

References: [Lau23, She25, HTK23]
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DON'T — Schema on read

When data is loaded into storage in its raw, native format without any upfront validation
or transformation, and the structure (schema) is interpreted and applied dynamically at
the time the data is read (queried) by the consumer. This contrasts with the traditional
Schema-on-Write approach (used by relational databases), where the structure is enforced
before the data is written, and any data not conforming to the schema is rejected.

Context: Data lakes, large-scale data storage systems, and machine learning pipelines
where heterogeneous data from multiple sources is ingested in raw form and later consumed
for analytics, feature engineering, or model training.

What: Do not rely on interpreting or enforcing data structure only at read or query
time without prior validation or standardization during data ingestion. Avoid storing
unvalidated raw data without defined schema expectations for downstream use.

Reason: Schema-on-read can lead to inconsistent interpretations of the same data, as
different consumers may apply different schemas or assumptions at query time. This
increases the risk of data quality issues, integration errors, and unreliable machine learning
features due to lack of early validation and standardization.

How to avoid: Define and enforce schema constraints during data ingestion, apply valida-
tion and standardization before storing data, and maintain consistent schema definitions
across data consumers to ensure uniform interpretation of datasets.

Exemplifications: For example, storing raw JSON logs without enforcing field consistency
may lead to different applications interpreting missing or renamed fields differently, result-
ing in inconsistent features used for model training.

References: [STR24|
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BE AWARE — Small number

When data values represent numbers in the range (0,1). If several such values are multiplied
in subsequent operations, the calculation result can be very small and has many decimal
places. As decimal places are often limited manually (e.g., three decimal places) or by the
system (i.e., arithmetic underflow), this can lead to incorrect further processing (e.g., 0.02
*0.02 = 0.0004).

Context: Numerical data processing and machine learning pipelines where features con-
tain values in the range (0, 1), especially in probabilistic, normalized, or ratio-based rep-
resentations that undergo repeated arithmetic operations.

Of what: Be aware of numeric attributes containing values in the range (0, 1), especially
when such values are used in repeated multiplication or aggregation operations that can
produce extremely small results.

Reason: Small values can lead to numerical precision issues in computational systems
due to limited floating-point precision or rounding constraints. In iterative or multiplica-
tive computations, this may result in values that underflow or are rounded inconsistently,
affecting the correctness of downstream processing.

Mitigation: Apply appropriate numerical scaling, use higher-precision data types when
needed, and avoid unnecessary repeated multiplication of small values without normaliza-
tion or stability checks.

Exemplifications: For example, multiplying several probability-like values such as 0.02 x
0.02 x 0.02 can produce extremely small results (e.g., 0.000008), which may be rounded
or truncated by the system, leading to incorrect downstream computations or loss of sig-
nificance.

References: |[RRDNP24, FFR22]
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BE AWARE — Special characters in data

When non-alphanumeric characters (like punctuation, symbols, or even control characters)
are embedded within data fields in a way that is inconsistent, unintended, or carries implicit
meaning. This is not about characters that are part of the legitimate data (such as a hyphen
in a phone number or an apostrophe in a name), but about characters used as delimiters,
flags, or formatting markers within a single field.

Context: Data ingestion, storage, and preprocessing pipelines where textual or structured
data is collected from heterogeneous sources such as user input systems, APIs, logs, or
external databases, often leading to unintended inclusion of special characters.

Of what: Be aware of data fields that contain special characters used inconsistently, such
as embedded delimiters, hidden formatting symbols, or symbols that unintentionally affect
parsing, encoding, or interpretation of values.

Reason: Special characters can introduce ambiguity in data processing by interfering with
parsing rules, encoding schemes, or string matching operations. As a result, they may
lead to incorrect feature extraction, data corruption during transformation, or inconsistent
interpretation across systems.

Mitigation: Standardize input encoding, sanitize data during ingestion, escape or remove
unintended special characters, and enforce consistent formatting rules for fields that may
contain symbolic or textual noise.

Exemplifications: For example, a field such as “John | Doe” may use the pipe symbol as an
unintended delimiter, causing incorrect splitting of a single value into multiple attributes
during parsing. Similarly, hidden control characters may disrupt string comparisons or
database imports.

References: [RRDNP24, SCvD22, FFR22]
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BE AWARE - Split value data

When a single logical piece of information is unnaturally split across multiple columns in
the same table, instead of having one column that holds a complete value, the value is
fragmented. This violates the principle that a column should represent a single, atomic
attribute of an entity.

Context: Data integration and preprocessing stages in machine learning pipelines where
data is collected from multiple sources or legacy systems, often leading to attributes being
represented across multiple columns instead of a single atomic field.

Of what: Be aware of cases where a single real-world attribute is distributed across multi-
ple columns, requiring reconstruction or concatenation to obtain the complete value instead
of being stored as one atomic field.

Reason: Split values reduce data quality by violating attribute atomicity, increasing com-
plexity in data processing, and making feature extraction and interpretation more error-
prone. They can also lead to inconsistent handling of the same concept across different
parts of a dataset or pipeline.

Mitigation: Redesign the data schema to ensure each attribute is stored in a single column
as a complete atomic value, and merge fragmented fields during preprocessing or data
integration stages.

Exemplifications: For example, a full date stored across separate columns such as ” Year =
2024”7, "Month = 017, and ”Day = 15” instead of a single standardized date field requires
recombination before it can be used for temporal analysis or machine learning models.

References: |[RRDNP24]
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BE AWARE — Strings in human-friendly formats

When data that should be stored in a structured, machine-readable format is instead stored
as a free-form string intended for easy human reading or input. This often involves using
a single string to represent multiple pieces of information with formatting like commas,
spaces, or currency symbols.

Context: Data ingestion, integration, and preprocessing pipelines where data is collected
from heterogeneous sources such as user input forms, APIs, or legacy systems, often leading
to free-form textual representations of structured information instead of properly typed and
structured fields.

Of what: Be aware of fields where structured or multi-attribute information is encoded
as a single free-form string, often including multiple values combined using delimiters,
formatting symbols, or human-readable conventions instead of separate typed attributes.

Reason: Storing structured information as free-form strings reduces data consistency,
complicates parsing and feature extraction, and increases the risk of interpretation er-
rors across different systems. It also limits the ability to validate, query, and transform
data efficiently in machine learning and analytical workflows.

Mitigation: FEnforce structured data schemas at ingestion time, separate distinct attributes
into dedicated columns, and apply parsing and validation rules to convert free-form strings
into normalized and machine-readable formats during preprocessing.

Exemplifications: For example, storing a value like ”12.5 USD, shipped, 2024-01-01” in a
single string field instead of separate columns for price, status, and date forces downstream
systems to manually parse and interpret the information, increasing the risk of errors and
inconsistent feature extraction.

References: |[RRDNP24, SCvD22]
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BE AWARE - Suspect data distribution

Suspect data distribution refers to situations where the observed distribution of values in
a dataset deviates from expected, domain-consistent, or statistically plausible patterns,
potentially indicating data quality issues or collection problems.

Context: Data analysis and machine learning preprocessing stages where datasets are ag-
gregated from multiple sources or collected over time, and statistical properties of features
are expected to follow known or stable patterns.

Of what: Be aware of feature distributions that appear inconsistent with domain expec-
tations or historical behavior, such as unexpected skewness, abnormal concentration of
values, or distributions that suggest data collection or preprocessing anomalies.

Reason: Unusual or implausible data distributions may indicate underlying data quality
problems such as sampling bias, data corruption, measurement errors, or incorrect prepro-
cessing steps. These issues can mislead statistical analysis and degrade machine learning
model performance by violating assumptions about the data-generating process.

Mitigation: Validate feature distributions using exploratory data analysis, compare dis-
tributions against historical or domain knowledge baselines, and investigate anomalies
through data profiling and pipeline auditing before model training.

Exemplifications: For example, a feature representing customer age may show an unre-
alistic concentration of values around a single age (e.g., all entries being 30), which may
indicate data imputation errors or default value filling rather than true observed behavior.

References: |[RRDNP24, FFR22, Til21]
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BE AWARE - Suspect data precision

When the numerical precision (the number of decimal places or significant figures) of data
values appears inconsistent, excessive, or inappropriately rounded, leading to suspicion
about the data’s true accuracy or source.

Context: Numerical datasets in machine learning and data analytics pipelines where val-
ues are collected from multiple sources, sensors, or systems with different measurement
and storage precision levels.

Of what: Be aware of numerical attributes whose precision is inconsistent across records or
unnecessarily high/low relative to the domain, indicating potential measurement, storage,
or preprocessing artifacts.

Reason: Inconsistent or suspicious precision may indicate data acquisition errors, incorrect
type conversions, or unintended rounding during preprocessing. This can distort statistical
analysis and negatively impact model stability and interpretability.

Mitigation: Standardize numerical precision based on domain requirements, validate mea-
surement resolution during data ingestion, and apply consistent rounding or normalization
strategies across datasets.

Exemplifications: For example, a dataset may contain values such as 12.3, 12.3000000001,
and 12.300, suggesting inconsistent precision caused by floating-point representation or
improper data formatting during storage or transformation.

References: [HS25, FFR22, RRDNP24]
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BE AWARE — Suspect date/time interval

When time intervals between consecutive date or timestamp values appear inconsistent,
implausible, or violate expected temporal patterns in the data.

Context: Time-series data and event logs in machine learning and data analytics pipelines
where temporal ordering and regular sampling are expected or assumed.

Of what: Be aware of irregular or inconsistent time intervals between records that devi-
ate from expected temporal patterns, such as unexpected gaps, duplicates, or unrealistic
frequency changes.

Reason: Irregular or suspicious time intervals may indicate missing data, logging errors,
clock synchronization issues, or incorrect data aggregation, which can distort temporal
analysis and forecasting models.

Mitigation: Validate temporal consistency during preprocessing, enforce chronological or-
dering, and apply resampling or interpolation techniques when appropriate to ensure con-
sistent time intervals.

Exemplifications: For example, a sensor dataset expected to record measurements every
10 minutes may contain irregular gaps of several hours or duplicate timestamps, indicating
data loss or logging failures.

References: [RRDNP24, FFR22, SCvD22]
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BE AWARE - Suspect date value

When individual date values in a dataset appear invalid, inconsistent, or implausible with
respect to the expected temporal context or domain constraints.

Context: Datasets containing temporal attributes such as event logs, transactions, or user
activity records collected from heterogeneous systems or manual input sources.

Of what: Be aware of date values that fall outside valid ranges, violate logical constraints
(e.g., future dates in historical records), or are inconsistent with related temporal at-
tributes.

Reason: Invalid or implausible date values often arise from data entry errors, format
misinterpretation, or incorrect system defaults, leading to incorrect temporal analysis and
unreliable downstream processing.

Mitigation: Validate date formats and ranges during ingestion, enforce domain-specific
temporal constraints, and standardize date parsing across all data sources.

Exemplifications: For example, a transaction dataset may contain a date such as 2099-01-
01 for historical records, indicating either a data entry error or incorrect system-generated
default values.

References: [RRDNP24, FFR22]
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BE AWARE — Suspect sign

When there is a value with the opposite sign of the majority of the data values.

References: [HS25]
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BE AWARE — Synonyms in data

When the same concept or meaning is represented by multiple, different names, terms, or
codes within a dataset or across related datasets (e.g., in a Gender column, you might have
values like: M, Male, and Man and in an address dataset, one source uses St. for Street,
while another uses Street).

Context: Integrated datasets and data preprocessing pipelines where information is col-
lected from multiple sources with inconsistent naming conventions or coding schemes.

Of what: Be aware of multiple representations of the same semantic concept, such as
different labels, abbreviations, or codes used interchangeably for identical values.

Reason: Synonyms in data lead to fragmentation of categorical values, reducing data
consistency and causing incorrect aggregation, analysis, or feature encoding in machine
learning models.

Mitigation: Standardize categorical values using mapping tables, enforce controlled vo-
cabularies, and harmonize naming conventions across data sources during preprocessing.

References: |[RRDNP24, FFR22]
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BE AWARE - Unsound/missing metadata

When metadata describing datasets, features, or data processing steps is incomplete, in-
consistent, or unreliable, reducing the interpretability and usability of the data.

Context: Machine learning and data engineering pipelines where datasets are shared,
reused, or integrated across teams without sufficient documentation or metadata manage-
ment practices.

Of what: Be aware of datasets or features that lack proper metadata, contain outdated
descriptions, or have inconsistent or missing documentation about structure, meaning, or
provenance.

Reason: Missing or unreliable metadata reduces data transparency, makes interpretation
difficult, and increases the risk of incorrect assumptions during analysis or model develop-
ment. This also hinders reproducibility and data governance.

Mitigation: Maintain up-to-date and standardized metadata documentation, enforce meta-
data requirements during dataset publication, and ensure traceability of data sources and
transformations.

Exemplifications: For example, a dataset column labeled "value” without any descrip-
tion may represent different meanings across datasets, making it impossible to correctly
interpret or reuse the data without additional context.

References: [BVG21]
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Appendix B

Answers of the Experts

This appendix reports the answers of the four experts who took part in the evaluation
described in Chapter 5, exactly as they were returned. The experts are identified as
Expert 1 to Expert 4; the order is arbitrary and does not correspond to the order in which
they were invited. Table B.1 reports the first part of the questionnaire, which concerns
the resources, and Table B.2 the second part, which concerns their complete descriptions.
Expert 4 did not answer the second part.

Within each kind the resources are listed in alphabetical order. A dash means that the
expert left the question unanswered, in most cases because he preferred to write a comment
instead of choosing one of the options. The answers are abbreviated as follows.

Useful, Familiar, Clear Y yes, N no.

Effect of AI E it will be easier to use, B it will be as before, U it will become useless.

Level of detail R right level of detail, C too concise, D too detailed.

Table B.1: Answers of the experts on the resources (first part of the questionnaire).

Useful Familiar Effect of Al
Resource 12 3 4 1 2 3 4 1 2 3 4
Be aware
Aggregation mismatch Y Y Y Y Y Y Y Y E B B B
Ambiguous date/time for- Y Y Y Y Y Y Y Y E B E B
mat
Ambiguous value Y Y Y Y Y Y Y Y EB E B
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Table B.2: Answers of the experts on the complete descriptions (second part of the questionnaire).

Clear Level of detail
Resource 1 2 3 1 2 3
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Clear Level of detail

Resource 1 2 3 1 2 3
Data versioning Y Y Y D R R
Document the dataset Y Y Y R R R
Ensure data quality N Y Y C - R
Make data sets available on shared N Y Y C R R
infrastructure (private or public)

Process raw data only once N NY C C R
Remove outliers N N Y C C R
Responsible data management Y N Y D C R
Don’t

Class overlap N Y Y R R R
ETL monolith Y Y Y R R R
ETL monolith N - Y R - R
No data duplication N Y Y R R R
No Data Silos N Y Y R R R
No duplicate data N NY R C R
Over-aggressive filtering Y Y Y R R R
Schema on read N N Y C C R
Consider

Data fabric architecture Y Y Y C R R
Data mesh architecture Y Y Y D R R
Data retention Y Y Y R R R
Incremental data processing Y Y Y R R R
Logical data warehouse Y Y Y D C R
Solve

Data Lake Architecture Y Y Y R R R
Data lakehouse architecture Y Y Y R - R
Data pipeline Y Y Y R R R
Deep lake architecture NY Y C - R
Medallion architecture Y Y Y R C R
NoSQL N - Y C - R
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