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Abstract

Motivated by the work of Cavallaro et al. [5] on the disruption of Sicilian Ma a networks,
and progressively enlarging the eld of investigation to the general perspective of graph
theory, the thesis aims at providing an answer to the question on whether it is possible
to build a theoretical framework to understand the cohesion and the robustness of a
graph. Starting from the idea that a graph already carries, within its own structure, the
information needed to describe its organisation, the thesis introduces two main theoretical
contributions. The rst is a new family of centrality measures, the k-clique community
centrality and its generalised version, together with an auxiliary centrality based on atomic
communities; unlike classical measures such as degree or betweenness centrality, these
gquantities value the role of a vertex within the cohesive structure of the graph. The
second is a general framework for comparing two nite collections of sets, extending
classical similarity measures between individual sets, such as the Jaccard similarity and the
overlap coe cient, to the comparison of entire community subdivisions. The introduced
theoretical tools allow the development of (and subsequent implementation in Python of)
two algorithms: a community detection algorithm, which identi es which graph structure
best reproduces a given subdivision of the vertices, and a disrupting graph algorithm,
which studies the robustness of a graph by progressively removing vertices according to a
chosen centrality measure. The two algorithms are designed to work together, using the
structure discovered by the rst to guide the choice of centrality and robustness measures
in the second. The framework is nally applied to the meetings network built from the
judicial documents of the 2007 Montagna anti-Ma a operation, showing that 4-clique
communities provide the best approximation of the original subdivision into Ma a clans,
and that centrality measures based on this structure are particularly e ective at disrupting
the cohesive groups corresponding to the criminal clans themselves. Moreover, removing
vertices according to these new centralities is shown to target, among the rst individuals
removed, several known Ma a bosses and other key gures of the organisation, con rming
that the structural information captured by these measures aligns with the actual roles
played by individuals within the criminal network. During the development of this work, |
also had the opportunity to discuss the proposed approach with two of the authors of the
paper that originally motivated this thesis, Dr. A. Ficara and Prof. G. Fiumara, whose
interest in the framework and in its preliminary results provided further encouragement
to pursue the addressed direction.



Introduction

The starting point for this thesis can be traced back to the nal project of the course
#DIMA (Divulgazione Matematica). The project consisted of preparing a podcast on a
mathematical topic and presenting it in a way that was su ciently accessible and engaging
for the chosen audience. At a time when true-crime podcasts are becoming increasingly
popular, | started wondering whether mathematics had ever played an important role in
the investigation or analysis of criminal cases.

| found several interesting examples, but the studies that attracted my attention the
most were those concerning organised crime. In these studies, the authors do not neces-
sarily claim that the mathematical methods were directly used during the investigations.
Rather, mathematical and computational techniques are applied to data collected during
investigations in order to identify patterns, relationships, and structural properties that
can help describe and understand organised criminal groups. In particular, the represen-
tation of criminal organisations as networks provides a natural connection between the
analysis of organised crime and graph theory.

The paper that attracted my attention the most was \Disrupting resilient criminal
networks through data analysis: The case of Sicilian Ma a" by Cavallaro et al. [5]. In
this work, the authors analysed data obtained from judicial documents related to the
2007 Montagna anti-Ma a operation and constructed networks representing interactions
between individuals. In particular, they considered two di erent networks: a calls net-
work, based on wiretapping data, and a meetings network, based on information collected
through surveillance activities. The nodes represent individuals, while the edges represent
interactions between them. The authors then studied the resilience of these networks by
simulating di erent node-removal strategies and analysing how their structure changed as
individuals were progressively removed. Several centrality measures were considered in or-
der to investigate whether highly central individuals were also associated with important
positions within the criminal organisation.

Reading this paper led me to several questions. Could the organisation of Ma a clans
be inferred from the network structure alone, using only information about calls or meet-
ings? Are there individuals who are more important than others because of their position
within the network? If so, could mathematical measures of centrality help identify them?

These questions became the starting point for my work. Rather than simply trying to
reproduce the analysis carried out by Cavallaro et al., | decided to take a step backwards
and investigate the mathematical structures underlying the problem. If Ma a clans can
be represented as groups of vertices in a graph, then questions concerning the organisation
of the clans, the importance of particular individuals, and the resilience of the network
can be reformulated as more general questions in graph theory.

My original questions therefore evolved into the following:



~ Are there graph structures that can naturally describe the points of aggregation of
a graph?

" How can the robustness of a graph be measured?

" Which vertices are most important for maintaining the structure of a graph, and
whose removal causes the graph to disrupt more rapidly?

At this point, | realised that the problem was no longer restricted to the analysis
of a Ma a network. It had become a problem in graph theory, and | therefore started
looking for mathematical tools that could provide answers to these more general questions.

| began this investigation in Chapter 1, where | rst introduced the basic de nitions
of graph theory that are needed throughout the thesis. This preliminary step is particu-
larly important because terminology and notation are not completely uniform across the
literature. | therefore considered it necessary to explicitly state the de nitions adopted
in this work, so that all the concepts used in the following chapters have a precise and
unambiguous meaning.

In the same chapter, | then investigated which mathematical structures could be used
to identify meaningful groups of vertices within a graph. In other words, | wanted to
understand whether, given a graph, it is possible to identify a natural way of grouping
its vertices and whether the graph contains an intrinsic substructure that can provide
information about its organisation. These ideas are formalised through the graph struc-
tures introduced in Section 1.2.1. In particular, | focused on clique-based structures and
k-cliqgue communities, which later proved to be particularly relevant for the application
considered in this thesis.

Once | had identi ed possible structures within a graph, another question naturally
arose: how can the importance of individual vertices be evaluated? This problem is
already addressed in graph theory through the concept of centrality, discussed in Section
1.2.2. Classical measures such as degree centrality and betweenness centrality provide
di erent ways of assigning importance to vertices according to their position in the graph.

However, | wanted to investigate whether the information provided by the identi ed
graph structures could also be incorporated into the de nition of centrality. For this rea-
son, | introduced new centrality measures based on the community structures described in
the previous section. The aim was to give greater importance to the structural role played
by vertices within the communities of the graph and to investigate whether this informa-
tion could provide a di erent perspective from that obtained through classical centrality
measures. These de nitions represent one of the original contributions developed in this
thesis.

After dividing a graph into communities or other meaningful substructures, | also
needed a way to determine how well one subdivision resembles another. This led me
to the problem of comparing collections of sets. In Section 1.3.1, | therefore started by
introducing some notions of similarity and distance between nite sets. Many of these
measures have their origins in biological and botanical applications, where they were
developed to compare the distribution of ora and fauna in di erent geographical areas.

Measures such as the Jaccard similarity and the overlap coe cient, however, compare
two sets at a time. This is not su cient when the object of comparison is a whole subdi-
vision of the vertices into several communities. | therefore extended these ideas in Section
1.3.2 by introducing a framework for comparing collections of nite sets. This allowed me



to quantify how well a collection of communities obtained from a graph reproduces a given
subdivision. This extension represents a further contribution of this thesis and provides
the mathematical basis for the comparison between the graph structures identi ed by the
algorithms and the original subdivision of the vertices.

In Chapter 2, | developed two algorithms, which | then implemented in Python, to
investigate the questions introduced above on given graphs. The rst algorithm, which
| refer to as the community detection algorithm, is designed to determine which of the
graph structures introduced in Section 1.2.1 provides the best approximation of a given
subdivision. In the cases considered in this thesis, the graphs are associated with an initial
subdivision of their vertices, and the aim is to determine which of the mathematically
de ned structures can best reproduce this given organisation. The code for this algorithm
can be found in Appendix A.

The results obtained from the rst algorithm then provide the basis for the second
algorithm, namely the disrupting graph algorithm. In this case, | focus on the problem
of graph robustness. The idea is to rank the vertices according to a selected centrality
measure and progressively remove them from the graph. At each step, | keep track of the
extent to which the graph has been disrupted through a parameter,. This parameter
provides a quantitative description of the structural degradation of the graph and makes
it possible to compare di erent vertex-removal strategies.

The two algorithms are therefore closely connected. The rst algorithm allows me
to investigate which mathematical structures best describe the organisation of a graph,
while the second uses this structural information to investigate the importance of indi-
vidual vertices and the robustness of the graph. In particular, once a relevant community
structure has been identi ed, the corresponding community-based centrality measures can
be used to determine which vertices should be removed rst. And, moreover, the selected
community structure could be useful to de ne the parameter ;, giving importance to
the dismantling of such communities. The code for the second algorithm is provided in
Appendix B.

To make the functioning of the two algorithms clearer, | present two step-by-step
examples in Sections 2.1.2 and 2.2.2. These examples allow the di erent stages of the al-
gorithms to be followed in detail and show how the quantities introduced in the theoretical
part of the thesis are used in practice.

During the development of this work, | also had the opportunity to discuss the origi-
nal problem with two of the authors of the paper that had initially inspired my research,
Dr. A. Ficara and Prof. G. Fiumara. We discussed the problem in greater detail, and |
presented the mathematical framework that | had developed through the study of graph
analysis. In particular, | explained my intention to investigate whether the structures
and centrality measures introduced in this thesis could provide meaningful results when
applied to the networks constructed in their study of the Sicilian Ma a. They showed
considerable interest in this approach and expressed their curiosity about the results that
could be obtained from the application of my framework to the original networks.

In Chapter 3, | nally apply the framework | developed to a real-world network,
namely the meetings network considered in the work of Cavallaro et al. This represents
an important step in the development of the thesis, since it allows the theoretical and
computational framework to be tested on an actual network obtained from a real criminal
organisation.



In Section 3.3, | rst investigate which of the graph structures introduced in Chapter
1 best reproduces the original subdivision of the network into Ma a clans. The results
show that the 4-clique communities provide the best approximation among the structures
considered. This result is particularly relevant for the subsequent analysis because it gives
a mathematical justi cation for focusing on 4-cligue communities rather than selecting
them arbitrarily.

This nding led me to apply the second algorithm using not only the two classical
centrality measures, degree centrality and betweenness centrality, but also the centrality
measures | had introduced on the basis of the 4-cligue communities. In this way, | could
investigate in Section 3.4 whether taking the internal community structure into account
provides a di erent and potentially more e ective way of identifying the vertices whose
removal most strongly a ects the network.

Finally, as a further contribution, | introduced several versions of the parameter; in
order to evaluate the e ectiveness of a disruption strategy from di erent structural per-
spectives. In particular, these de nitions allow the e ect of node removal to be evaluated
with respect to the disintegration of the 4-clique communities and, more generally, of the
k-cligue communities of the graph. This makes it possible to move beyond a measure
based only on the global connectivity of the network and to investigate how the specic
structures identi ed within the graph are a ected by the removal of important vertices.

The path followed in this thesis therefore started from a concrete question concerning
the analysis of organised crime and progressively developed into a more general investi-
gation in graph theory. The Sicilian Ma a network provided the original motivation and,
ultimately, the real-world setting in which the proposed framework could be tested. The
study of graph structures, similarities between collections of sets, centrality measures,
and network robustness allowed me to reformulate the original questions in mathematical
terms and to develop new tools for addressing them. The nal application to the meet-
ings network then provided the opportunity to bring these theoretical and computational
developments back to the problem that initially inspired this work.



Chapter 1

Basic Notions on Graphs

The origins of graph theory, as speci ed in [2], are commonly associated with a problem
posed in the city of Kenigsberg in 1736. At that time, the city was divided by the two
branches of the Pregel River and connected by seven bridges. This particular con guration
led to the question of whether it was possible to cross all seven bridges exactly once during
a single walk.

The problem was studied by Leonhard Euler, who introduced an abstract representa-
tion of the city in order to analyse it mathematically. The di erent areas of land were
represented by vertices, while the bridges connecting them were represented by edges.
This abstraction allowed the original geographical problem to be reformulated as a prob-
lem concerning the structure of a graph. By considering the degree of the vertices, Euler
established that no walk satisfying the required conditions could exist.

The signi cance of Euler's contribution lies not only in the result obtained, but also
in the method used to obtain it. The geographical details of the city could be disregarded
and replaced by a mathematical structure containing only the information relevant to
the problem. This showed that properties of a graph can determine whether certain
con gurations or paths are possible, independently of the particular way in which the
graph is represented.

The Kenigsberg bridges problem is consequently regarded as a foundational example
in the development of graph theory. It illustrates the central idea underlying this mathe-
matical framework: complex or apparently di erent problems can be represented through
vertices and edges, allowing their structural properties to be studied using formal math-
ematical tools.

This chapter introduces some basic notions from graph theory, starting from the basic
de nitions on graph theory introduced in Section 1.1 and then developing an interesting
and, in some cases, innovative framework for the graph analysis in Section 1.2. In par-
ticular, several graph structures and centrality measures will be introduced in 1.2.1 and
in 1.2.2, most of them are already well established in the literature, while there will be a
novel contribution of this regarding new centrality measures based on the well-known con-
cept of k-cligue communities. Moreover, in order to better comprehend the interactions
between sets of vertices, some examples of similarities and a new strategy for comparing
collections of sets will be introduced respectively in 1.3.1 and in 1.3.2.

The starting source for the notions introduced in this chapter is provided by the
lecture notes collected during the course "Matematica Discreta e Applicazioni" held by
Professor Aldo Conca at Universita degli Studi di Genova. These notions have then been



reorganised and integrated by referring to the following books: [2], [11], [7], [14] and [5].

1.1 Basic de nitions

In this section the focus is on some starting notions mainly concerning the local approach
of graph theory in order to create a common ground.

De nition 1.1 (Simple graph). A simple undirected graph G, also just called a graph,

is the set of edges.

Remark 1.2. More generally, one can consider a multigraph, that is, a graph that allows
multiple edges, namely distinct edges connecting the same two vertices, as well as loops,
that is, edges connecting a vertex to itself.

Example 1.3. Graphs are generally represented, in the plane, by a nite set of points,
corresponding to the vertices, and a nite set of arcs, corresponding to the edges, each of
which starts at a vertex i and ends at a vertex j. Vertices are usually indexed by natural
numbers and/or letters of the alphabet and, in the cases considered here, their ordering
Is not relevant. Mainly natural numbers will be used in this work. The regions bounded
by edges, together with the unbounded outer region, are called faces. An example of a
multigraph with multiple edges and a loop is shown below.

Figure 1.1

The following is an example of a simple graph.

Figure 1.2

Sometimes, when the graphic representation or the de nition of a graph may appear
redundant, it can also be referred to as a square matrix.

6



De nition 1.4 (Adjacent matrix). Given a graph G = (V;E) where V =f{v 1,1 Vn0,
the adjacent matrix of G is a square matrix n n, denoted as A = (g; ), where a; =1
if there exist an edge connecting the two vertices and v, and O otherwise.

Example 1.5. The adjacent matrix ofo gure 1.2 is

1

01000
1 001
A=B0O 0 0 1
110
01010

De nition 1.6 (Relations among vertices and edges). Two vertices v;v % are said

to be adjacent if they are endpoints of the same edge e. Two edge$ apesaid to be
consecutive if they have a common vertex v. A vertex v and an edge e are said to be
incident if v 2 e. Finally, two faces are said to be adjacent if they share at least one edge.

De nition 1.7 (Degree). Let G = (V;E) be a graph and let v 2 V. The degree of v is
de ned as

(v)=jfe2E :v2egj2N.
That is, it is the number of edges incident to v, counting multiplicities.
Example 1.8. The degrees of the vertices in the graph shown in gure 1.3 are:
A =1, (B) =5; C)=2; (D) =4

Figure 1.3

De nition 1.9 (Subgraph). Let G = (V;E) be agraphandletV ; V andE; E.
G, = (V1; E,) is called a subgraph of G if, for every e =iyv; 2 E 4, one has y;v; 2 V3.

Example 1.10. Given the graph G:

Figure 1.4



an example of one of its subgraphs is given by §(V1; E;) where \{ =f1;2; 3;5; 7g and
E, =ff1;2g;12; 39; f5; 799

Figure 1.5
De nition 1.11 (Complete graph). A complete graph is a graph G = (V;E) where
V=fvyiivagand E=ffv j;vig:ivi vi<vj v ,0.

De nition 1.12 (Walk). Let G = (V;E) be a graph. A walk in a graph is a sequence of
adjacent vertices, not necessarily distinct. A walk is usually denoted as

(Vo; €1;V1; €5 Vo i i1 & V)

Remark 1.13. Note that in simple graphs, the edges of a walk are uniquely determined
by the vertices, so the walk is often referred to asy(V::;wv), with the condition that v,

De nition 1.14 (Path). Let G = (V; E) be a graph. A path is a walk in which no vertex
is repeated more than once.

Remark 1.15. Given a walk from vertex v to vertex w there is always a path connecting
the two vertices.

De nition 1.16 (Shortest path). Let G = (V;E) be a graph and let viw 2 V. A
shortest path between v and w is a path between them having the minimum possible number
of edges. It is often called the distance between vertex v and vertex w.

De nition 1.17 (Distance). Let G = (V;E) be a graph and let v;w 2 V. The distance
between the two vertices v and w is the number of edges composing one of the shortest
path among them.

De nition 1.18 (Cycle). A cycle is a walk in which no vertex is repeated, except for the
rst and last vertices, which coincide.

Example 1.19. Consider the following simple graph



Figure 1.6
" (A,3,4,5,6,4,B) is an example of a
" (A,8,7,B) is an example of a path from A to B;
" (A,6,B) is the only shortest path from A to B;
" (A2,1,A) is an example of a cycle from A to A;

~ the distance between A and B is 2.

De nition 1.20 (Connected or disconnected graph). A graph G = (V;E) is con-
nected if, for every v;w 2 V, there exists a path from v to w. Otherwise it is called
disconnected.

De nition 1.21 (Connected component). A connected component of a graph G is a
maximal connected subgraph, i.e. there is a path between any two vertices that belong to
the subgraph and no other vertex or edge can be added and still have the same property.

Example 1.22. For a better understanding of the connectivity concept, consider the fol-
lowing three graphs

Figure 1.7

The rst graph is a connected graph. The second one is disconnected and it is formed by
three di erent connected components ¢=(E, =13g;V,:=3),C ,=(V,=11;2g;E, =
ff1;2gg) and C3 = (V3 =14;5;6; 7g; E3 = ff4; 5q; 5; 6g; f6; 7g; f4; 79g). The third graph

is often called totally disconnected, meaning that there are no edges and every vertex form
a single connected component.

Remark 1.23. The subdivision into connected components forms a partition of the ver-
tices of the graph.

De nition 1.24 (Bridge). Given a graph G = (V; E), an edge e 2 E is bridge if
IC(G) IC(G o)

where C(G) is the set of all connected components of the graph G and G e is short for
the graph G = (V; E nfeg), meaning the graph G where the edge e is removed.

Example 1.25. In the following graph G, the edge e =13;6g is a bridge,



Figure 1.8
in fact, JC(G)j =1 and jC(G e)j=2.
Sometimes, a graph can carry additional numerical information on the edges or on the
vertices, so it is important to have a way of keeping track of this in uence.

De nition 1.26 (Weight function). Let X be a set. A weight function is a map
assigning each element of the set to a non-negative real number
w: X I[0;+1)
Xi 7! Y i
Since a graph is a couple of two sets, one of vertices and one of edges, the weight
function can be associated with both of them. A vertex-weighted graph is not very
common, but it is still worth mentioning it in this context.
De nition 1.27 (Edge-weighted graph). An edge-weighed graph is a triplet G =
(V;E;we) where V = w;:::;V, is the set of vertices E fA V : JAj = 29 is the
set of edges and
we: E 1[0;+1)
e 7y |
De nition 1.28 (Vertex-weighted graph). A vertex-weighed graph is a triplet G =

edges and
wy:  V 1[0;+1)
v; 7! Y i
Example 1.29. A conventional way of representing the two weighted graphs is the fol-
lowing:

10



Figure 1.9

The rst one is a vertex-weighted graph and the second one an edge-weighted graph.

A special attention is needed for the vertex-weighted graph, whenever the weights are all
natural numbers, in order not to mix the numbers on the vertices with the usual vertex
enumeration.

Remark 1.30. Conventionally, a simple graph can be seen as an edge-weighted graph
with we 1. Moreover, just edge-weighted graphs will be considered and will be referred
to as weighted graphs with the notation G = (V; E; w).

A special note has still to be made, in fact, the de nition of the degree of the vertices
doesn't count the weights on each edge, so it is essential to de ne another quantity for
this purpose.

De nition 1.31. Let G = (V; E;w) be a weighted graph. For a vertex v 2 V, the strength
of v is de ned as X
s(v) = w(e):

e2E
v2e

Thus the strength takes into account the weights of edges incident to v.

Directed graphs provide a natural extension of the framework introduced so far by
incorporating an orientation into the edges between vertices. Unlike the undirected case,
the direction of an edge is relevant and may a ect the structural properties of the graph.

De nition 1.32 (Directed graph). A directed graph, also called digraph for short, is
a pair (V;E) of disjoint sets, where V is the set of vertices and E is the set of edges,
together with two maps

init: E 1V; ter:E 1V;

assigning to each edge e 2 E an initial vertex init(e) and a terminal vertex ter(e). The
edge e is said to be directed from init(e) to ter(e).

Example 1.33. A common representation of a directed graph is

Figure 1.10

and it is obvious why it is important the order of vertices when talking about an edge, in
fact there exist the edge e =f4; 3g directed from init(e) = 4 to ter(e) = 3, but it does not
exist the edge &= 3; 49 directed from init(e 9 = 3 to ter(e 9 = 4.

11



Remark 1.34. In this case, contrary to what happens in undirected graphs, the order

in which the vertices of an edge appear does matter. Moreover, if there exists an edge
from vertex v to vertex w, it does not have to exist an edge in the opposite direction.
Consequently, a walk from vertex v to vertex w does not necessarily imply the existence
of a walk from w to v, in fact it is essential to follow the direction of the edges, meaning
the order of the vertices.

De nition 1.35 (In-degree and out-degree). Let G = (V; E) be a directed graph. For
a vertex v 2 'V, the in-degree of v is de ned as

(v) = jfe 2 E : ter(e) = vg;j;
while the out-degree of v is de ned as
*(v) = jfe 2 E :init(e) = vgj:

Example 1.36. The degrees of the vertices in the digraph shown in gure 1.11 are
(A)=0, "(A)=2 B)=2 *(B)=1 (C)=2, *(C)=0; (D) =
1, *(D)=2; E)=1 *(E)=1, F=1 *(F)=1

Figure 1.11

Note that, for example, there is a path from vertex 1 to vertex 3, but not vice versa.

1.2 Sociocentric and egocentric graph analysis

A graph can be analysed from both an egocentric and a sociocentric perspective: the
egocentric perspective focuses on the individual vertices and their interactions with one
another, such as the number of neighbours. The sociocentric one, on the other hand,
describes the relationships among di erent collections of vertices. The properties of in-
dividual vertices and edges provide useful information about a graph, but they do not
fully describe its overall structure. A global approach therefore considers the graph as a
whole, focusing on the relationships among its di erent components and on the structural
properties. This perspective makes it possible to characterize a graph and to identify
patterns that cannot be captured by analysing individual vertices independently.
From now on, only undirected and unweighted simple graphs will be considered.

12



1.2.1 Graph structures: a sociocentric perspective

The aggregations of vertices can be divided into atomic communities and communities or
clusters. Some examples of atomic communities are cliques, n-cliques, n-clans, n-plexes
and n-cores. Gluing together atomic communities of the same kind, with the rules of the
case, produces communities. In this section only k-clique communities will be analysed.
Note that n; k 2 N; however for clarity the letter n will be used for the atomic communities
whearas the letter k will be used for k-clique communities to avoid any potential confusion
with n-cliques.

De nition 1.37 (Clique). A complete subgraph, i.e. a subgraph with mutually adjacent
nodes, is called clique. The cardinality of the set of vertices of the subgraph is called the
size of the clique.

De nition 1.38 (Maximal clique). A maximal clique is a clique that is not properly
contained in any larger clique of the graph.

Example 1.39. Consider the following representation of the graph G = (V;E) with
V =11;2;3;49 and E = ff1; 2g; f1; 39; 1, 49; f2; 39; f2; 49; f3; 499

Figure 1.12

G is a clique of size 4 and it is also a maximal clique of size 4. But, for example,
G, =(V,=11;3;4q9;E, =ff1; 3g;f1; 49;13; 499) is not a maximal clique, but it is just a
clique

Figure 1.13

Consider the graph &= (V ¢ E9 with V°=f1; 2; 3; 4g and E° = ff1; 2g; f1; 3g; f1; 49; f2; 3g; f3; 499,
depicted in the following gure

13



Figure 1.14

is neither a clique nor a maximal clique, but it is formed by two di erent maximal cliques
Gy = (V2 = f1;3;4g;E? = ff1;39;f1;49;f3;49g) and G = (V) = f1;2;3g;EJ =
ff1; 2g; f1; 39; f2; 399)

Figure 1.15
sharing the vertices 1 and 3 and the edge connecting them.

The concept of clique is quite selective, so more relaxed variations on the idea can be
found, such as n-plexes and n-cores.

De nition 1.40 (n-plex). Let n;m 2 N. An n-plex of size m is a subgraph with m
vertices such that each vertex is connected to at least m n of the others.

Example 1.41. Consider the following representations of three di erent graphs

Figure 1.16

The rst graph represents a 1-plex of size 5 that is also a clique. In fact, the de nition
itself says that a 1-plex of size m is a subgraph where every node is connected to at least
m 1 nodes, meaning that every node of the subgraph is connected to all the other nodes
of the graph except for itself, since loops are not allowed in simple graphs. This de nition

is equivalent to the de nition of cliques.

The second graph is a 2-plex of size 5 because each vertex has degree at least 3. To be
more precise, all vertices of this graph have degree 3 except for vertex 2 which is connected
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with 4 other vertices.
The third graph is an example of a 3-plex because each vertex has degree at least m n =
5 3=2.

A peculiarity of cliques and n-plexes is that they don't form a partition of the vertices
of the graph, in fact, overlapping is admitted and a vertex can be part of more atomic
communities.

De nition 1.42 (n-core). Let n 2 N. An n-core is a subgraph in which each vertex is
adjacent to at least n other vertices of the subgraph.

Example 1.43. Here is an example of a 3-core that is not a clique

Figure 1.17

Remark 1.44. Note that an n-core with m vertices is also a (m n)-plex of size m, in
fact, a (m n)-plex is a subgraph where every vertex is adjacent to at least m (m n) =n
other vertices of the subgraph. Also, in this case, a vertex cannot be part of more n-cores
since, by de nition, two overlapping n-cores would just form a single larger n-core. This
does not happen in the case of n-plexes because of the variable m.

Two other generalizations of cliques are the n-cliques and the n-clans. The main di er-
ence between the two of them is in where the distance between two vertices is considered.
In fact, in the n-cliques the distance between two nodes of the subgraph is calculated
considering all the edges of the graph. In contrast, in the n-clans, only the edges within
the subgraph can be considered.

De nition 1.45 (n-clique). Let n 2 N. An n-clique is a subgraph in which each vertex
IS no more than a distance n away from any other vertices of the subgraph via the edges
of the graph.

De nition 1.46 (n-clan). Let n 2 N. An n-clan is a subgraph in which each vertex is
no more than a distance n away from any other vertices of the subgraph via the edges of
the subgraph itself.

Remark 1.47. By de nition, a 1-clan is just a clique.

Example 1.48. Every n-clan is also an n-clique, but the opposite is false, as shown in
the representation of the graph G
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Figure 1.18

Here, the three vertices 2; 4; 6g form the valid subgraph G = (V =12;4;6¢9;E = ;) and
they also form a 2-clique, but they are not connected via path of the 2-clique itself, so they
are not a 2-clan. Another interesting case is shown in gure 1.19

Figure 1.19

where the subgraph = (V1; E;) where \{ =f1;2; 3;4g and E; = ff1; 29; f2; 3g; f3; 4qg; f1; 499
is a 1-clique but also a 2-clan.

Although there does not exist a concrete de nition, a community is usually considered
to be highly-connected group of vertices of the graph. A common approach for identifying
communities in a graph uses the detection of k-cligue communities.

De nition 1.49 (k-clique adjacency). Given k 2 N, k 2. Two cliques and 0 of
size k are k-adjacent if their intersection is a clique of size k 1, i.e., if they share k 1
vertices.

Example 1.50. In order for two 3-cliques, such as triangles, to be considered 3-connected,
they must share a common edge, namely a 2-clique.

The adjacency de nition allows to glue together di erent cliques.

De nition 1.51 (k-clique connectivity). Given k 2 N, k 2. Two cligues and 0
of size k are k-connected if there exists a sequence of cliques such that any two consecutive
cliques are k-adjacent.

De nition 1.52 (k-clique community). Let k 2 N, k 2. A k-cligue community of
a graph G is a maximal union of cliques of size k that are pairwise k-connected.

Example 1.53. Here is an example of a graph G that has one 1-clique community, one
2-clique community, two 3-cliqgue communities, one 4-clique community.
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Figure 1.20

The identi cation of the k-cligue communities for the graph G = (V; E) proceeds as follows
for di erent values of k:

" Case k = 1: the only 1-cligue community is the isolated vertex.

" Case k = 2: the 2-cligue community correspond to the standard connected compo-
nents, except for isolated vertices. There is just one 2-cliqgue community, that is the
main connected component that contains 8 vertices.

" Case k = 3: Two distinct 3-clique communities emerge:

(a) The upper community C, formed by the single clique of size 3 (triangle) at the
top, consisting of 3 vertices.

(b) The lower community C, formed by the four 2-adjacent cliques of size 3 and
the adjacent bottom-right triangle.

" Case k = 4: There is a single corresponding to the complete
subgraph in the lower-left region of the structure. This community consists of 4
vertices all connected with each other, so it is also a clique of size 4.

In the following part, some noteworthy properties of k-cligue communities are pre-
sented.

Proposition 1.54. Given a graph G, every (k + 1)-clique community of G is contained
in exactly one k-clique community of G.

Proof. To prove the claim, two steps are needed.

" Existence: let G+, be a (k + 1)-cligue community of a graph G. By de nition,
Ck+1 Is @ maximal union of cliques of size k + 1 that are pairwise (k + 1)-connected,
meaning that there exists a sequence of cliques of size k + 1 such that any two
consecutive cliques are (k + 1)-adjacent. This happens when their intersection is a
clique of size k.

Consider now the cliques of size k contained in the cliques of size k + 1 forming
Cx+1 - Any two cligues of size k contained in the same clique of size k + 1 share at
least k 1 vertices and are therefore k-adjacent. Moreover, the sequence of cliques
of size k + 1 connecting the elements of &, induces a sequence of cliques of size
k that are connected through a cliques of size k 1. Hence, &, is contained in a
k-cligue community of G.
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Since the condition for k-adjacency is less restrictive than the condition for (k + 1)-
adjacency, the resulting k-clique community can contain additional vertices and
cliques. By maximality, there exists a k-clique community ¢ such that

C1 C i

A

Unigueness: Suppose that there exist two distinct k-clique communitiesy@Gnd Dy
such that
Cw1 C k\D K-

Since G+ Is a maximal sequence of (k + 1)-adjacent cliques of size k + 1, it also
contains cliques of size k. Thus, Cand Dy share at least one clique of size k and,
moreover, each one of the k-clique communities is a sequence of k-adjacent cliques of
size k. Consequently, they are k-connected and, by maximality, must belong to the
same k-cligue community. This contradicts ¢ 6= . Therefore, G+, is contained

in exactly one k-cliqgue community.

]

Proposition 1.55. Given a graph G and H one of its subgraphs, every k-cligue commu-
nity of H is contained in exactly one k- clique community of G.

Proof. Also for this claim, the same two steps are needed.
" Existence: it is an immediate consequence of the de nition of subgraphs.

" Uniqueness: Suppose to have H a subgraph of the graph G and that there exist two
distinct k-cligue communities G and Dy of G such that

C! C (\D

where G is a k-clique community of H. For the de nition of subgraph, ¢ G,
so it is a sequence of k-adjacent cliques of size k, connectingad Dy. So, for
maximality, Cx = D .

]

1.2.2 Centrality measures: an egocentric perspective

A crucial objective in graph theory is determining whether some nodes are more important
than others, identifying some nodes playing a key role, or detecting nodes that may be
discharged. To address these questions, it is necessary to quantify the centrality of the
nodes, a mathematical framework that formalizes the importance of a node based on the
in uence that has on the other nodes.

De nition 1.56 (Centrality measure). A centrality measure is a function

F: VIR
Vi 71X

assigning to each node a centrality value.
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In this context, rst some well known centrality measures, such as degree centrality
and betweenness centrality, will be described; then some new centrality measures based
on the global concept of clique communities are going to be introduced.

Perhaps the simplest centrality measure in a graph is just the degree of its vertices. It
Is also called degree centrality whenever it is more appropriate to emphasize its use as a
centrality measure rather than a property of the node. In directed graphs, vertices have
an in-degree and an out-degree, and both may be useful as measures of centrality.

Another centrality measure is betweenness centrality, which is based on shortest
paths. In fact, it is often the case where the importance of a single vertex is based on the
fact that it lies on the shortest path between other two.

De nition 1.57 (Betweenness centrality). Given G = (V; E) a graph, the betweenness
centrality of vertex y 2V is

X r]J!;k

gj;k .

x
I

Vjvk2Vnfv g
Vj 6=y
Where gy is the number of shortest paths from vertex j to vertex k anq;knis the number
of those paths passing through.v

If two distinct vertices belong to two di erent connected components, the correspond-
ing term of the sum evaluates to zero. As a result, the presence of multiple disconnected
components naturally bounds the absolute value of this measure, since paths cannot cross
between isolated components. Consequently, the measure evaluates the importance of a
vertex strictly relative to the component to which it belongs. It is worth noting that,
with this de nition, every path connecting any pair of vertices in an undirected graph
is counted twice: once from vertex;vto vertex vi, once in the reverse direction fromy
to v;. While this double-counting could be solved by dividing the nal score xby 2 for
each vertex vy 2 V, this adjustment does not change the nal ranking of the vertices. In
fact, the importance of this measure is the result in relation with the other vertices, not
the absolute result. Furthermore, by not dividing by 2, the same de nition can also be
extended to directed graphs. In this case, it is important to follow the directions of the
edges in order to calculate the paths because there might exist a path from vertgxto
vertex v but not in the other direction.

When a vertex lies on the shortest path of every distinct couple of vertices, it reaches the
maximum value of the betweenness centrality it can get. A canonical representation of
this situation is the star graph which consists of a central vertex\attached to n 1 other
vertices by single edges. In this con guration, the central vertex\lies on all (n 1)(n 2)
shortest paths.

Figure 1.21
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The graph G has n = 10 vertices and x= (10 1)(10 2) = 72. In fact, there is just one
shortest path between any couple of vertices and it passes through so every possible
couple of vertices formed by two di erent vertices that also di er from y contributes 1 to

the sum of the betweenness centrality. The sum of all these possible couple of vertices is
(n 1)(n 2).

It is sometimes convenient to normalize the formula of betweenness centrality in order to
obtain values in the range [0,1].

De nition 1.58 (Normalized betweenness centrality). Given a graph G = (V;E),
the normalised betweenness centrality of vertex2/V is

X: = 1 X n};k
| = _n
(n 1)(n 2) Vj Vi 2V nv; Ik

Vj 6=y

Each centrality measure produces a ranking of the vertices of the graphs re ecting
the speci c features the measure is designed to capture. When a vertex exhibits high
scores across multiple centrality measures, it indicates that the vertex has a position of
structural importance. Conversely, if the scores of all measures are low, it could probably
mean that this node has a small impact on the entire structure of the graph, suggesting
it might be discharged depending on the analytical context. Some vertices might have
high betweenness centrality and low degree centrality, or vice versa. Consequently, it is
important to carefully consider whether the interest of the analysis is based on how well
connected a vertex is or on how often a vertex falls \between" others.

Example 1.59. The following graph is an example of measures discrepancies:

Figure 1.22

in fact, for example, vertex 1 has a low degree centrality, (1) = 2, but a high betweenness
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centrality:

xi_ 1 X N
2 2Vj Vi 2V nflg Yk
Vj 6=\k
ni. ni. ni ni. ni. ni ni ni. ni.
- 2:3 + 2:4 + 2:5 + 2:6 + 2:7 + 2:8 + 34 + 35 + 3:6
B3 G4 s GRe R7 s Bas  OBs  OBe
n%ﬂ + r]%;8 + n411;5 + n411;6 + n411;7 + n411;8 + n%;G + n%;? + n%;B
Bz PBse W5 Ue 7 s Os  O57  UOss8
nk. nk. ni.
+ 6;7 + 6;8 + 7:8
Os7 UOss Ors
o o1 11 1 O 1 1 1 1 1 1 1 1
i S
11 1 1 1 1 1 1 1 1 1 1 1 1 1
O 0 0 0O O o
+ -4 - —F —+ —+ —
1 1 1 1 1 1
=12

Here is the graph with the degree centralities calculated for each vertex:

Figure 1.23

and the one with the betweenness centralities:

Figure 1.24

Before shifting the focus to a novel contribution to this work, two further centrality
measures are introduced, despite being frequently overlooked. These are called Katz

centrality and collective in uence.
Katz centrality de nes the centrality for a vertex based on the centrality of its neigh-

bours

De nition 1.60 (Katz centrality). Given a graph G = (V; E), the Katz centrality of a

vertex is de ned as
X
ck (vi) = a;;; Cx (j) +
vj 2V nfv ig

where and are positive constants, A = (a;; ) is the adjacency matrix of the graph,
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Remark 1.61. The parameter controls the initial centrality, while the parameter
satis es the inequality:

1
maxf ;:1 i ng

De nition 1.62 (Collective in uence). The collective in uence computes the centrality
of a vertex v 2V of a graph G = (V; E) according to the formula
X
Ch(v)=((v) 1) (w) 1)

w2 B(v;l)

where (v) is the degree of the vertex v, B(v; ) is the ball of radius | centered on the vertex
v and B(v;l) is the frontier of the ball, that is, the set of vertices at distance | from v.

Having introduced k-cligue communities as an e ective way of clustering vertices of
a graph in the previous subsection, it is natural to investigate whether this concept can
also be used to de ne a new centrality measure and whether such a measure can provide
additional information for the study of graph structures. Centrality measures incorpo-
rating k-cligue community information have already been proposed in the literature [16],
but the approach developed in this work introduces a di erent centrality measure based
directly on the structure of these communities.

Let G.(v) denote the set of all k-cligue communities containing the vertex v, C one of
its elements and jCj the number of vertices contained in C. A rst attempt to de ne a
centrality measure is given below.

De nition 1.63. Given a graph G = (V;E) and a vertex v 2 V, de ne

b
AAv) = GV

k=2

Remark 1.64. This quantity seems to be quite selective because it is relevant when a high
number of k-clique communities is involved, a scenario that is relatively rare. However, a
property worth noting is that, although the upper bound of the sum is 1, it reduces to a
nite sum due to the niteness of G.

To address the limitation of ¢(i) a more informative measure can be de ned.

De nition 1.65 (k-cliqgue community centrality). Given a graph G = (V;E) and a
vertex y 2V, de ne

o (v) = Qé% IC]

The k-clique community centrality of vertex yis

c(v) = max c(v)

Sometimes, it is bene cial to account for the evolution of the k-cligue community to
which a vertex belongs across di erent values of k. For this reason, consider the following
generalised de nition.

De nition 1.66 (Generalised k-clique community centrality). Given a graph G =
(V;E) and a vertex v2 V, de ne
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ck(v) = [ C

C2Ck (V)
The generalised k-cliqgue community centrality of vertex v is

cv)=  ck(v)
k=3
Remark 1.67. Note that if a vertex of a given graph is part of more k-cliqgue communities
for the same k or for di erent k, the quantity c(v) considers it one time only, since it
takes the union of all relevant communities.

Remark 1.68. Sometimes, it might be useful to calculate these centralities xing a given
k, especially if k-clique communities for that xed k are particularly relevant for the struc-
ture of the graph.

Example 1.69. Consider the following graph and its vertex A

Figure 1.25

To compute its centralities §A), c(A), and c(A), it is necessary analyse the k-clique
communities containing A across all relevant values of k 3:

" For k = 3: vertex A acts as a bridge between the two distinct 3-clique communities
that have 3 and 5 vertices respectively, with just one in common. Thus(®)j = 2.

" For k = 4: vertex A is a member of the single 4-clique community that has 4 vertices,
thus jG(A)j = 1.
For k 5, no cligues exist in G, so jG(A)j =0 for k 5. Consequently, the centrality
values for vertex A are:

R
A= GA)=1+2+1=4;

k=2

c(A) = rr|1(a3x ¢ (A) = max max) JCj = maxf5; 4g = 5;

k3 C2C((A
[ o

c(A) = ck(v) = C =T:
k=3 k=3 C2C, (A)

However, even without using more complex constructions such as k-clique communi-
ties, atomic communities can sometimes provide meaningful information about the struc-

ture of a graph. In such cases, they can be used to de ne a new centrality measure, such
as the following.

De nition 1.70. Given a graph G with a subdivision into atomic communities C =
cc(v)=jfC2C:v 2Cgj
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1.3 Analysing sets of vertices

1.3.1 Similarities between sets of vertices

Comparing nite sets is a fundamental problem in many mathematical and applied con-
texts. Dierent notions can be introduced to quantify the relationship between two sets,
depending on whether their separation, similarity, or structural properties are to be mea-
sured. In this section, three such approaches will be considered: distance, similarity and
metric. These notions provide di erent perspectives for comparing sets and will be useful
in the developments that follow. The rst notion, which will be referred to simply as
a distance in order to avoid cumbersome terminology, is formally a pseudo-semimetric.
The second approach will include the de nitions for classical Jaccard similarity and the
overlap coe cient. Finally, the de nition of metric will be introduced as a further way of
guantifying the relationship between sets, satisfying stronger structural properties.

From now on, unless otherwise specied, X will denote a nite set, while A, B, and
C will denote subsets of X.

De nition 1.71 (Distance). A function

d: P(X) P(X) ! R
(A;B) 7' X

is called a distance on X if, for all A; B, it holds:
" d(A;B) 0 (non-negativity)
" d(A;B) =d(B;A) (symmetry)
" d(A;A) = 0 (re exivity)

De nition 1.72 (Similarity). A function

s: PX) PX) ' R
(A;B) 7! X

is called a similarity on X if, for all A; B, it holds:
" s(A;B) 0 (non-negativity)
" s(A;B) =s(B; A) (symmetry)
" s(A;B) s(AA).

Proposition 1.73. Given a similarity s, if for every A X s(A;A) = 1, then the
following transformations are distances:

“d=1 s,

1
= TS whenever s(A;B) > 0 for every A;B X,
= P 1 s,

~d= " 20 57,

>

d
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" d=In(s).

Moreover, if s(A; A) = > also

d = arccos(s)
is a distance.

Two similarities measures are going to be introduced: Jaccard similarity and overlap
coe cient similarity.

The formal origin of the Jaccard similarity index traces back to the work of Paul
Jaccard in 1912 [10] on the distribution of alpine vegetation. Jaccard argued about
the importance of botanical studies of common species, not only rare ones, for a more
signi cant characterization of the underlying factors of biological distribution. In order
to systematically analyze the presence of common ora, he divides the studied region
into three parts and compares the composition on the ora by introducing the coe cient
of community, now known as the Jaccard similarity, to rigorously quantify the oristic
overlap between these regions. This coe cient is de ned as the ratio of the number of
species shared by two districts to the total number of all unique species present in both
combined. Using this ratio, Jaccard showed that despite their geographical proximity
and similar ecological environments, the plant communities of the three districts have
remarkably distinct compositions.

The concept has been formalized as follows:

De nition 1.74 (Jaccard similarity). The Jaccard similarity s 5 is de ned by

8
31 ifA=B =7
S;(A;B) = ng\Bj

The overlap coe cient, also known as the Simpson coe cient or Szymkiewicz-Simpson
coe cient, is a similarity measure that quanti es the degree of overlap between two nite
sets. The historical origins can be traced back to Simpson's work on the quantitative
comparison of faunal assemblages. In his 1936 study, Simpson used a measure of faunal
resemblance to compare mammalian assemblages from di erent geographical regions [17].
The underlying idea was subsequently formalized in his 1947 work through a coe cient
of faunal similarity based on the number of taxa shared by two faunas relative to the
number of taxa in the smaller fauna [18]. Here, the term taxa denotes the units of
biological classi cation, such as species or genus. In modern set-theoretic notation, this
principle leads to the overlap coe cient de ned below.

De nition 1.75 (Overlap coe cient). The overlap coe cient is a similarity s o de ned
by 3
% 1 ifA=B =
So(A;B) = 0 A=;and B 6=;, or A6=; and B =;
JA\ Bj

min fjAj; jBjg
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A straightforward inspection of the de nition of similarity measure immediately veri-
es that these two expressions constitute valid similarities.

Even though these de nitions are formulated in terms of general sets, the reader is
encouraged to think about X as a set of vertices of a given graph G and as A, B and C as
its subsets of vertices, as illustrated in the upcoming example. Adopting this perspective
early on serves as a valuable exercise to better understand the concepts developed in the
next part of this work, where these de nitions will, indeed, be used to compare sets of
vertices.

Example 1.76. The following example shows how the above de nitions can be applied on

sets of vertices.
If A=f1;2;3;4g and B =f1;2;3;5;6;7;8g

Figure 1.26
. _ JA\B}] _ 3 N JA\Bj 3
then (A;B) = ATB] _ 8 and $5(A;B) = minfiAlBig - 4

And notice that if A =11;2;3;4g and B =11;2;3;4,5;6;7;8g

Figure 1.27

A\ Bj
JA[B]

1
2

A\ Bj
min fjAj; jBjg

4 4
=g" and (A;B) = _Z_l'

s;(A;B) =

It is readily observed that g (A;A) = 1 and so(A;A) = 1 and since the conditions
S(A;B) s(A;A) and s(A;B) 0 hold for any pair of sets A and B and any similarity s,
consequently, for all A and B, the similarity score is bounded such that0 $(A;B) 1
and 0 s o(A;B) 1.These conditions ful ll the hypothesis of 1.73, yielding the following
result:

Theorem 1.77. In accordance with proposition 1.73, the following are distances:

d; =1 s ; is a distance called Jaccard distance;

“do =1 s o is a distance called overlap coe cient distance.
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Furthermore, the same transformation used to obtain a distance can lead to a metric.
This is the case for the Jaccard distance that produces the Jaccard metric. The same
cannot be said for the overlap coe cient distance.

De nition 1.78 (Metric). A function
d: PXX) PX) ' R
(A;B) 7! X

is called a metric on X if, for every A, B and C, there holds:

A

d(A;B) 0 (non-negativity)
“d(A;B)=0ifandonly if A=B

" d(A;B) =d(B;A) (symmetry)

" d(A;C) d(A;B)+d(B;C) (triangle inequality).

Remark 1.79. A metric is a distance with the addition of the triangle inequality and the
fact that if d(A;B) = 0 then A =B.

Theorem 1.80. d ; =1 s ; is a metric.

Proof. It has already been proved that g is a distance, moreover it is obvious from the
de nition that if d ;(A;B) = 0 then A = B. So it is left to prove that the triangle
inequality holds:

d;(A;C) d 5(A;B)+d ,(B;C) (1.1)

There are three cases:
“ifA=C =

" if A=;and C 6= or vise versa but, thanks to the symmetry property of distances,
it is enough to check one case,

" ifA6=;and C 6=.
For the rst case, it suces to show thatd;(;;;)=1 s ;(;;)=21 1=0. So, the
inequality to prove is
0 dy(B)+d 4(B;).

It comes directly from the de nition of distances since d(A;B) O for every A and B.
For the second case, the inequality to prove is the following:

d;(;;C) d ,(;B)+d ;(B;C).
If B =; then
10 (1 1)+(1 0)
11

that is trivially true.
If B 6=, then the validity of

1 1+d ;(B;C)
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comes directly from the non-negativity property of distances.
Another immediate case is the third one when A and C are non-empty sets, but B =;,
in fact

d;y(A;C) d j(A;;)+d 4(;;C)
d;(A;C) 1+1

is veri ed thanks to the upper bound equal to 1 of the distances.
Finally, the core of the proof is when A, B and C are all non-empty sets. By substi-

tuting the de nition d ;(A;B) =1 22, the triangular inequality 1.1 becomes:

JA\C]j 1 JA\Bj + 1 B\Cj

1 = - . .
JALC] JA[B] iB[Cj
JAVC] ,  JA\B]  jB\C]
JALC]) JA[B]  B[C]j

Subtracting 1 from both sides and multiplying by 1 yields:
JA\Cj JA\ Bj +jB\Cj
JA[C]  JA[B]  B[C]

which is equivalent to showing that:
JA\Bj +jB\Cj JA\Cj
JA[B] JB[Cj JA[C]
To simplify inequality 1.2, it is necessary to break up A[B[C into 7 mutually disjoint

subsets A;B;C;D;E; F; G, de ned as follows:

+ 1. (1.2)

A=An(B][C); B=Bn(A[C); C=Cn(A[B)
D=(A\B)nC; E=B\C)nA, F=(A\C)nB
G=A\B\C

To better visualize the subdivision into subsets the following diagram can be drawn:

Figure 1.28

Let a; b; c; d; e; f; g denote the number of elements in the corresponding sets A;B; C;D;E; F; G
and de ne the total number of elements in the union A[B[C as:

v=jA[B[Cj=a+b+c+d+e+f+g

Using these variables, the cardinalities of the relevant intersections and unions become:
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“A\B=D[G 9 jA\Bj=d+g
“B\C=E[G 9 jB\Cj=e+g
*A\C=F[G 3 JA\Cj=f+g

“JjA[Bj=Vv ¢
“jB[Cj=V a
“JjA[Cj=V b

Substituting these expressions into inequality 1.2 yields:

d+g e+g f+g
Vvc Vva v b

+1 (1.3)

For shorthand, we adopt the symbolic notation:
=v a b%vob

d°=d+g; e=e+g; f0=f+g
Inequality 1.3 then reads:
d® €& f0
o' @ B
Multiplying both sides of the obtained inequality by the common positive denominator
at’> 0:

+1 (1.4)

ald’+ b%%® a ¥ %+ aW’
Next, a% I’ ® are expanded in terms of v:
“a¥=(v a)(v b)=v 2 av bv+ab
" b%%=(v b)(v ¢)=v 2 bv cv+hbc
“a%=(v a)(v ¢)=v 2 av cv+ac
Substituting these expansions into the inequality:

(v2 av bv+ab)d °+(v? bv cv+bc)e © (v 2 av cv+ac)f %+(v? av bv+ab)c °

Substituting the terms o, €% f °and @ with their de nitions, multiplying, collecting
terms by powers of v and moving all terms to the right-hand side, the inequality takes
the form:

0 +v 3
+vi(a b c de+f @)
+v(@b+ac+bc+ad+bd+be+ce+2bg af cf)
+(abc abd abg bce bcg +acg + acf):

Dene S; and S by:

(1.5)

S;=ab+ac+bc+ad+bd+be+ce+2bg af cf
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S, = abc abd abg bce bcg +acg + acf:

Notice that the coe cient of v 2 can be rewritten by adding and subtracting f:
abcde+f g=2f (a+b+c+d+e+f+g)=2f v
Therefore, the rst two terms of inequality 1.5 simplify to:
Vi+v2(2f v)=v 3+2fv? v 3=2fy?
The inequality now reduces to:
0 v(2fv+S 1)+S; (1.6)

Expanding 2fv = 2f(a+b+c+d+e+f+Q) all negative terms in S ; (namely af and
cf) are canceled. Then the remaining negative termsin $ (namely abc; abd; abg; bce; bcg)
are completely canceled by the positive terms arising from the expansion of the last v in
the equation.

Since only non-negative terms remain after cancellation (as a;b;c;d;e;f;g 0), the
inequality:

0 V(2fV+S 1)+Sz

is established. O
Example 1.81. The overlap coe cient does not induce a metric in fact, if A ( B then

o JA\Bj 3 A _ B
So(A;B)=1 minAL Bl 1 A Obut A6=B

1.3.2 Comparing collections of sets of vertices

The following framework constitutes a contribution of the present work.

In the previous section, several ways of comparing two nite sets were introduced.
However, in many applications, and in particular in the analysis of graphs, the objects
of interest are not individual sets, but collections of sets. This is the case, for instance,
when the vertices of a graph are divided into communities. Each community can be
represented as a subset of the vertex set, and a community structure can be viewed as a
nite collection of subsets of vertices. In such a setting, comparing two collections of sets
cannot, in general, be reduced to comparing two sets at a time. If a graph can be associated
with two di erent community structures, comparing the communities individually would
require a suitable correspondence between the two collections. Di erent choices of such
a correspondence may lead to di erent similarity scores, and therefore the result of the
comparison may depend on how the communities are paired. To address this problem,
a framework is proposed for comparing two nite collections of sets by considering all
possible correspondences between their elements. The proposed approach consists in
considering all possible bijections between the two set collections and a similarity measure
to evaluate the compatibility of each pair is introduced. Each similarity values are summed
together in order to have a single value for each possible bijection and the maximum score
over all is selected.

More precisely, suppose to have a nite set V and let A = fA;::;;Amg and B =
fB 1;::;;Bhg where A;B P(V) and A 155 An; By i By 2 P(V).
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Example 1.82. Let, for example, V be the set of vertices of the graph G = (V;E) and

A and B be the two collections of the set of vertices induced by the two partitions. Note
that the subdivision of the vertices into communities does not have to be a partition, for

example when k-cligues communities, cliques or n-plexes are used, but for simplicity that
will be the hypothesis for this example.

Figure 1.29

So A =fA 1;Axg with Ay =11;2;3;6;7;99, A, = f4;5;8g and B = fB 1;B,;Bsg with
B, =11;2;3;4q9, B, =15;6;7;8g, B3 =19g.

Since A and B might have two di erent cardinalities, in order to compare their ele-
ments through a bijection, the two collections can be extended by introducing empty sets.
Since several copies of the empty set may be required, the resulting objects are formally
multisets of subsets of V. De ne two new subsets of P(V ) as follows:

A=fA 1;:5 An; g where ; appears in n copies
B=1B 1;:::;Bn; ;09 where ; appears in m copies.

From now on, the cardinality will count all multiplicity of the multiset. So, at this point
JAj =] Bj =m+n, so it is possible to pair the elements of the two new collections by
building all the (m + n)! possible bijections : A! B.

Proceeding further, consider ,.p the set of all bijections betweenA and B. Then,
the similarity between the two new collectionsA and B, can be evaluated by summing
the similarity scores for each pair induced by a xed bijection of ,.p.

De nition 1.83 (Matching similarity score). Given a similarity
s:P(vV) P(V) ![0;1] and a bijection : Al B between two nite collections A
and B of sets of V, the matching similarity score for each is

X
ms() = S(A; (A))

A2 A

The value of ¢() depends on the particular matching induced by the bijection .
Therefore, di erent bijections may produce di erent scores. Since the purpose is to quan-
tify the maximum possible similarity between the two collections, the highest matching
similarity score is considered.
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De nition 1.84 (Similarity score between set collections). Let A and B be two

nite collections of sets with cardinality m and n respectively, and leA and B be the two
nite extensions with cardinality m + n. Let s be a similarity measure and :A! B
be a bijection. The similarity score between A and B is de ned as

score(A; B) = max ms():

A B
Example 1.85. Here is an example to better visualize the construction of this new quan-
tities.
Suppose to have the following graph G with two di erent vertices partitions: A =
fA 19 with A; =11;2;3;4;5;6;7;8;9g and B = fB;; B,g with B; = f1;2;4g and B, =
f3;5;6;7;8;99:

Figure 1.30
The two partition have di erent numbers of sets, so de ne the two new collections:
A=1A 17715520
B=1fB 1;B2;;10.

At this point jAj = j Bj = 3. Now consider all the possible bijections between this two
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collections a5 =f 1 25 3; 45 5 60

10 A § a. A ! §
A, 7' B 4 A, 7' B 4
1 (B o2 N A B
2 IV 2 (1B >

20 A B 50 A I B
Ap 71 5 Ap 71 5
;1 (Y B g ;1 (Y B o
2o (1 B 2 2o (1 B 1

3- Al B 6- Al B
AL 7' B » A 7' B »
N A B 1 7' B 1
2 (VB g 2 IV

Then, decide a similarity to calculate the matching similarity scores for every bijec-
tions. In this example suppose to take the Jaccard similarity

8
31 ifA=B =7
SJ(A;B): . .
,SJ.A\BJ. else
JA[B]

X
Take ; and calculate m( ;) = s;(A; 1(A)) as follow. The rst step is to calculate

A2 A
all the three Jaccard similaities:

~ : - . _JA1\B4 _3_1
Si(A1; 1(A1)=s;3(A1;By) = AB. 5 3
" 5361 1G1))=ss(G1B2) = i;i}—:ﬂ: :
"s5(G2 1G2)=83(G2:51)=0.
So

X 1

ms( 1) = Ss(A; 1(A)=s (A 1(A))+s3(G 1 1G))*+sa( 2 16 2) = 3
A2 A
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Do the same for all the other bijections and obtain:

1 1
ms( 1) = 3 ms( 4) = 3
ms( 2)=0 ms( 5)=0
2 2
ms( 3) = 3 ms( 6) = 3
And nally, the similarity score between A and B is:
2
score;, (A;B) = max ms, (i) = :3,:

I A; B
The following proposition provides immediate bounds for the two new de nitions.

Proposition 1.86. Let A and B be two nite collections of sets with cardinality m and
n respectively. Let s be a similarity measure and 2 ,.g. It follows that

"0 m () jJA+]Bj for every 2 A BS
" 0 score s(A;B) jAj+]Bj.

Proof. Since s(A;B) 0 for all A;B 2 P(V), any matching similarity score c () is
de ned as a sum of non-negative real numbers:
X
mg() = s(A; (A)) 0 forall 2 AB:
A2 A

Consequently, also scorgA; B) 0.

To establish the upper bound mg() jAj+Bj, it is necessary to use the de nition
of matching similarity itself, in particular when is declared the hypothesis that is needed
a similarity s : P(V) P(V) ![0;1]. In fact, this proves that m () is a sum of jAj
guantities that are between 0 and 1. Since}j = jAj +Bj, the inequality is proved. This
also prove that scorg(A; B) jAj +|B,. O
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Chapter 2

Algorithms for Structure
ldenti cation and Graph
Dismantling

The aim of this chapter is to apply the tools described in the previous chapter to the anal-
ysis of graphs. This represents an essential theoretical step for achieving a more complete
understanding of graph structures, since it makes it possible to relate abstract concepts,
such as community structures or measures, with given graphs and their properties. In
particular, the focus is on understanding how the structural properties of a graph can
describe the organisation of its vertices and can be the cause of a quick disruption of its
connectivity. To this purpose, two new algorithms have been developed and implemented
in Python.

Suppose that a graph is given together with a subdivision of its vertices. A natural
qguestion is whether one of the community structures described in Section 1.2.1 is able to
reproduce, or at least approximate, the original subdivision of the vertices. This question
is particularly relevant when the initial clustering depends on information external to the
graph structure. The rst algorithm has been, indeed, developed to consider a subdivision
of the nodes of the graphs into communities and then to compare the obtained groups
with the original division. The comparison between the sets of vertices is performed using
the two already introduced similarity, meaning the Jaccard similarity and the overlap
coe cient.

The second algorithm addresses a di erent characteristic of the graph, namely its
robustness to the removal of vertices. In particular, it has to answer the questions on how
well connected the graph is and on how strong those connections are when vertices are
progressively removed according to their importance within the graph. In the literature,
there is no universally accepted way of measuring these parameters. For this reason in
the algorithm are involved more centrality measures and di erent quantities in order to
determine an index of connectivity of the graph.

The disruption process is carried out by ranking the vertices according to a given
centrality measure and removing them sequentially, or ve at the time if the number of
vertices is su ciently large, adopting the centrality score as a priority criterion. After
each removal, the chosen disruption condition is updated in order to monitor the evolution
of the graph and its decreasing curve is shown at the end of the algorithm. The number
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of steps needed for obtaining a graph where all remaining vertices are isolated, as well
as the speed at which the connectivity index curve declines, are used as indicator of the
robustness of the graph.

2.1 Community detection algorithm

To better contextualise this section, it is useful to recall the discussion on graph structures
and the similarity measures, namely the Jaccard similarity and the overlap coe cient, pre-
sented in Sections 1.2.1 and 1.3.1, respectively. It is also necessary to recall the similarity
score de nition given in Section 1.3.2.

A simpli cation is required for the implementation of this algorithm: both atomic
communities and communities have to be represented as sets of vertices rather than as
subgraphs. As a consequence, the subtle distinction between n-clans and n-cliques is not
taken into account in the algorithm. Moreover, the input graph is considered to be an
undirected simple graph. It may also be an edge-weighted simple graph; however, the
edge weights do not a ect the results of the algorithm, since neither the identi cation nor
the comparison of the communities depends on the weights assigned to the edges.

The vertices of the graph need to have a given subdivision.

2.1.1 Algorithm description

The steps of the introduced algorithm are described here.

The code has been implemented in Python (Appendix A) using the library pack-
age networkx for the study of structures, dynamics and functions of graphs, the library
numppy for matrix operations and the library package matplotlib for the visualisation
part. Note that at the beginning of each item in the bulleted list, there are numbers
referring to the corresponding Python function de nition number. In the algorithm some
examples of atomic communities, communities and similarities have been considered.

(a) [Python function de nition: 1] The algorithm starts by reading an input le that
represents an undirected weighted simple graph G = (V;E) . The le has to be
structured in three columns of numbers: the rst two describe the endpoints of
the edges of the graph, and the third one refers to the weight of that edge. To
explicitly include isolated vertices, lines of the form (v;v; 0) can be provided in the
input le, so the vertex v will be registered while the arti cial loop of degree 0
will be discharged. In the \main" of the algorithm the original given subdivisions
A =fA 1;:::;Ang has to be written.

(b) [Python function de nition: 2] After having decided which atomic community or
community of interest one wants to check on the graph, depending on its structure,
the algorithm can compute:

~ Atomic communities, as de ned in Section 1.2.1;

" k-clique communities for each k 2. In this case, the algorithm automatically
iterates over all valid integer values Kk 2 [2; kax]-

cliques and n-cliques have been written, even though cliques are just 1-cliques.
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Moreover, in this case and in most of the applications, the atomic communities are
all considered maximal.

(c) [Python function de nition: 3] The algorithm prints the graph colouring each vertex
according to the belonged community. It divides the vertex into more colours if it
is part of more communities and it colours it black if it does not belong to any.

(d) Now there are two dierent subdivisions of the vertices of the graph: A is the
original one and B is the one generated by the function.

(e) [Python function de nitions: 4;5; 6] The algorithm compares the two collections of
sets using scorg(A;B) with s=s ; and s = so.

2.1.2 A step by step example

The algorithm will now be examined in detail by following its steps on an example.

(a) Suppose to have the following graph G together with the following subdivision of
the vertices:

" A, =11,2;3;409;
" A,=15;6;7,;8¢;
h Anggg

Figure 2.1

Note that this graph is just another way of representing the second graph in gure
1.82.

(b) The algorithm allows for determining which one of the known graph structures
is the most suitable for representing the subdivision A. In the specic example,
just by looking at the graph, one may think that the subdivision into k-clique
communities, already calculated in Example 1.53, could probably best reproduce
the original subdivision. If the choice is not obvious from the beginning, then it
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would be wise to check more subdivisions B originated from di erent communities
and atomic communities. For this example, just k-cligue communities for various k
will be controlled, for the sake of brevity.

(c) For each k 2, the algorithm provided the following graphs:

There are not any k-clique communities for k 5.

(d) In this case, there are not just two di erent subdivisions of the set of the vertices,
but there is a new couple for each xed k for 2 k 4 where A remains the same
and B changes every time:

" k = 2: there is just one 2-clique communities B = f1;2;3;4;5;6;7;8g, S0
B=1fB 1;gand A =fA 1; A, AzQ.

" k = 3: there are two di erent 3-cligue communities B; = f1;2;3g and B, =
f3;5;6;7;8g, so B=1B;;B,g and A =fA 1;A;; AsQ.

" k = 4: there is just one 4-clique community B, = f3;5;6; 79, so B = fB ;g and
A=1A 1;A2 Asg.

(e) Now the algorithm calculates the similarity scores between each couple of A and B
both for the Jaccard similarity and the overlap coe cient.

T k=2

{ score;(A;B) = rpax c()=15
A B

{ scoreg(A;B) = ryax co()=2
A, B

" k=3:

38



{ score;(A;B) = max c()=3;55
A; B

{ scoreg(A;B) = rpax co()=4
A; B

" k=4

{ score;(A;B) = rpax c()=1;6
A; B

{ scoreg(A;B) = anaX co()=1;75
A B

As a conclusion, the algorithm provided the results to complete the following table

B 2-clique 3-clique 4-clique
communities | communities | communities
Score
Scorg 1;5 3,5 1;6
Scorg 2 4 1;74
Table 2.1

showing that 3-clique communities are the better representing the original subdivision
A of the vertices of the graph. To better visualise this result recall from Proposition
1.86 that the upper bound of scorg(A; B) is jAj + jBj for every similarity s and in this

example:
~ 2-cligue communities: scorg(A;B) 4 since B=fB 1g and A =fA ;A5 AsQ;

"~ 3-cligue communities: scorg(A;B) 5 since B=fB ;B,g and A=1fA 1;A,; AsQ;
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" 4-cligue communities: scorg(A;B) 4 since B=fB g and A =fA ;A5 AsQ.

. Knowing that, the results from Table 2.2 can be normalised producing another table
showing the percentages

2-clique 3-clique 4-clique
communities | communities | communities
Score
Scorg 37;5% 70% 40%
Scorep 20% 80% 40%
Table 2.2

2.2 Disrupting graph algorithm

This algorithms aims to proposing a disrupting procedure tracking the decay of structural
connectivity.

In this algorithm the symbol ; will denote a value measuring the connectivity of the
graph at the i-th step of the removal procedure. To establish the connectivity measure
to be adopted the community detection algorithm is used as a guide. If, for example,
the subdivision of the vertices of the graph into cliques appears to be the best at repre-
senting the original one then it could be smart to introduce a quantity ; that prioritizes
the strengths of cliques rather than other characteristics of the structure of the graph.
If, however, one does not wish to use the previous algorithm to describe this quantity,
other indicators such as connected components de ned in De nition 1.21 can be used to
introduce, for example, the largest connected components (LCC) of a graph G, that is the
connected component of the graph G containing the highest number of vertices. Then,
introduce LCC(G) for the size of the largest connected component of G.

As for the centrality measures, if the community detection algorithm reveals an high
compatibility with some of the communities or the atomic communities, as well as before,
the suggestion is to use the centrality measures 1.63,1.65,1.66 and 1.70, or new ones based
on those to compute the ranking. Otherwise also well known centrality measures such
as the degree centrality or the betweenness centrality are strong choices. A good way to
operate is also to select di erent centrality measures to compute and compare them.

The aim of this algorithm is to remove nodes, so at each iteration i a new graph; G
is created and it will have less vertices than the graph i@ obtained after the previous
iteration i 1. After every i-th iteration, the chosen {(G;) is calculated.

In this situation, as well as in the rst algorithm, even though the function that is
in charge of reading the input graph G can read weighted simple graphs, this will not
in uence the results of the algorithm since graph structures do not depend on weighted
edges. On the contrary to what happened in the rst algorithm, even if the input graph
has isolated vertices, the reading function will not see them since they do not in uence
the disgregation process.

2.2.1 Algorithm description

The proposed algorithm operates through the following steps.
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The code has been implemented in Python using the library package networkx for the
study of structures, dynamics and functions of graphs and the library package matplotlib
for the visualisation part. Note that at the beginning of each item in the bulleted list, there
are numbers referring to the corresponding Python function de nition number. Some of
them, like the function de nitions implementing ; or the centrality measures, are just
some examples of what can be calculated, but they can be changed if other quantities are
better suiting the graph structure.

(a) [Python function de nition: 1] An input graph G g is given. As in the rst algorithm,
the le has to be structured in three columns of numbers: the rst two describe the
endpoints of the edges of the graph, and the third one refers to the weight of that
edge.

(b) [Python function de nitions: 3;4;5;6] The centrality measures are calculated for
each vertex of G.

(c) [Python function de nitions: 2;8;9] The algorithm computes ;(Gg) according to
the selected connectivity measure.

(d) [Python function de nitions: 11;12] This step depends on the removal strategy:
either one vertex or ve vertices are removed from the graph. The order of the
removal depends on the centrality measure decided. At every iteration, a new graph
G; is obtained.

(e) [Python function de nitions: 2;8;9] (G;) is computed.

(f) [Python function de nitions: 3;4;5; 6] The algorithm calculates the centrality mea-
sures for each remaining vertex.

(g) Steps (d), (e) and (f) are repeated until the obtained graph consists of only isolated
vertices.

2.2.2 A step by step example

The algorithm will now be examinated in detail by following its steps on an example.

(a) Suppose that, as input, the same graph 2.1 used in the previous step by step example
is given.
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(b)

(€)

Figure 2.2

Note that vertex f9g is missing, since it is an isolated vertex and the algorithm does
not read those.

Since the community detection algorithm suggested that 4-clique communities are
quite good at reproducing the original vertex subdivision, it has been decided to use
the generalised k-cligue community centrality for k = 4, as suggested in 1.68.More-
over, the algorithm also considers the degree of each node in order to handle cases in
which two or more nodes have the same generalised k-cligue community centrality
value. The algorithm produced the following results for G

" Vertex 3: generalized k-clique centrality = 4; degree = 5

" Vertex 5: generalized k-clique centrality = 4; degree = 5

" Vertex 7: generalized k-clique centrality = 4; degree = 4

" Vertex 6: generalized k-clique centrality = 4; degree = 3

" Vertex 2: generalized k-clique centrality = 0; degree = 3

" Vertex 1: generalized k-clique centrality = O; degree = 2

" Vertex 4: generalized k-clique centrality = 0; degree = 2

~ Vertex 8: generalized k-clique centrality = O; degree = 2
For the same reasons as in the previous step, it has been decided for a measure of

connectivity that would represent the importance of k-cliqgue communities for this
graph:
X - .
i(Gi) = KjCy]
k=2
where G denotes the largest k-clique community of G So in this example ¢(Go) =

(2 8)+(3 5)+(4 4) =47 (check Example 1.53 as reference for the calculation
of k-clique communities).
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(d,e,f,g) Here, the removal strategy is to proceed one vertex at the time.

" The rst vertex to be removed is vertex f3g. Since it has the same centrality
measure and the same degree as vertex f5g, the algorithm uses the order of
the vertex names to break the tie. The resulting graph Gis:

" The algorithm calculates the ranking of the vertices of @, but since there are
not 4-clique communities anymore, all the centralities of the remainig vertices
would be 0, so the algorithm calculatesg(v) for all vertices:

{ Vertex 5: generalized k-clique centrality = 4; degree = 4
{ Vertex 7: generalized k-clique centrality = 4; degree = 3
{ Vertex 6: generalized k-clique centrality = 4; degree = 2
{ Vertex 8: generalized k-clique centrality = 0; degree = 2
{ Vertex 2: generalized k-clique centrality = O; degree = 2
{ Vertex 4. generalized k-clique centrality = 0; degree = 2
{ Vertex 1: generalized k-clique centrality = 0; degree = 1
and computes 1(G;) = 26. Note that it is necessary to calculate the ranking

each time, since the order on which vertices appear might be di erent every
time. Graph G, is computed by removing node f5g:
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" All generalized k-clique centralities are zero for k = 4, so centrality is recalcu-
lated with k = 3.
{ Vertex 2: generalized k-clique centrality = 3; degree = 2
{ Vertex 7: generalized k-clique centrality = 3; degree = 2
{ Vertex 1: generalized k-clique centrality = 3; degree = 1
{ Vertex 4: generalized k-clique centrality = 3; degree = 1
{ Vertex 6: generalized k-clique centrality = 3; degree = 1
{ Vertex 8: generalized k-clique centrality = 3; degree = 1

and computes ,(G;) = 6. Graph G is computed by removing node f2g:

" All generalized k-clique centralities are zero also fork
recalculated with k = 2.

3, so centrality is

I
N

{ Vertex 7: generalized k-clique centrality = 3; degree
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{ Vertex 6: generalized k-clique centrality = 3; degree = 1
{ Vertex 8: generalized k-clique centrality = 3; degree = 1
{ Vertex 1: generalized k-clique centrality = O; degree =0
{ Vertex 4: generalized k-clique centrality = O; degree =0

and computes 3(G3) = 6. Graph G4 is computed by removing node f7g:

~ All vertices are isolated.

~ The evolution of the value of the connectivity measure across the iterations is
shown in the following graph

Figure 2.3

From these results, it is clear that four iterations are necessary to achieve a
completely disconnected graph. Another fact is that, after only two iterations,
the graph is already divided into smaller connected components, as the con-
nectivity index drops signi cantly from 26 to 6 between the second and third
iterations. Considering that the initial graph contains 9 nodes (including the
isolated vertex at the start), reaching the desired outcome in just four steps
represents a successful result.
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Chapter 3

An Application to a Ma a Case

3.1 State of the art

Graph theory is a well-established branch of discrete mathematics providing a formal
framework for modelling apparently complex problems. A graph can be used to represent
complex networks, which are systems composed of a large number of entities connected
by speci c ties. So, network science has his roots in graph theory: it borrows its theo-
retical framework and applies it to empirical data, testing the value of each tool by the
insights it 0 ers about a system's structure or evolution. Moreover, network science o ers

a language through which di erent disciplines can interact with each other.

The modern study of complex networks is generally associated with the work of Watts
and Storgatz [20] and, one year later, with that of Barakasi and Albert [1]. The outcome of
the papers is that real-world networks di er substantially from both regular networks and
random networks and they can have high clustering and short path lengths at the same
time. In particular, they highlighted the importance of network structure for the dynamics
of a complex system especially in pointing out some universal structural properties.

However, only in the past decade the theoretical tools of complex analysis have been
applied to social network analysis (SNA), even though SNA itself has a much longer history
and predates the emergence of complex network theory by several decades. This combined
study has proven particularly fascinating in criminology, where graph theory and complex
analysis were able to represent social interactions within criminal organizations. In this
framework, individuals can be modelled as vertices in a graph, and the relationships
between them, such as if they met or called each other or if they organized crimes together,
are represented as edges connecting those vertices. In SNA literature and, more generally,
where real systems are involved, graphs are often called networks and they are composed
by nodes and links instead of vertices and edges. From now on, this terminology will be
adopted.

A foundational contribution to this line of research is the work of Sparrow [19], who
highlighted the importance to apply network analysis to criminal intelligence, even before
the emergence of modern complex network theory. In fact, social network analysis orig-
inated in the early 1920s for studying and describing relational structures and Sparrow
thought of combining the tools of this discipline, such as notions of centrality and equiva-
lence and the concept of weak ties, to criminal networks. He formalized the invitation to
network theorists and law enforcement agencies to embrace their skills and work together.

From here, Cavallaro, Bagdasar, De Meo, Fiumara and Liotta [6] conducted more
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recent research building the bridge between graph theory and social network analysis.
An overview of the key methods and tools available for the analysis of criminal networks
has been provided, starting from a real-world case study in which data on interactions
among suspects within two Sicilian Ma a clans were extracted from juridical documents,
producing two weighted undirected graphs. The authors analyse the two graphs by con-
sidering weight distribution, shortest path length and by comparing their structures with
well-known arti cial graphs.

The study of criminal networks through SNA has been approached from dierent
perspectives. One prominent line of research focuses on the identi cation of key actors,
such as brokers and bosses [3]. Brokers can often be identi ed through betweenness
centrality, a measure that captures how often an individual is positioned along the shortest
path between two other nodes of the network. The importance of betweenness centrality
is also crucial if the aim of the research is to understand the quickest way to disrupt
a criminal network. In fact, systematically removing nodes in the order established by
this measure of centrality represents the most e ective strategy to reduce the largest
connected component of the network [5]. The complexity of criminal interactions can
also be approached by a multilayer study which can help for a better understanding of
the key leaders [9]. Another important issue concerns the reliability and incompleteness
of the available data. This problem can be investigated, for example, by analysing the
robustness of link prediction methods applied to criminal networks [4].

The Sicilian Ma a represents a particularly compelling case study, in fact, the Sicilian
Ma a originated in Sicily has spread worldwide [13], so the study of this kind of criminal
organizations is far from selective and it might o er a practical value in the ght against
organized crime.

3.2 Introduction

3.2.1 Dataset and previous studies

The starting point of this part of the thesis is the data from the datasets constructed
from judicial documents associated with the 2007 Montagna anti-Ma a operation and
analysed by Ficara, Fiumara and colleagues in their previously cited study: \Disrupting
resilient criminal networks through data analysis: The case of Sicilian Ma a" [5], pub-
lished in PLOS ONE. From this dataset two networks have been created. The rst
one, the phone calls network, was derived from police wiretapping records; the sec-
ond one, the meetings network, was derived from police surveillance and stakeout data.
In both cases, nodes represent individuals and links capture their interactions. Both
weighted and unweighted versions of the networks were considered, with links weights
representing the frequency of interactions. The datasets are fully anonymised and publicly
available on GitHub repository (https://github.com/Icucav/criminal-nets/tree/
master/disruption). In their study, the authors performed a network disruption analysis
based on two intervention scenarios. In the rst, individuals were removed sequentially,
simulating arrests carried out one at a time. In the second, groups of individuals were re-
moved simultaneously, simulating police raids. To determine which individuals should be
targeted rst, several centrality measures were compared: degree centrality, betweenness
centrality, collective in uence centrality and Katz centrality. The e ectiveness of each
strategy was evaluated by measuring the reduction in the size of the largest connected
component (LCC) of the network, measured in terms of the number of vertices in the
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component. The results indicate that betweenness centrality is particularly e ective for
identifying critical individuals. Although it requires more iterations to achieve a totally
disconnected network, its curve exhibits the steepest initial drop. This rapid early de-
cline is a critical factor, as the primary goal is to achieve substantial disruption in the
shortest time possible. Similarly, degree centrality performs well, displaying comparable
initial behaviour while reaching a totally disconnected network in fewer steps. This re-
sults, referring to weighted networks, are observed both when individuals are removed
sequentially (Figure 3.1 A) and when groups of individuals are removed simultaneously
(Figure 3.1 B)

Figure 3.1. Images courtesy of [5].

In this case the connectivity measure used is

LCC(G;) LCC(G o)

=1 LCC(Go)

where LCC(G) is the size of the largest connected component of graph @Gbtained
after the i-th iteration and G the input graph. A further argument for selecting be-
tweenness centrality as the optimal choice is that the rst ten removals successfully target
three bosses and this is the highest number achieved among all tested centrality mea-
sures. However, the authors themselves note that this result could be further improved
by incorporating a mechanism to better account for human capital, namely the skills and
resources possessed by speci ¢ individuals within the organization that play a crucial role
in its structure. Another interesting nding is that the di erence between weighted and
unweighted graph analysis, in the majority of cases, do not pinpoint to major di erence.
This is due to the fact that weights are concentrated in very few individuals, with most
of the others links having w(e) = 1.

3.2.2 Problem formulation

The aim of this part of the thesis is to reproduce the disruption analysis using new
centrality measures introduced in the rst chapter: the k-clique community centrality
and the generalised k-clique community centrality.

| had the opportunity to present my approach to Dr. A. Ficara and Prof. G. Fiumara,
two of the author of the paper [5], receiving their interest and appreciation.
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The analysis will be developed just on the meetings network, not considering the
weights, given the considerations made by the authors of the original paper, and it will
proceed in two main steps. First, the network will be analysed with the community de-
tection algorithm, to validate the choice of subdividing the nodes of the network obtained
from the dataset into k-clique communities. This algorithm identi es the nodes of the
network into communities, such as cliques, n-cliques and k-clique communities, and then
it compares the resulting subdivision with the original partition into di erent Ma a fam-
ilies. Note that, from now on, all the atomic communities taken into consideration are to
be considered maximal. The similarity between the resulting community structures and
the original family-based partition will be evaluated using the similarity scores between
set collections based on Jaccard similarity and the overlap coe cient, as shown in the
previous chapter.

The network will then be analysed using the second algorithm, the disrupting graph
algorithm. Here, di erent choices for the value of ; have been made and they are all based
on k-cliqgue communities, accordingly to the results obtained with the rst algorithm. As
in the original paper, the disruption of the network will proceed by removing both one node
and ve nodes at the time. The resulting disruption process will be analysed considering
the number of steps needed to obtain a network composed only by isolated nodes and the
comparison of the decreasing curves produced by all the The meeting network is an
undirected simple graph formed by 101 nodes and 256 edges. Most of the information
from judicial documents were about the Mistretta and the Batanesi families, that form the
main clans, but members of other district or close enough to the families were intercepted
as well.

3.3 Community detection algorithm on a Ma a case

3.3.1 Research hypothesis

The objective of this part of the analysis is to investigate whether the original organi-
zation of the criminal network can be recovered from the structure of the graph. This
constitutes a preliminary step of the analysis and, more speci cally, an original develop-
ment of this thesis, since the algorithm used for this purpose was not present in the paper
that motivated the work [5]. In particular, the aim is to identify groups of individuals
that may correspond to the original clans. However, this cannot be considered only as a
standard graph partitioning problem. Although the identi cation of the clans requires the
detection of cohesive groups, the network may also contain individuals who have strong
relationships with members of di erent groups. These individuals can play an important
role in connecting di erent parts of the network and, consequently, in maintaining its
overall connectivity.

This aspect is particularly relevant in the analysis of criminal networks. Previous
studies have highlighted the importance of individuals acting as bridges between oth-
erwise separate groups. In the article considered here, particular attention is given to
nodes that connect di erent regions of the network and to the role of brokers in linking
distinct criminal groups. Such individuals can occupy strategic positions because their
relationships connect di erent parts of the organization. Therefore, identifying only dis-
joint groups could provide an incomplete representation of the network structure and
could hide some of the relationships between di erent clans.

For this reason, the considered structures are: cliques, k-cligue communities, and
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n-clique. Also in this situation, cliques and n-cliques are considered maximal. They
are suitable for the present purpose since they do not necessarily form partitions of the
nodes of the network, but the same individual may belong to more than one community.
Remember that a clique represents a maximally connected group in which every pair
of vertices is directly connected. A k-cligue community extends this idea by combining
cliques that overlap su ciently, thus allowing larger cohesive groups to be identi ed. An
n-clan, instead, identi es a group in which the members remain within a speci ed distance
from one another. So, even though they are similar structures, they all highlight slightly
di erent characteristics that may be crucial for the subdivison into original clans. For the
formal de nitions refer to Section 1.2.1.

Consequently, the analysis is not limited to determining which individuals belong to
which clan, it also aims to understand how the detected groups are connected and which
individuals may link di erent groups.

3.3.2 Results

In this representation of the the meeting network, the colours refer to the following groups
of people:

" A purple: Mistretta family;

" A, orange: Batanesi family;
" Az red: other Ma a family;

" A, yellow: other Ma a family;

" A5 grey: close to the family, but not classi able in any of the previous categories.

So the comparison made by the community detection algorithm between the input A =
fA 1; As; As; Ag; Asg and the various subdivisions B returned some similarity scores. The
results have been normalised and collected in the table:
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cliques| 2-cliques| 3-cliques| 4-cliques| 5-cliques| 6-cliques| 7-cliques| 8-cliques
Score
Score 7% 13% 23% 36% 43% 53% 58% 58%
Scoreg 12% 19% 34% 56% 69% 80% 78% 78%
Table 3.1

The results obtained show that the low value of n for n-cliques do not reproduce
the original subdivision of the network particularly well. In particular, the results for
the cliques and for n =2 and n = 3 provide a poor correspondence with the ve original
groups. More interesting values of the similarity scores start to appear forn 4. However,
these numerical results should be interpreted together with the de nition of the n-cliques.

In fact, a super cial analysis could lead to the conclusion that the results obtained
for n = 6 are satisfactory, but this conclusion would be misleading. Nevertheless, the
structure of the corresponding 6-cliques shows that the original subdivision is not actually
recovered. The algorithm identi es six 6-cliques, but four of them are very small and
correspond to the sets f0; 1; 2g, f73; 749, f16; 179, and f56;57g, but the remaining two
6-cliques are extremely large: the second contains 91 vertices and the third contains 90
vertices. Moreover, these two sets overlap almost completely.

Figure 3.2

This observation is particularly important for the interpretation of the resulting net-
work because it is obvious that 6-clique subdivision does not provide a meaningful sepa-
ration of the original groups. The graphical representation makes this phenomenon im-
mediately visible: most of the central part of the network is covered by the two large and
strongly overlapping 6-cliques, resulting in a dense central region with multiple colours.

This behaviour suggests that, for n = 6, the parameter is too large to preserve the
distinction between the original groups. In fact, increasing n makes the notion of this
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atomic community too wide, so that vertices belonging to di erent original clans can be
included in the same n-clique. Consequently, a high similarity score in this case does
not necessarily indicate a good reconstruction of the original subdivision, but it may
stand for the ability of a large n-clique to contain vertices from several di erent groups
simultaneously.

The results for larger values of n reinforce this interpretation. For n = 7, only ve
n-cliques are identi ed, and one of them already contains almost the entire central part
of the network. For n 8, exactly the same ve n-cligues are obtained as for n = 7,
and therefore this indicates that, beyond a certain value of n, increasing the parameter
no longer produces a new subdivision of the network.

Overall, the results suggest that the most interesting range is around n =4 and n = 5,
particularly when the overlap coe cient is considered. However, even these values do not
provide a fully satisfactory reconstruction of the original clan subdivision.

This analysis suggests that it is reasonable to explore other types of communities. As
an example, it can be considered what happens when k-clique communities are identi ed.

2-clique 3-clique 4-clique 5-clique 6-clique 7-clique
communities | communities | communities | communities | communities | communities
Score
Scorg 57% 42% 50% 46% 58% 23%
Scorg 78% 60% 72% 64% 83% 33%

Table 3.2

Also in this case, the results need to be interpreted carefully. From the table, it is
immediately clear that the 7-cligue communities cannot provide a good approximation
of the original subdivision. However, the values of scogeare generally quite high, and
this should not be misleading. It is important to recall the particular behaviour of the
overlap coe cient discussed in Example 1.76, where it is shown that if one set is entirely
contained in the other, their similarity is equal to 1. This characteristic suggests that
particularly high values of scorgy may not always indicate a genuinely good correspon-
dence between the two subdivisions. Moreover, just thinking about the de nition and the
results obtained before, one can also discharge 2-cliques communities because it allows for
too big communities. One could also ask why the original number of clans is not taken
into account when comparing it with the number of communities obtained. This choice
is mainly related to the structural properties of the graph. In fact, the graph contains
some small groups of vertices that are almost completely separated from the rest of the
network. For su ciently small values of k, these groups are likely to form independent
k-cligue communities. Therefore, some of the communities identi ed by the algorithm
may correspond only to these small groups and do not provide meaningful information
about the original subdivision into clans.

For example, if two or three of the detected communities are formed by these isolated
groups, only the remaining k-cligue communities are available to represent the rest of
the network. Consequently, even if the original number of clans is relatively close to the
total number of communities detected, the e ective number of communities available for
comparison with the clans may be considerably smaller. This makes a direct compari-
son based only on the number of communities potentially misleading. This is precisely
what happens, for example, for k = 2 and k = 3, where some of the communities are
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associated with these small groups of vertices, leaving too few communities to adequately
reproduce the original subdivision into clans. These considerations also suggest that the
original clans are more likely to be represented by the union of di erent k-clique commu-
nities, particularly for larger values of k, rather than by single k-clique communities. In
other words, a clan may contain several highly connected subgroups that are identi ed
separately by the k-cligue community detection algorithm.

Therefore, k-cligue communities k = 4;5; 6 remain as plausible candidates. In particu-
lar, the 4-cligue communities can reasonably be considered the ones that provide the best
approximation of the original subdivision into clans. This hypothesis is further con rmed
by the visual comparison of the graphs corresponding to each subdivision.

Figure 3.3

Another particularly interesting aspect is to investigate the nodes that belong to more
than one 4-clique community. Identifying these nodes could make it possible to understand
who they might represent in the original network and whether their position could provide
additional information about the structure of the criminal organization. In fact, if the 4-
clique subdivision were to provide the best approximation of the original clans, the nodes
shared by several communities could play a particularly important role, as they might
connect di erent highly cohesive groups.
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The nodes that emerge as particularly interesting from the subdivision into 4-clique com-
munities are \{ = fl11;12;18;25;29;39;85g. The rst important observation is that,
according to the available data, three of these nodes, namely ¥f11; 25; 18g, are known

to be Ma a bosses. This already suggests that belonging to multiple 4-clique communities
may be related to a particularly relevant position within the network.

Moreover, node 29 deserves particular attention. When considering the original subdi-
vision into clans, this node is precisely the individual who maintains most of the contacts
between the two main clans investigated in the case study. Therefore, its presence among
the nodes belonging to multiple 4-cligue communities is particularly meaningful.

In conclusion, this analysis proved that the subdivision of the nodes of the network
into 4-clique communities, beyond reproducing the original clan structure, also reveals ad-
ditional structural information about single nodes and the relationships between di erent
clans.Furthermore, this result could prove useful in de ning connectivity and centrality
measures to be used in the graph disruption algorithm.

3.4 Disrupting graph algorithm on a Ma a case

3.4.1 Research hypothesis

The aim of this part of the analysis is to reproduce, as far as possible, the approach
proposed by Cavallaro et al. and to investigate the resilience of the Ma a network to
attacks, where an attack is modelled as the progressive removal of nodes from the network.
In particular, the objective is to analyse how the structure of the network changes as
increasingly important nodes are removed, and to determine which centrality measures
are most e ective in identifying nodes whose removal produces a signi cant disruption of
the network.

However, the assumptions for the present analysis are di erent from those adopted
in the original approach. Connected components are certainly considered an important
aspect of the network structure, since they provide information about the global con-
nectivity of the graph. Nevertheless, the community detection analysis presented in the
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previous part of this work showed that the k-clique communities obtained for k = 4 pro-
vide a reasonably good approximation of the initial subdivision of the nodes into Ma a
clans. Therefore, it was decided that these communities should remain central also in the
de nition of the quantities used in this second algorithm.

The rst choice concerns the centrality measures used to determine the order in which
nodes are removed. As in the previous analysis, four di erent centrality measures were
selected in order to allow a comparison: degree centrality, betweenness centrality, k-clique
community centrality, and generalized k-clique community centrality.

The last two measures do not correspond exactly to the de nitions introduced in
De nition 1.65 and De nition 1.66. Nevertheless, the same terminology will be used from
this point onwards, since they are particular instances of those de nitions obtained by
xing the value of k, as suggested in Remark 1.68. The two centralities are therefore
de ned as

Ca(v) = max |C|

TCg(v) = [ C

C2C4(v)

where G(v) denotes the collection of all 4-clique communities containing the node v.
As already suggested in the example shown in Section 2.2.2, also in this situation if two
nodes have the same centrality, rst the algorithm checks the centralities for lower values
of k. If this comparison still produces a tie, the algorithm checks the degrees of the nodes
in question.

The community detection analysis also provided a basis for de ning the connectivity
measures used to evaluate the e ect of node removal. This choice requires particular at-
tention, since a connectivity measure determines which structural features of the network
are considered most relevant when assessing its robustness. In other words, di erent con-
nectivity measures may lead to di erent conclusions about whether a network has been
signi cantly disrupted.

In the present analysis, greater importance is assigned to the k-clique community
structure than to the size of the largest connected component. The reason for this choice
is that from the perspective of the community detection algorithm, k-clique communities
are central, therefore the disruption of this cohesive subgroup may represent a more
relevant structural change than the subsequent fragmentation of the remaining chain.
This mean that, if the following graph is given:

Figure 3.4
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This second algorithm will start by disrupting the 4-cligue community and, by then,
the connectivity index would have dropped consistently, even though there is still a quite
big largest connected component alive formed by the sequence of vertices. On the other
hand, if one wants to consider the connectivity index, then the curve representing it will
drop only when the big connected component is disrupted.

Accordingly, the following connectivity measures were considered for the analysis:

P

T 2 K CZCk(Gi)jCj'

b3
i = k maxfjCj such that C 2 Cy(Gj)g.
2

A

N~

maxfk 2jC ¢(Gj)6=;9 if 9k 2 such that Cy(G;) 6=7;;

-0 otherwise.
ik = MaXcac, ;) ICJ; 8k 2 such that C ((G;) 6=

where ; refers to the connectivity index calculated on the ¢obtained after the i-th
iteration and G(G;) is the set of all k-cligue communities in the graph &

The precise de nition of these measures is therefore based on the structural features
that are considered relevant for the robustness analysis.

It should be emphasised that this choice is not intended to imply that these con-
nectivity measures are necessarily the only possible ones, nor that they are universally
better than measures based on connected components. Rather, the choice re ects the
speci ¢ objectives of the present analysis and the structural information obtained from
the previous community detection algorithm.

3.4.2 Results

In this section, for readability reasons, only some of the results will be discussed in detail.
Readers interested in the complete set of results can nd all the other plots in Appendix
C

Figure 3.5 and 3.6 report the evolution of the structural measureg during the sequen-
tial and the block removal of nodes, respectively, when the nodes are selected according
to the four di erent centrality measures: degree, betweenness, andc,. The measure ;
is de ned in terms of the largest k-clique community of the graph obtained after the i-th
removal, namely

bS
=k maxfiCj such that C 2 Cy(G))g.
k=2
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Figure 3.5

Figure 3.6

The rst characteristic that stands out in this graph is the number of iterations after
which the curves reach zero, that is, after how many iterations no edges remain in the
graph. It can be immediately noticed that the node-by-node disintegration of the graph
based on betweenness centrality requires 93 iterations, which is much more than the
other measures, which instead require 57 iterations for both endc,4, and 53 iterations
for degree centrality.

The number of iterations necessary to obtained a totally disconnected graph naturally
decreases when the nodes are removed 5 at a time, but the ranking of the centralities
remains the same. However, in this case, the dierence between the number of itera-
tions required by betweenness centrality and those required by the other centralities is
substantially smaller.
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In Figure 3.5, the four curves all start at the same level becausg, that is, the level of
connectivity of the initial graph, is the same for all the centralities. After that, however,
degree centrality is the one that decreases least rapidly. Although initially decreases,
the curve subsequently exhibits several extended plateaus. This behaviour indicates that
the removal of nodes with high betweenness centrality does not continuously reduce the
size of the largest 4-clique community. Instead, several consecutive removals may leave
the largest community substantially unchanged.

Degree centrality, g andc,4 centralities produce the steepest decline, driving toward
zero within a relatively small number of iterations. This initial steep decrease suggests
that these centralities are e ective at disrupting the cohesive groups identi ed by the 4-
cliqgue communities. Looking more closely, it can be noticed that the three curves decrease
rapidly during the rst part of the simulation, with several marked drops. Subsequently,
the decrease becomes progressively slower. This indicates that also high-degree nodes
are often involved in the densely connected portion of the network, so their removal can
initially a ect the largest 4-cligue community.

As for the graph in Figure 3.6, the block-removal strategy reinforces the observations
obtained from sequential removal. In addition, in this case, some further di erences can
be observed between the three curves that perform better: the two clique-based metrigs, ¢
andcy, follow a very similar trajectory to one another, decreasing slightly more gradually
than degree centrality. Nevertheless, all three centralities are particularly e ective when
the objective is to disrupt the densely interconnected structures represented by 4-clique
communities.

Another very important indicator to keep in mind when analysing these centralities
is the number of bosses removed during the rst iterations. For example, if the rst 10
iterations of the sequential node removal are considered, the number of bosses from the
Mistretta and Batanesi families removed by each centrality is the following:

" c4 centrality: 4

" C 4 centrality: 5

" betweenness centrality: 4
" degree centrality: 5

Considering that the total number of bosses available for the two families is 6, these re-
sults can be considered satisfactory. Moreover, among the other nodes removed during
these iterations are, for example, nodes 29;39; 12, which are also the same nodes iden-
tied in Figure 3.4 as important because they belong to multiple 4-clique communities
simultaneously.

Another case in which these characteristics are clearly highlighted is when using:

ik = MaXcac, (G)) ]CJ, for k = 4.
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Figure 3.7

This is the measure that appears most natural to use after observing the results of the
community detection algorithm. In fact, this measure places particular emphasis on the
disruption of the 4-cligue communities, which are the structures that best represent the
original clans. In this case, degree centrality and,centrality show the best performance
and, in fact, they initially follow exactly the same behaviour. However, after the rst
iterations, ¢, centrality appears to reach lower values of the measure in fewer iterations,
suggesting that it may be slightly more e ective in disrupting the 4-cliqgue community
structure. Although, few iterations before reaching the value zero, its curve completely
overlaps with the curve of theg centrality.

Here, the parameter 4, reaches zero after only a few iterations, while more iterations
are required to obtain a completely disconnected graph. This means that, after only
a few node removals, all the 4-clique communities have already been disrupted, even
though some edges and, consequently, other less cohesive structures are still present in
the network.

The characteristics described above can also be observed in the block removal strategy:

Figure 3.8
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