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Introduction

In modern society, where digital communication is widespread, guaranteeing
its security is of crucial importance. Moreover, the constant development
of new technologies enables the construction of new attacks which threaten
the cryptographic schemes currently in use. With the advent of large-scale
quantum computers, problems such as integer factorization or discrete loga-
rithm problem will become solvable exponentially faster than is possible with
classical computers. Consequently, currently used public-key cryptography,
such as RSA and ECC, will become obsolete. Hence, the new goal of find-
ing and standardizing new cryptographic schemes that can resist quantum
attacks has assumed a primary role. For this reason, in December 2016 the
National Institute of Standards and Technology (NIST) launched a Post-
Quantum Cryptography Standardization process. After several evaluation
rounds, NIST selected the first set of post-quantum algorithms for standard-
ization in both encryption and digital signatures. However, the approved
signature schemes are based on lattice problems and hash functions. To diver-
sify the mathematical structures underlying signature schemes, in September
2022 NIST launched an ongoing call for additional digital signature schemes.

RYDE is a digital signature scheme submitted in response to this call. It
successfully reached the second round of evaluation, but did not advance to
the third round in May 2026. Despite this, it remains of great interest as it is
based on code-based cryptography. Code-based cryptography is a branch of
cryptography that relies on problems from algebraic coding theory, which is
the study of algebraic structures that enable the detection and correction of
errors when a message is transmitted through a noisy channel. In particular,
RYDE relies on a restriction of the Rank Syndrome Decoding (RSD) problem.
Intuitively, this consists of recovering the original codeword x from a received
word y = = + e, where the error vector e is required to have a low weight

with respect to the rank metric. To build a signature from the RSD problem,



RYDE first utilizes an interactive protocol between two parties: a Prover and
a Verifier. The Prover wants to convince the Verifier that he knows a solution
for a specified RSD problem without revealing any information about the
solution itself. A protocol of such type is known as a zero-knowledge proof.
Finally, the Fiat-Shamir transform is applied to convert this interactive zero-
knowledge protocol into a non-interactive digital signature scheme.

The goal of this thesis is to formalize the RYDE signature scheme and
analyze its security. In particular, we focus on the hardness of the restric-
tion of RSD problem underlying the scheme. To evaluate its computational
complexity we first present the MaxMinors modeling, an algebraic technique
that allow to convert the restriction of the RSD problem into a multivari-
ate polynomial system. Finally, we estimate the complexity of solving the
resulting system using Grobner bases.

Section (1| describes preliminary notions in cryptography, zero-knowledge
protocols and the Fiat-Shamir Transform.

Section 2| provides the necessary coding theory background, as well as
a description and analysis of the properties of the RSD problem and its
restriction RSDy.

In Section [3| we describe the proof system upon which RYDE is built.
We first present a generalized version that encodes the secret as roots of
quadratic polynomials. We then present the proof system encoding RSD;
instances and we describe the conversion into the RYDE signature scheme.

Section [ covers the theory of Grobner bases required to estimate the
solving complexity of the RSD, problem. Finally, Section [5] introduces the
MaxMinors modeling. We discuss two different approaches, present the ex-
perimental results of our complexity estimations and outline future research
directions. Appendix [A] details the theoretical foundations of the final sec-

tion.
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Notation

Throughout this document, we adopt the following standard notation.

Sets and Sampling: For a set S, we denote the cardinality of the set
as |S|. The notation z <—g S indicates that an element z is sampled

uniformly at random from the set S.

Finite Fields: For g a power of a prime, IF, denotes the finite field of
cardinality q.

Binary Operations: The symbol & denotes the standard addition
over the field Fy. The concatenation of two binary strings a and b is

denoted as a || b.

Assignments: We use the symbol = to denote a definition and the

symbol < to denote the assignment of a computed value to a variable.

Ring of integers modulo n: Given a natural number n > 1, we use

the symbol Z,, to denote the ring of integers modulo n;

Euler’s function: We use the symbol ¢ to denote the function that
maps a natural number n into the cardinality of invertible elements in
Y/



1 Zero-Knowledge Protocols and the Fiat-Shamir

Transform

In this section we explore the connection between zero-knowledge protocols
and digital signature schemes. We begin by recalling the concept of a digital
signature scheme, alongside the fundamental notions of hash function and
pseudorandom generator. Subsequently, we introduce the concept of zero-
knowledge protocols and describe how to construct a signature scheme out
of them. This process was first introduced by Fiat and Shamir in [FS87].
We will present their original identification scheme and the deriving signa-
ture scheme. Finally, we will generalize this construction to general 5 round

identification schemes.

1.1 Digital signature scheme

Given a public key £/, a digital signature scheme allows the signer, who
knows a secret key corresponding to k', to generate a signature for a given

document, respecting the following:

1. the signature cannot be forged by anyone who does not know the private

key;
2. anyone who has the public key k&’ can check that the signature is correct.

Formally, a digital signature scheme consists of:

a set of possible documents M;

a set of possible signatures A;

a set of possible keys IC;

e a signing function sig : K x M — A,



e a verification function ver : K x M x A — {true, false};
e aset S C K x K such that:

true if y = sig(k, M) for a pair (k, k') € S
false if y # sig(k, M) for all pairs (k, k') € S

ver(k', M, y) =

To sign a document M € M, the signer generates a pair of keys (k, k') € S,
where k is the private key known only to the signer and k' is the public
key. The signer computes the signature o = sig(k, M) and the verifier checks
whether ver(k’, M,o) = true. The property of non-forgeability relies on
the hardness of obtaining a private key k corresponding to a public key
k'. Consequently, digital signature schemes are based on problems that are
computationally hard to solve. One of the most famous problems of this type
in modern cryptography is the RSA problem. The RSA problem is deeply
connected with the problem of factoring a sufficiently large integer n. As an

example of a digital signature scheme, we present the RSA scheme.

1.1 Example (RSA signature scheme)
Let p, q be two distinct prime numbers and let n =pq, M = A=72,,K =7
and

S={(e,d)eZxZ|ed=1 (mod ¢(n))}.

We define the signature function as

Sig 1 Z X Ly — Loy,

(d,z) — x* (mod n)
and the verification function as

ver : Z X Ly X Ln, — { True, False}
(e,z,y) — (ye <y (mod n))

The secret parameters are d,p,q, p(n). The public ones are n,e.



To prove the correctness of the scheme, we evaluate the verification func-

d

tion on a wvalid signature y = z% (mod n). Consequently, we need to show

that y* = x (mod n):
y° = (2%)¢ = 2 =2 (mod n)
We analyze the congruence both modulo p and q.
o Ifp|x, then x =0 (mod p). Trivially, z*¢ = 0 =0 =z (mod p).

e If p 1, then ged(x,p) = 1. By Fermat’s Little Theorem, we have
"' =1 (mod p). Since ed =1+ k(p—1)(q — 1), we obtain:

xed = x1+k(p_1)(q_l) = (xp_l)k(q_l) = 1k(q_l) =2 (mod p)

In both cases, we establish that z°? = x (mod p).

By applying the same logic for the prime q, we obtain x°¢ = x (mod q).
Since p and q are distinct primes, the Chinese Remainder Theorem (CRT)
quarantees that if the congruence holds modulo p and modulo q, it must also

hold modulo their product n = pq. Therefore:

=2 (modn) Vz€Z,

A malicious signer, who possesses the factorization of n, is able to reconstruct
¢(n), hence using the Fuclidean algorithm is able to reconstruct the inverse

modulo ¢(n) and, consequently, to forge the signature.

In 1994 Peter Shor developed an algorithm that computes the factoriza-
tion of an integer n in polynomial time, meaning the number of steps required
is polynomial in logn. Consequently, the security of various cryptographic
schemes, such as RSA, were compromised. Although current quantum com-
puters are not yet powerful enough to execute successful attacks, the threat
has motivated the transition to post-quantum cryptography.

In order to construct signature schemes using new paradigms, such as
those derived from zero-knowledge protocols, we first need to introduce the

concept of hash functions.



1.2 Hash function

A cryptographic hash function h is a function that maps arbitrary long strings
of bits into small ones of fixed length called digests and satisfies the following

properties of security:

1. Preimage Resistant: given a digest y it is computationally difficult
to find a string of bits = such that h(x) = y;

2. Second Preimage Resistant: given a string of bits x it is compu-
tationally difficult finding another string of bits 2/, x # 2’ such that
h(x) = h(z');

3. Collision Resistant: it is computationally difficult finding x, 2’ €
X, x # 2’ such that h(x) = h(z').

Here we introduce the hash function used in RYDE.

SHA-3

In 2004 and 2005, attacks against numerous hash functions were published;
in particular, the NIST-approved SHA-1 suffered critical vulnerabilities. In
2007, concerned about potential attacks on SHA-2, NIST announced the
SHA-3 Cryptographic Hash Algorithm Competition. The Keccak function,
designed by Joan Daemen, Michaél Peeters, Gilles Van Assche, and Guido
Bertoni, was declared the winner of the competition in 2012. Below, we
describe its functioning.

The SHA-3 function is based on two constructions: a bijective permuta-
tion o (that is the Keccak-p permutation) acting on a bit string S of length
b, called the state, and a sponge construction.

The sponge construction partitions the state into two components:
S = (S, S.), where S, € F} is called the rate (the part interacting with the
message) and S, € F§ is the capacity (the strictly hidden part).

The evaluation of the function on a message M consists of three phases:

9



1. The message M is padded to a multiple of » and split into blocks
My, My, ..., My, € F5.

2. The state is initialized as S = (0",0°). For each block M;, the state is
updated by XORing the message block into the rate component and
applying the permutation:

S« o(S, & M;,S.) fori=1,... k

3. To produce the output, the construction extracts the first r bits of
S. If further bits are required, it applies the permutation S <+ o(.5),
concatenates the new first r bits of S to the current output, and repeats

this check until the target length is reached.

In the Keccak-p permutation, the state is conceptualized as a 3-dimensional
array A € F3*°*", where w = [2].
The permutation consists of a sequence of rounds, where each round up-

dates the state A by applying five different algebraic operations.

1. The first operation consists of XORing each bit with the parities of two

columns in the array.
2. The second operation consists of a rotation of the bits along the z-axis.

3. The third operation consists of a permutation of the lanes depending

on the position (z,y).

4. The fourth operation modifies each bit based on the values of the next

two bits in the same row.

5. The fifth operation consists of XORing the first lane of the state with

a constant depending on the round.

10



The combination of the two constructions described above ensures the re-
quired security properties. While a security analysis is beyond the scope of
this work, detailed security investigation can be found in [Ber+11aj; Ber+11b].
A detailed description of SHA-3 can be found in [Dwol5|.

An important application of hash functions are commitment schemes.

Commitment scheme

A commitment scheme is a two-party protocol where one party can lock in
a value m by sending to the other party a commitment com and then in a
second phase unlock it by revealing m. Moreover, the scheme needs to satisfy

the following two properties:

e Hiding: An adversary observing only com gains zero knowledge about

the secret m.

e Binding: The committer cannot cheat by finding a way to open the

same commitment com to two different values, m and m’.

A hash function (or simply a preimage and second preimage resistant func-
tion) can be used to build a commitment scheme satisfying the two properties
above. However, if the message space is small, simply committing h(m) does
not guarantee the hiding of the message. To solve this, one samples a ran-
dom string r and computes com = h(m || r) and then, in the second phase,

reveals both the message m and the string r.

1.2 Example (Coin flipping over the telephone)

An elementary example of a commitment scheme is the following protocol,
which allows Alice and Bob to play a fair game of coin flipping over the
telephone.

The protocol proceeds as follows:

1. Alice chooses a move m € {0,1} and a random string r, computes

com = h(m || r) using a hash function h, and sends com to Bob;

11



2. Bob makes his guess b € {0,1} and sends it to Alice;
3. Alice reveals the original move m and the string r;

4. Bob computes com = h(m || r) and checks if com = com. If Alice’s

move s valid, then the winner is determined by checking b = m.

Alongside hash functions, Pseudorandom Generator constitutes another

important block for constructing secure signature schemes.

1.3 Pseudorandom Generator (PRG)

A Pseudorandom Generator (PRG) is a function PRG that maps a short
input string (called the seed) to a longer output string satisfying the following

property:

e Pseudorandomness: For a seed s chosen uniformly at random, there
is only a negligible probability that any polynomial-time adversary can
distinguish the output of PRG(s) from a string chosen uniformly at

random.

Examples of PRGs are the SHAKE functions.

1.3 Example (SHAKE)

The SHAKE functions are derived from the same Keccak-p permutation and
sponge construction used in SHA-3, with the difference that, while SHA-3
repeals the sponge construction until a fized size (e.g. 256 bits) is reached,
SHAKE repeats it until the requested arbitrary output length is fulfilled.

1.4 The Fiat-Shamir identification scheme

We want to define an interactive protocol between two parties: a Prover and
a Verifier. Given a public statement x, the Prover wants to demonstrate

knowledge of a witness w for x to the Verifier. Formally, we say that w € W

12



is a witness for x € X if R(z,w) = 1 for a public polynomial-time relation
R:X xW —{0,1}.

Let n = pq be a public odd integer, where p and ¢ are two distinct prime

numbers satisfying p = ¢ = 3 (mod 4) only known by the Prover. As we will

show, this condition enables the Prover to compute square roots modulo n,

allowing the generation of the secret keys. Let f be a public function that

maps strings to natural numbers and k£ a public positive integer. We will
denote by P the Prover and by V the Verifier.

The protocol proceeds as follows:

Setup Phase:

1.

P chooses the identity string I and initializes a counter d = 0.

. P computes v; := f(I,7,d) for all j € {1,...,k}.

. P checks that v; is invertible and that the inverse of every v; is a

quadratic residue modulo n. If this does not hold, P increments d by

1 and repeats step 2 until valid values are found.

. P computes the secret values s; satisfying s3 - v; = 1 (mod n) (using

the factorization of n).

. The public parameters are now (I,d,vy,...,v;). The secret key is

(S1y.- ., Sk)-

Interactive protocol:

1.

2.

3.

4.

P picks a random r € {0,...,n — 1} and sends z := r* (mod n) ;
V generates a random challenge (cy, ..., c,) € F5 and sends it to P;
P computes and sends y =1 Hj:cj:1 s; (mod n);

V accepts the proof if and only if # = y*[];,.._, v; (mod n).

13



1.4 Remark (Probability of success)
Here, we analyze the probability of successfully generating valid secret keys s;.

For the protocol to proceed, two condition must hold for all j € {1,... ,n}:

1. Invertibality: For the setup phase it is necessary that v; is invertible
modulo n and, assuming that f outputs values uniformly at random, for
p, q sufficiently large primes, this occurs with overwhelming probability
P(ged(vj,n) = 1) = o) — =be=l) _ pta-l - Since the Prover

n n

needs to compute s; for all k components, this condition must hold for

all j € {1,...,n}, which occurs with probability (1 — EEL=L)k,

2. Quadratic Restidues: Letl now z; = vj_l (mod n). By the CRT

(Chinese Remainder Theorem) z; is a quadratic residue modulo n if
and only if it is also a quadratic residue both modulo p and q. Since

zj 15 an invertible random element in Z), this occurs with probability

(p=1)(¢=1) _
4(p=1)(¢—1)
residues is (

%. Hence, the probability that all k inverses are quadratic

1
4

efficiently using the Legendre symbol.

k. The check of being a quadratic residue can be achieved

Since this probability drops exponentially with k, P repeats the process

until all the s; can be successfully computed.

1.5 Remark (Computation of the secret keys)
Once valid v; are found, the Prover can compute the secret keys s; efficiently

proceeding as follows:

1. Inversion: The inverse of v; can be computed efficiently using the

FEuclidean algorithm.

2. Square roots: To find the square roots of z;, one computes its square
roots modulo p, denoted as xx,, and modulo q, denoted as £x,. Since
p=q=3 (mod 4), it holds that:

p+1 q+1

— 4
Tp = Z;

14



p+1 p—1 p—1
2 +1

Indeed, z;* = z; = z;° zj and, since F) is a field and zj s
1
a quadratic residue modulo p, Fuler’s criterion states that z =1

(mod p). Let now = be a square root of z; (mod n), then

r==+x, (mod p)
r==+x, (mod q)

Finally by CRT (Chinese Remainder Theorem) we obtain

x € {£(zpuq £ x,0p) : ug +vp = 1}.

Security:

Let P be a malicious prover who does not know the secret keys (sq, ..., s))
and cannot compute square roots modulo n in polynomial time. If V follows
the protocol then, V would accept the proof with a probability of at most
1/2k. This is because P can successfully cheat only by guessing the verifier’s

challenge vector ¢ € {0, 1}* and sending
x =7 H v; (modn)andy=r.
jZCjzl

Indeed, to increase this probability, P would need to craft x that allow him
to finding two responses y, 3’ to two possible different challenges ¢, ¢’ € F5.

This is equivalent to require that
yQij_x_ HUJ (mod n).
jZCj:1 ] c =1
By rearranging the terms, we obtain:
Y 2 . Hj:cg.zl Uj
=] ==——— (modn).
Y Hj:Cjzl Uj
Subsequently, the fraction % constitutes a square root of a product of public

keys v; and their inverses. Hence P has successfully computed a square root

modulo n, that contradicts the assumption on P.

15



Zero-knowledge:

Intuitively, the protocol does not leak any information because ) obtains
only x = r? and y = rHj:C]:l sj. Consequently, the multiplication by r
masks the product Hj:cj:1 s; and V does not learns any information about

the secret keys (s1,...,Sk)-

Fiat-Shamir Identification Protocol

Prover P(si,...,5k) Verifier V(vy,...,vg)
r<sg{l,...,n—1}

z < r>modn

x
€ € <—g {0, 1}k

Yy H sj mod n

Jicj=1
Yy
Check o = y? H v; (mod n)
jZCjZI
1.6 Example

Let p =19 and q = 31 be the two primes, only known by P, and n = 589 the
public modulus. Moreover, let k = 5.

P finds the public keys v = [235,225,283,1,180], which are quadratic
residues modulo n, and computes the secret keys s = [102,157,16, 1, 25].

Interactive Protocol:
1. P picks a random r = 73 and sends x = 73? = 28 (mod 589);

2. V sends the challenge ¢ = [1,0,1,0,1];

16



3. P computes and sends the response

4.

y=r H s; =73-102-16-25 =416 (mod 589);

Jicj=1

V werifies the proof by checking if v = y* [ vj (mod n). That is:

jicj=1

416% - (235283 -180) = 479 - 64 = 28 (mod 589).

The interactive scheme introduced above can be converted into a non-

interactive digital signature scheme.

1.4.1

Fiat-Shamir Signature

This can be done by substituting the random challenge generated by )V with

a cryptographic hash function h. In this setting, P acts as the signer of a

document and V acts as the verifier checking the validity of the signature.

Setup Phase:

1.

P chooses the a message I and initializes a counter d = 0.

. P computes v; = f(I,j,d) for all j € {1,... k}.

. P checks that v; is invertible and that the inverse of every v; is a

quadratic residue modulo n. If this does not hold, P increments d by

1 and repeats step 2 until valid values are found.

. P computes the secret values s; satisfying s7 - v; = 1 (mod n) (using

the factorization of n).

. The public parameters are now (I,d,vq,...,v;). The secret key is

(51, ce ,Sk).

Sign Algorithm:

1.

2

P picks a random r € {0,...,n — 1} and computes x = r* (mod n).

17



2. P generates a random challenge by hashing x, I, d and the document
M, ie h(z,I,d,M)=(ci,...,cx) € F5.

3. P computes y = r][;. _; s; (mod n) and signs the document by send-

ing (M, I,d,cq,...,c,Yy).
Verify Algorithm:
1. V computes v; = f(1,j,d) for j € {1,... k}.
2.V computes & = y*[[;,. _,v; (mod n).
3. V verifies that h(Z,I,d, M) = (c1,...,cx).

1.7 Example

We describe the Fiat-Shamir signature scheme derived from the example de-
scribed in[1.6, Let p =19 and q = 31 be the two primes, only known by P,
and n = 589 the public modulus. Moreover, let k = 5.

Suppose P wants to sign a document M with identity I and counter d.
The public keys are v = [235,225,283,1,180], and the corresponding secret
keys are s = [102,157,16, 1, 25].

Sign Algorithm:

1. P picks a random r = 73 and computes x = 73? (mod 589) = 28.

2. P generates the challenge by hashing x, I, d, and the document M.
Assume for this example that the hash function outputs h(28,1,d, M) =
c=1(1,0,1,0,1).

3. P computes the response y =r H].:C]:l s; = 416. P signs the document

by outputting the signature: (M, 1,d,c,416).
Verify Algorithm:

1.V receives the signature (M, I,d,c = (1,0,1,0,1),y = 416) and derives
the public values v = [235, 225,283, 1, 180] using f(I,J,d).

18



2.V computes T = 1> [L;.c;1v; (mod n) =28 (mod 589).

3. V wverifies the signature by checking if h(Z,I,d, M) matches the ¢ pro-
vided in the signature. Since h(28,1,d, M) = (1,0,1,0,1), the signature

15 accepted as valid.

1.5 Zero knowledge identification schemes

We want to generalize the argument above. In this work, rather than re-
lying on the heavy formalism of Interactive Turing Machines we model our
interactive proofs as identification schemes. We will extend the definition
of 3-round identification scheme to a 5-round one as required by the proof
system used in RYDE protocol.

Let x € X be a public statement and w € W the corresponding pri-
vate witness. The Prover P is specified by a tuple of three deterministic

algorithms:

P12XXW—>M1><81
P2:81><Cl—>./\/l2><82
P3182><C2—>M3

where M; denote the public message spaces, C; the challenge spaces from
which V samples and &; the private state spaces accessible only by P.

The core objective is for P to convince V that he knows a witness w for the
public statement x, without revealing any information regarding the secret
itself. Consequently, the algorithms P;, P, output public messages m; to
be transmitted to V), alongside private states st;, which contain information
about w, and for this reason are kept secret by P.

Similarly, the Verifier V consists of a random generator for the challenges

and a deterministic verification algorithm
VX X My xCp x MyxCyx Mg—{0,1}

19



A 5-round identification scheme proceeds as follows:

1. Round 1 (Commitment): The Prover executes P;(x,w) to obtain a

message m, and a private state st1. It sends m; to the Verifier.

2. Round 2 (First Challenge): The verifier samples a random challenge

c1 from a challenge space C; and sends it to the prover.

3. Round 3 (First Response): The prover executes Py(sty,c1) to com-

pute a second message mo and a state sto. It sends ms to the verifier.

4. Round 4 (Second Challenge): The verifier samples a second ran-

dom challenge ¢, from a challenge space Cy and sends it to the prover.

5. Round 5 (Final Response): The prover executes Ps(sts, ¢3) to com-

pute the final response ms, which is sent to the verifier.

Finally, the verifier computes the deterministic algorithm V' (x, my, ¢y, ma, co, m3),
which outputs 1 if the transcript is mathematically consistent, and 0 other-
wise. We would call (my, ¢1, ma, 2, m3) the transcript between P and V.

Moreover, we require the protocol to satisfy:

e completeness, if w is a witness for x and both parties follow the

protocol honestly, then V' (z,mq,c1,ma, co, m3g) = 1 with probability 1;

e soundness: if the prover does not know a witness for x, then, for every
strategy a possibly malicious prover could adopt, the probability that
V accepts the proof is negligible.

In addition, we require that the protocol has the zero-knowledge prop-
erty: after the execution of the protocol V does not know anything about
the secret witness w beyond the fact that it is a witness for x.

A protocol as above with this three properties is called a zero-knowledge

proof.
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While the above properties can be formalized using rigorous notions from
probability and complexity theory, as detailed in |Gol01|, the intuitive defi-
nitions provided here are sufficient to understand the cryptographic mecha-

nisms underlying the RYDE signature scheme.

5-Round Interactive Protocol

Prover P(w) Verifier V()

(my, sty) < Pi(z,w)

my

€1 Cl g Cl
(m2, Stg) — PQ(Stl, Cl)

ma

€2 2 g Co
ms < P3<St2, 02)

ms3

Check V(z,mq, c1,ma, ca, ms3) L 1

1.6 Fiat-Shamir Transform

The Fiat-Shamir Transform is what allows to derive the signature scheme
presented in Subsection [.4] In this section we generalize this concept. We
generalize the Fiat-Shamir Transform to demonstrate how it can be adapted
to derive a non interactive digital signature scheme from an identification

protocol. Assume that we have a 5-round protocol and we want to define
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a Sign Algorithm and a Verify Algorithm. To this purpose, we remove the
interactions by replacing the Verifier’s random challenges with the output of
a public cryptographic hash function h. Below, P wants to sign the document
M and V verifies if the signature is correct.

Sign Algorithm:

1. P executes P;(z,w) to obtain the first message m; and a private state

Stl.

2. P compute a random challenge by hashing the public statement, the

document, and the first message, that is ¢; = h(x, mq, M).

3. P executes Py(st1,c;) to compute a second message mo and a private

state sts.

4. P compute a random challenge by hashing x, ms and the document
M, that is co = h(x, M, my, ¢y, ma).

5. P executes Pj(stg,cy) to compute the final message ms. The final

signature o consists of the tuple (mq, my, ms3).
Verify Algorithm:

1. V receives the public statement x, the document M, and the signature

o = (mh ma, m3)'
2. V recomputes the first challenge exactly as the prover did: ¢; = h(x, M, mq).
3. V recomputes the second challenge: ¢o = h(z, M, my, c1,ms).

4. 'V executes the deterministic verification algorithm V' (x, mq, ¢1, mo, ca, m3).

If it outputs 1, the signature is accepted; otherwise, it is rejected.
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2 Coding Theory

Coding theory is the branch of mathematics studying algebraic structures
that allow detection and correction of errors occurring whenever a message
passes through a noisy channel. The messages are viewed as vectors with
coordinates over a finite field IF, where ¢ is a power of a prime number.
Moreover, instead of using all possible vectors in Fy as valid messages, we
restrict ourselves to a specific subset €' C F¢, which we call a code. The
elements of C' are the only permitted messages, called codewords. The noisy
channel introduces an error e € " during the transmission and, consequently,
the receiver gets a vector y = ¢ + e € Fy where ¢ € C' is the sent message.
The mathematical structure of C'is what allows us to efficiently detect and
correct these errors.

Code-based cryptography uses hard problems coming from coding theory
in order to construct secure cryptographic schemes. In particular, RYDE
relies on a variant of the Rank Syndrome Decoding (RSD) problem called
RSD;.

In this section we will first introduce the fundamental notions regarding
linear codes. Subsequently, we will discuss rank-metric codes. Finally, we
will focus on the analysis of the connection between the RSD problem and
the RSD, variant.

2.1 Linear codes

We say that C' C F} is a linear code of length n over I, if it is a F -linear
subspace of Fy.

Once the algebraic structure of the code is established, we need a math-
ematical tool to quantify how far the received message is from the original
codeword. To this purpose we equip the space with a metric.

Let (X, +) be an abelian group. A metric (or distance) on X is a function

d: X x X — R, such that for all x,y, 2z € X, the following axioms hold:
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1. Definiteness: d(z,y) =0 <= = =y;
2. Symmetry: d(x,y) = d(y,x);
3. Triangle inequality: d(z,z) < d(x,y) + d(y, 2).

Given a metric d on the group X, we define the weight of + € X as
w(z) = d(x,0), where 0 is the identity element of the group.

The most classical metric used in coding theory is the Hamming metric
which counts the number of coordinate errors introduced by the channel.
Let z = (v1,...,2,) and y = (y1,...,yn) € F}. The Hamming distance
between z and y is defined as the number of coordinates in which the two

vectors differ:

The function dpy satisfies all the axioms of a metric, indeed the first two
properties follows directly; the triangle inequality holds because if two vectors
x and z differ in the i-th coordinate, any third vector y must differ from at
least one of them in that same coordinate.

The error correcting capability of a linear code is influenced by how dis-
persed its codeword are. This brings us to the concept of minimal distance.

Given C a linear code of length n over F, and a metric over F, we will

say that d is the minimal distance of C' if
d = min{d(z,y) | (z,y) € C* with = # y}.

Notation: We will say that C' is a [n, k, d]-linear code if C' has length n,
minimal distance d and dimension k over IF,.

If the distance is not specified, we would say that C'is a [n, k]-linear code.

2.1 Remark (Translation invariance)

If a metric d is translation invariant, that is d(z,y) = w(x —y) for all x,y,
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then the minimal distance coincides with the minimal weight among all non-

zero codewords:
d = min{d(z,y) | (z,y) € C* with v # y} = min{w(z) |z € C \ {0}}.
The Hamming metric trivially satisfies this condition.

The minimal distance of a code determines its error-detecting and error-
correcting capabilities.

Let C' be a linear code with minimal distance d. The error-correcting
capability of C is the maximum number € of errors that the code can guar-

antee to correct in any received word. It is given by:

-

If we surround each codeword with a ball of radius ¢, with respect to
the metric d, all these ball will be disjoint. If the distance between the
original codeword and the received word is less or equal than €, then the
received word falls uniquely inside the ball of the original codeword, allowing
a correct decoding.

Let C' be an [n, k]-linear code over F,. Since C' is a vector space of
dimension k over F,, it can be completely described by choosing a basis
of k linearly independent vectors. By collecting these vectors as rows, we
construct a k x n matrix GG, called a generator matrix for C.

The matrix G provides an encoding mechanism, mapping any k-dimensional
message m € IF'; to its corresponding n-dimensional codeword ¢ € C'. Thus,

the entire code is given by the image of G:
C ={mG | mcF}.

A generator matrix G is in standard form if G = [I | P] where I} is
the identity matrix of size k x k and P is a k X (n — k) matrix with entries

in [F,.
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A code that admits a generator matrix in standard form is called a sys-
tematic code.

The dual notion to the generator matrix is the parity-check matrix, which
allows us to verify if a received word belongs to the code.

A matrix H € Mat(,—p)xn(Fy) is called a parity-check matrix for C if,

for any vector z € Fy, the following condition holds:
reC < Hz' =0.

The following proposition describes the connection between generator and

parity-check matrices.

2.2 Proposition
Let C C Ty be an [n, k] code.

1. H s a parity-check matriz for C if and only if C is the kernel of the

linear map:

Ly :F) — IFZ"“

r— Hx'

2. If G and H are a generator matriz and a parity-check matriz for C,
respectively, then:
H'G =0 € Mat,,.x(F,)

3. Let G be a generator matriz for C. If H € Mat,_j,(F,) satisfies
H'G =0 and rank(H) = n — k, then H is a parity-check matriz for
C.

4. If C is a systematic code with generator matric G = [Iy | P, then
H = [-P" | I,_4] is a parity-check matriz for C.

Proof. 1. It follows by definition.

2. It follows from the fact that the rows of G are vectors in C.
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3. The condition H' G = 0 implies that C' C ker(Lg). Moreover, by the
Rank-Nullity Theorem, dim(ker Ly ) = k. Consequently, C' = ker(Ly).

4. Let H and G be in the form described. We compute:
T T I,
H G=[-P' |1, pT

= (=P ")) + (La-)(P")
_ _pTypT
=0e€ Matn_hk(Fq)

We rely on point 3 to conclude.

2.3 Example
Let ¢ = 2, n =4 and k = 2. We define the generator matriz in standard

1011
G = € Matoy 4(IF
(o 1] 1 o) 24(F2)

form

Since G 1s in standard form, the code C 1is systematic.

The linear code C' is the subspace of F3 generated by the rows of G, i.e.
C =((1,0,1,1),(0,1,1,0))r, = {(0,0,0,0),(1,0,1,1),(0,1,1,0),(1,1,0,1)}

Since w(1,0,1,1) = 3, w(0,1,1,0) = 2 and w(1,1,0,1) = 3 the minimal
distance of the code C is d = 2. Consequently, C' is a [4,2,2]-linear code Fs.
By applying the Proposition the following matrix

1 1] 10
H = € Matoy 4(IF
(1 0] 0 1) 24(F2)

s a parity-check matriz for C.
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Let C' a [n, k]-linear with parity check matrix H. Given a received word

y € F}, we define the syndrome of y as the vector
s=Hy' €F Z’k :

2.4 Remark
By definition, the parity-check matriz allow us to verify if a vector is in the
code, since Hy' =0 < y e C.

Moreover, if c € C is transmitted and we receive the word y = c+ e, then

we can compute the syndrome of y as follows:
Hy' = H(c" +e')=He'.

This shows that the syndrome does not depend from the codeword that was
sent. Consequently, we can say that the syndrome measures the error of the

transmitted message.

2.2 Rank metric codes

Let m be a positive integer, v = (21,...,7,) € Fy. and let B = {b1,..., by}
be a basis of Fym over F,. Then, there exists a matrix Mp(z) € Maty, . (F,)

such that:
T bl

= Mp()
T, b,
Note that while the matrix Mz(z) depends on the choice of the basis B, its
rank, denoted by rk(Mp(z)), is invariant under a change of basis. Therefore,
we define the rank weight of z as wy(x) = rk(Mpg(x)) with respect to any
basis B of Fym over F,. Equivalently, we could define the rank weight of x
as the dimension of the F -vector space generated by its coordinates, that is

wy(x) = dim(xq, ..., Zn)¥F, -
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Consequently, we define the rank metric as the function:

dex: Fgm X Fgm — RZO

(z,9) = wi(z —y)

In this setting, a vector rank-metric code of length n is a Fym-linear

subspace of Fy..

2.5 Remark
The terminology vector rank-metric code derives from the fact that there exists
a notion of (matriz) rank-metric code that is defined as a F-linear subspace

of Mat,xm(F,). A detailed investigation of rank-metric codes can be found
in [Gorl9.

2.6 Example

Consider the field Fos = Falz]/(2® + x + 1) and denote o = &. Let C' =
{((a, 0 + 1))r,5 be a vector rank-metric code of length 2 over Fos. Using the
basis T = {1,a,a®} of Fys over Fy, we can represent any vector in IF‘%3 as a
3 x 2 matriz over Fy. For instance, the generator v = (o, a® + 1) expands to

the matrix:

0 1
F'(v)= |1 0| € Matsys(Fs)
0 1
Moreover, the code C can also be viewed as a 3-dimensional subspace over
Fy generated by {v,av,a?*v}. Consequently, we can consider the associated

matriz rank-metric code w.r.t. I', that is:

0 1 0 1
F(C):<10,00,
0 1 10

S =
o = O
~—

Fo

2.7 Remark (Rank factorization)
We observe that a vector x € ¥y, has rank v if and only if tk(Mp(x)) = r
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for any fized basis B of Fym over F,. Furthermore, this holds if and only if
the matriz Mg(x) admits a rank factorization Mp(x) = A - G, where G €
Mat, wn(F,) and A € Mat,,«.(F,) both have full-rank r. We can explicitly
construct a factorization as follows. Since Mp(x) has rank r, it contains
exactly r linearly independent rows. Without loss of generality, assume these
are the first r rows and let them form the matriz G. Since the rows of G form
a basis for the row space of Mp(x), any j-th row of Mp(x) can be expressed
as a linear combination of the rows of G. That is, for each j € {1,...,m},
there exist coefficients a;1,...,a;, € F, such that the j-th row of Mp(x) is
given by:
a; Gy + -+ a;,G,

where G; denotes the i-th row of G. The matriz A is then simply defined as

the m x r matriz whose (j,1)-th entry is a;,;.

Let n,r be two positive integers with n > r, we define the Gaussian
Binomial coefficient of n over r as

(n> (=D =) (g - )
"/ (=1 =1)--(¢" = 1)

2.8 Remark

The Gaussian Binomial coefficient of n over r measures the number of F,-
linear subspaces of Fy with dimension r. Indeed, the numerator of (:f)q repre-
sents the number of possible ordered sets of r Fy-linearly independent vectors

in Iy, since:

e removing the null vector, there are " —1 possibilities for the first vector

(%1

e removing the one-dimensional linear space (v1)r,, there are ¢" —q pos-

stbilities for the second vector vo;

e repeating this reasoning in total r times we obtain the product

(" =D("—q) (" —q¢")
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However, this product counts the number of possible vector basis, not the sub-
spaces themselves. Fach r-dimensional space has multiple basis. The number
of different ordered bases for a single r-dimensional space is obtained by ap-
plying the same reasoning in dimension r, yielding (¢" — 1)(¢" — q) -+ (¢" —
7).

Dividing the number of linearly independent r vectors by the number of

bases per subspace we obtain the Gaussian Binomial coefficient.

2.9 Proposition
Let S}, be the sphere with respect to the rank metric of radius r in ¥, that

is
= {a € Fin [wa(a) =1}

The cardinality of S} is

r—1
= (Z) @™ =)
4 j=0
Proof. By representing the vectors in Fj,. as matrices in F;"*" the problem
turns into counting the number of matrices with rank r.

As observed in Remark [2.7] any such matrix can be factored as a product
A - G of two full-rank matrices G € Mat,«,(F,) and A € Mat,,«,(F,). The
number of full-rank matrices GG, up to multiplication by an invertible matrix
U € GL,(F,), corresponds to the number of r-dimensional subspaces of Fy,
and is given by the Gaussian Binomial coefficient (:)q.

Once the matrix G is selected, the matrix A determines the linear com-
binations of the rows of G. In order for the resulting matrix to have rank
r, the matrix A € Mat,,«,(F,) must have full column rank. Counting the
valid matrices A corresponds to counting the number of ordered sets of r
F,-linearly independent vectors in Fy*, which is exactly H;;é(qm —¢’).

By multiplying the number of choices for the r-dimensional subspaces by

the choices for the coefficients, we obtain the exact cardinality. O
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2.3 The Decoding problems

In this subsection we describe the underlying mathematical problems formal-
izing the error-correction process.

Let g be a power of a prime number, let m, n, k, r be positive integers and
let the space Fym be equipped with a metric d.

The most natural formulation of the problem is to recover the original

codeword from the received message. This is formalized as follows:

2.10 Definition (The Decoding Problem)

Let G € Matyy,(Fym) be a generator matriz chosen uniformly at random and
let x € F’gm be a uniformly random message. Suppose we are given a received
word z = xG + e € Fyn, where the error vector e is sampled uniformly at
random from the sphere of radius r.

Problem Statement: Given the public pair (G, z), find the secret error

vector e.

There exist also a dual version of the problem described. By multiplying
the received word z = xG + e by the parity-check matrix H, the codeword
2@ is annihilated, leaving only the syndrome y' = Hz" = He' € FZ;'“.

This yields the following problem:

2.11 Definition (The Syndrome Decoding Problem)

Let H € Mat(y—p)xn(Fqm) be a parity-check matriz chosen uniformly at ran-
dom and let e € Fyn be a secret error vector sampled uniformly from the
sphere of radius r.

Problem Statement: Given the public pair (H,vy), wherey' = He' € le;k,

find the secret vector e.

When the underlying metric d is instantiated as the rank metric over
the extension field Fym, this problem takes the name of Rank Syndrome
Decoding (RSD).
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However, RYDE relies on a variant of this problem, denoted as RSD;.
This variant restricts the search of the error vector by forcing specific condi-

tions on its coordinates.

2.12 Definition (The RSD; Restriction)
An instance of the RSD; problem requires finding an error vector e € Fy. of

rank weight wy(e) = r that satisfies two additional conditions:
o The first coordinate is fived to e =1 € Fym.

o The first r coordinates {ey, ..., e} areF,-linearly independent (or equiv-

alently generate the space (e1, ..., en)r, ).

This restriction allow us to factorize the error vector e into two smaller
components. Following the rank decomposition construction in Remark

e can be uniquely decomposed as the product e = sC', where:
s=(1 | §)eF and C=][I | C]€Mat,(F,)

Here, s = (ey,...,e,), while C' contains the coordinates of e with respect to
this basis. The uniqueness follows from the fact that, for any other valid
decomposition e = C, the structure of the matrix C' = [I, || C"] forces the
first r coordinates of the product $C' to be exactly §. Once § is uniquely
determined, the entries of C' must be constructed as the coefficients of the
linear combination, yielding C' = C.

Consequently, the goal of RDS; can be stated as follows:

The New RSD; Goal: Find a pair (s/,C") € Fg;l X Mat, x (n—r)(Fq)
satisfying:

HCTsT =47

and having the r coordinates of s F,-linearly independent.

A crucial property of the RSD; variant is that its overall security does
not differ from the overall security of RSD problem. More specifically, the

existence of an efficient attack for solving RSD; yields an efficient attack for

33



a generic RSD instance with a non-negligible success probability. We now
present the formal result, originally introduced by Bidoux et al. in |Bid+25].
The subsequent remarks will provide a mathematical justification for the

reduction probability and its underlying assumption.

2.13 Proposition
Let m,k,n,r be positive integers with n > k. Assume that the code C as-
sociated with the given instance contains no codewords of rank weight r. If
there exists a probabilistic polynomial-time algorithm A, that solves RSD;
instances with probability of success P,, then there exists an algorithm A that
solves RSD instances in polynomial time with a success probability:

r—1 —r+i

px (250 ) m

i 4 4
Proof. Let (H,y) be an RSD instance, where H € Mat(,_g)xn(Fgn) and
y € Ffjﬁk. We want to find a vector x € Fy. such that wy(r) = r and
y' =Hzx'.

Sample a matrix U € GL,x,(F,) and define H = H - U'. Find z
such that y = H’z" and define H as the parity check matrix of C' 4 (z),
we obtain that (f[, 0) is an instance of RSDy with a probability greater or
equal € = H;-:—&q”;lq—::“. Indeed, as detailed at the end of the proof,
the probability that the first r coordinates of 2’/ = zU~! are F -linearly

independent is €. Define now ¢ := 2’ — 2. It satisfies:
HICT — H/(:L,/)T o H,ZT — HUT(U_TZET) . yT — HZET . yT — yT . yT =0.

Consequently, ¢ is a codeword of C. We define 2" = (2})~'a’, hence
x” € C'+ (z). The vector constructed x” satisfies all the conditions in RSD;.
The algorithm A, on (H,0) outputs a vector & € Fy. such that wy () = r
and HzT = 0. Thus, & € C+ (z) and H'ZT = aH'2T = ay” where a € Fym.

If we have o = 0, then £ € C' and this contradicts the assumption. We
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assume that o # 0 and define 7 := a~'2U, therefore:

Wy (T) = wa (@ '2U) = wy (2) = 7,

Hi' = Ha %0) =o' HU 2T =a 'H'3T = a Yoy ) =y

This proves that  has the desired rank weight » and yields the correct
syndrome y ', thus successfully solving the original RSD instance (H, ).

Here we justify the probability that the first r coordinates of 2/ = xU !
are [F -linearly independent. Let us denote the kernel of multiplication by
the vector = as ker(z) := {v € F)' | zv" = 0}. Since z has rank r, this kernel
forms an [F,-linear subspace of dimension n — r within Fj. Let us denote as

u; the columns of U~!. To obtain the goal U~ is restrained as follows:
L. uy ¢ ker(x);
2. uy ¢ (ker(z) + (w1)w, );

3. w; ¢ (ker(z) 4+ (uq,...,u;—1)r,) for any i <r.

n—r

For uy, we must exclude the ¢ elements of the kernel, leaving ¢" — ¢"™"

n—r+1

available choices. For uy, we exclude the ¢ elements of the newly

n—r+1

spanned subspace, leaving ¢" — ¢ choices. By extending this logic, the

total number of ways to pick the first r columns is given by the product:

For the remaining n — r columns, the only requirement is that U~! remains

an invertible matrix. The number of valid choices for these final columns is:

n—1

[ —¢)

j=r

By multiplying these two products together, we find the total number of

successful matrices U~!, which directly allows us to determine the success
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probability

r=1/ n n—r-+i n—=1/ n j r— —r+1
_ Hi:()(q —q +)szr(q _q]) _ 1qn_qn r+i
qTL — ql

|GL, ()]

1=0

2.14 Example
Let the parameters be ¢q =2, m =3,n=4,k =2,r = 2. We work in the field
Fys, viewed as Fy[z]/(2® + x + 1).

The input instance is given by the parity-check matriz H and the syndrome

vector y:

2 +1 1 x 0

1 r+1 0 x2]
, y:[x x+1].

We apply the algorithm described in the proof step by step:

1. Sample an invertible matriz U € F;*".

We use the matriz:

o O O
o O = =
o = O O
_ o O O

Notice that U™ = U.

2. Compute H' anf(nfk) as HU'.

We compute the new parity-check matriz:

H = HU' =

_ o O

1 r+1 0 22
2+ 1 1 z 0

o O = o=
o O = O
— o O O

l+(zx+1) z+1 0 22 __x r+1 0 a?
(>+1D+1 1 z 0 22 1 oz 0
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3. Find z such that y' = H'2".

We look for a vector z = (21, 29, 23, 24) that is a solution to the system

21
r z+1 0 22| |2 B z
L2 1 T O] 23 |z
24

By arbitrarily fiving z3 = 0 and z, = 0, we obtain the system:

2T+ 2+ 1) =z,

0+ 2y =x+ 1.

From the second equation we obtain zy = z1x° +x + 1. Substituting this

into the first equation:

nr+ (2 +r+D(z+1) =2
nr+a@+r+1l)+2°+1=2
2@+ 1) =2+ 2+ 1.

Multiplying by the inverse of (z* + 1), which is x, since x(x*> + 1) =

2+ 2 =1, we obtain:
n=x@+r+ )= +2+r=(+ D)+t +r=2"+1

Substituting z1, we obtain zo:

=@+ ) +r+l=0*+2"+tor+1=(*+z)+2 +z+1=1

We have found the solution: z = [:)32 +1 1 0 0.

/. Build H € FU """ gs the parity check matriz of C + (2).

q 1
We look for a linear combination of the rows of H' (let them be h and

37



h%) that evaluates to zero on the vector z. We know that hyz" = z and

hh2T = x + 1. By cross-multiplying we obtain the vectors:

(z+1)h] = [(x+1)x (x+1)2 0 (:70—1—1)1‘2} = [:1:2+m ??+1 0 :132+a:+1] ,
xhly = [;1:3 r z? 0] = [;E—I—l r z? O].

Adding them, we obtain the matriz of the code C + (z):

]:I:[xQ—i—l 2?4+r+1 2? x2+$+1}.

. Run A, on input (H,0) to get i.
The algorithm A, searches for a word of rank weight r = 2 in the code
defined by I—A[, having a 1 in the first coordinate:

£:[1 z 0 0}.

. If A, does not return z, repeat from 1.

Ay did not fail, we proceed.

. Compute o € Fyn such that H'2" = ay'.

1'2

We compute the product H'2" = . Thus a = .

rr+x

. Compute ¥ as o' -3-U.

Since o=t = 2% + 1, we compute the matriz multiplication:
1100
0100
i=(?+1)[1 2 0 0 =@+ 1 2z +1 0 0] =[2+1 22 0 0.
0010
0001

. Return z. Finally, we check that the algorithm has successfully com-
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puted the solution:

1 22+ 1
x+1 1
r+1 =z OO] Z[:c x+1}
0 T
x? 0

2.15 Remark

Let C be a random [n, k] linear code over Fym, and let r be a positive integer
such that r < m,n. Then, the probability that there exists a codeword of rank
weight r in C is bounded by 4 - ¢" =) =mn=k) " Indeed, we have

P U{UEC} <Z (ved).

veS] veS],

n—k)xn

Moreover, fir v € S].. As the parity-check matriz H € IF varies
uniformly at random, the syndrome sy = Hv' is uniformly distributed in

IE‘ZTZI"’. To see this, consider the Fym-linear map

v, (TL*]’C)X?’L n—k
L . qu % ]FqTH/
Hw— Hov'.

This map is surjective: for any given syndrome s € ]FZTZ’“, let H® be the
matriz with all columns equal to zero except for the j-th column, which is set
to Uijs. Here, v; is a non-zero coordinate of v (which must exist since v € S)},
has strictly positive rank weight). Consequently, the preimages (LV)7'(s) =
H?® +ker LV all have exactly the same cardinality for any s. Thus,

1

— T _—)N= —
PlveC)=PHv =0)= g

Therefore, it holds that:

P| |J{veC}| <IShl-gm®

veSy,

r—1
(n) (q" =) - g ",
.
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Observe that Hg;(l)(qm —¢’) < ¢"™. Furthermore, for q" much greater

than q", we can upper bound the Gaussian binomial coefficient as:

(n> _ H;“Zl(qnfﬂri o 1) - HZT ) qnfr+i qr(n—'r) -q
q

r(r+1)
2

r

= T ~ ] =i\ r(r+D r .
Hi—l (q 1) Hz 14 Hz 1(1 q ) q 2 H’i:l(l - qiz)
< qr(n T)H

The product on the right is bounded from above by the infinite product ;- = 1)
We observe that for each i > 1, the term (1_ =7

tion of q. Hence, to find an upper bound, it is sufficient to consider the

1—q

15 a strictly decreasing func—

minimum valid parameter ¢ = 2. As discussed in [Fin03, p. 818/, this infi-
nite product converges to a constant strictly less than 4.

Substituting these approximations, we conclude that:

P U {U c C} <4. qr(nfr)qrmqu(nfk) — 4qr(m+nfr)fm(nfk).
veST
As a concrete example, in the RYDE-1 parameter set (targeting NIST
security level 1), the parameters are ¢ = 2, m = 53, n = 53, k = 45, and

r = 4. The probability of finding a codework of weight rank 4 is bounded by
4. 24(53+53—4)—53(53—45) — 4 .9408—424 _ 9-14

2.16 Remark
For the RYDE-1 parameter set the value [[|—, #

qi
15 around 0, 308.

wn Proposition |2.15

The proof of Remark can be adapted to show that, for the RYDE
parameter sets, the probability of multiple solutions is bounded by the same

quantity.

2.17 Proposition (Uniqueness of RSD solution)
Given a random RSD instance (H,y) the probability of the existence of an-

other solution of rank r is bounded by 4 - g"(m+n—r)—mn=k),

40



Proof. Let e be the secret error vector of rank r satisfying e ' = y. The set

of possible solutions S can be described as follows
S=e+kerH'.

Noting that ker H' = C'is the linear code defined by H, any other potential
solution €' € S must be of the form e’ = e — ¢ for some non-zero codeword
ce C\{0}.

Then the probability of existence of another solution to the RSD instance
can be viewed as the probability that there exists a non-zero codeword con-
tained in the rank-metric sphere Sj, (e) of radius r centered at e. We can

upper bound this probability as follows:

P U fvect|< Y Preo).

veST, (e)\{0} veST (e)\{0}
By the translation invariance of the rank metric, we note that | S}, (e)| = |5k
Proceeding exactly as in Remark we conclude the proof. [
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3 RYDE Protocol

In this chapter, we describe RYDE. RYDE is a digital signature scheme based
on the RSD, variant of the RSD problem. Indeed, its name derives directly
from the Rank sYndrome DEcoding problem.

In December 2016 the National Institute of Standards and Technology
(NIST) started a process in order to select and standardize public-key cryp-
tographic algorithms that can resist to quantum attacks. After three rounds
of analysis and evaluations, three digital signature schemes were selected, two
of which rely on the computational hardness of problems involving lattices.
To diversify the types of problems that signatures rely on, in 2022 NIST
called for proposals for additional digital signatures.

RYDE, introduced by Bidoux et al. in |[Ara+23|, was submitted in re-
sponse to this call. While it successfully advanced past the first round, it was
ultimately not selected to proceed after the conclusion of Round 2 in May
2026.

RYDE was originally designed as a signature scheme based on the Mul-
tiparty Computation-in-the-Head (MPC-itH) paradigm. However, in the
Round 2 Specification, the scheme transitioned to a Polynomial Interactive
Oracle Proof (PIOP) using the Treshold Computation in the Head approach.
This new paradigm, introduced by T. Feneuil and M. Rivain and described
in [Fen24], allows a description of RYDE independent from the MPC-itH
architecture. This thesis will exclusively treat this modern description.

RYDE is constructed by taking a zero-knowledge proof for a solution to
an RSDy instance and applying the Fiat-Shamir transform to convert it into

a non-interactive digital signature.

3.1 Generalized RYDE proof system

In this subsection, we present the proof system underlying RYDE. We first

introduce the protocol in a generalized setting: proving the knowledge of a
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solution to a system of quadratic equations. In the next subsection we will
show how RSD, instances can be encoded in this framework.

Before detailing the protocol, we fix the necessary setup and parameters.
Let n,m, u, N be positive integers satisfying N < ¢*. Let ¢ : {1,..., N} —
F,. be a public injective function, PRG be a pseudorandom generator and h

an hash function.

Core Objective

The Prover P wants to convince the Verifier V that he knows a secret witness

w € Fy satisfying:
fi(w) =0 forevery 1 <j<m

where the public polynomials f; € F,[z1,...,z,] have a maximum total

degree of 2.

3.1 Remark
While RYDE instances require quadratic systems, there exist variants of this

protocol for polynomials restricted to any mazimum degree d.

Protocol

Before detailing the individual steps, the protocol can be summarized as

follows:

1. P constructs and commits to n random polynomials P;(X) € F,. hav-
ing the witness components w; as leading coefficients and random con-
stant terms for j = 1,... n alongside an additional random linear

polynomial Py(X).

2. V samples random coefficients v; € Fpu for j =1,...,m.
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3. P computes and sends to V the aggregated polynomial

QX) = R(X)+ 35 T A(X), o (X))

4. 'V samples an evaluation point r € Im(¢) and sends it to P;

5. Finally, P sends the evaluation of the polynomials from step 1 to V),
who checks that these evaluations are consistent with the revealed poly-
nomial Q(X).

Step 1: Prover’s Commitment
Before executing the interactive protocol, P must commit to the witness w.

e P creates n random masking polynomials of degree 1:

Pi(X)=w; - X + (Whase); for je{l,...,n}
where (wpase); € Fou a uniformly random element.

e P also creates a random linear polynomial Py € F.[X].

e P commits to these polynomials.

How is the commitment done?
The first phase of the commitment scheme proceeds as follows:

1. P samples N random seeds seed,...,seedy and computes their com-
mitments, which corresponds to the list of hash of seeds, i.e. com; =
h(seed;) for i € {1,...,N};

2. P generates the random vectors wya; = PRG(seed;) € ]F”q“rl and com-

putes

N
— n+1
Wace = E Wrnd, i € Fq
i=1
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N
Wphagse = — Z ¢<i)wrnd,i S ]Fz;jl
=1

3. P constructs the polynomials

Pi(X)=w; - X + (Wpase); for je{l,...,n}

and PO(X) = (waCC)O - X + (wbase)O;

4. P defines W = ((Waec)o, w), reflecting the fact that Py does not depend

on w and compute aux = W — Wacc;

5. finally, the global commitment is computed as the hash of all individual

commitments and aux:

hy = h(comy,...,comy, aux).

In the second phase of the scheme, P reveals all seeds except one de-
pending on a challenge index ¢* chosen by the Verifier V. Alongside the N —1
seeds, P also reveals aux and com;.. This allows V to verify that the com-
mitment h, is consistent with the revealed elements without reconstructing

the hidden w,nq 4+ and, consequently, keeping w secret.

Step 2: Verifier’s First Challenge

e )V samples random coefficients 71,..., v, from Fg: and sends them to

P.

e P combines all equations into a single polynomial Q(X) and sends it
to V:

m

QX) = Po(X) + D ;- £1(X, Pi(X), ..., Pu(X)

j=1
where the homogenized polynomial is defined as:

] o X1 X,
MY X, X)) =Y (77)
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Remark: Since f; has degree 2 and the polynomials P;(X) have degree
1, the composition would normally yield a polynomial of degree 2. How-
ever, the leading coefficient of Q(X) is exactly > 7%, v; fj(wi, ..., wy).
Since w is a valid witness, f;(w) = 0 for all j. Consequently, Q(X) be-
comes a linear polynomial. This degree decrease allows V to check the
validity of the solution without learning the secret itself. Furthermore,
verifying the algebraic relation is not sufficient on its own. To prevent
a malicious prover from simply sampling a random linear polynomial,
the protocol requires a second challenge. This step ensures that the

evaluated polynomial is consistent with the initial commitment.

Step 3: Verifier’s Second Challenge

e V chooses randomly an index i* € {1,..., N} corresponding to the

evaluation point r = ¢(i*) € Im(¢) and sends i* to P;

e P reveals seed; for all ¢ # ¢*, alongside com;« and aux. This allows V
to compute the evaluations P;j(r) for all j € {0,...,n}. Indeed, the

following equalities hold:

-aux; + Z ) (Wrnd,i)

zyfz

= @(i") - auz; + Z(¢(’i*) — (1)) - (Wrnai);

¢(* ' <(IU$] +Z wrndz ) Zﬁb wrndz j

(@) - (auxj + (Wace)s) + (Whase);
(i) - W; + (Whase); = Pi($(i*)).

¢
¢
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Step 4: Verification

e )V reconstruct the commitment by computing com; = h(seed;) for all
i # ¥, and setting com). = com;«, which was provided by P. V checks
that

?
hy = h(comy, ..., com’y, aux).

e Finally V accepts the proof if and only if the polynomial evaluations
match Q(r):

+Z% " Pu(r), . Pa(r) = Q(r).
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RYDE Generalized Proof System

Prover P(w)

seedy, ..., seedy <g¢ {0,1}*

com; < h(seed;) for i € {1,...,N}
Wind,i < PRG(seed;)

Compute P, ..., P,, Py and aux

hi < h(comy,...,comy,aux)

Resp < ({seed; }i;+, com;«, aux)

Resp

48

Verifier V(f1,..., fm)

v s Fn

Reconstruct com’, ..., com’y
Set coml. := comyx
Reconstruct Pj(r) for j € {0,...,n}

Check hy = h(com’, ..., com’y, aux)

Ve Pofr) + Z v ) B(r)

?

Check Q(r)



3.2 Example

First of all, let us fix the following parameters:

q =2 (base field size),

m =4 (number of equations),
N =5 (number of seeds),

n =4 (total length),

=3 (extension field degree).

We consider the field Fys, using the isomorphism with Folx]/ (23 + 2z +1) and
defining b == .

Setting of the problem: P wants to prove to V the knowledge of a root
w € 3 of the following polynomials:

f1 = Xy,
fo =121+ 29,
f3s=mxe + 1,

fa = x071 + T3.

Assume that P knows w = (0,1,1,0). We follow the steps explained
above:
Step 1: Prover’s Commitment. First, starting from the seeds

seeds = [”Seed_l”, "Seed_2'", "Seed_3", "Seed_4", ”Seed_5”].
Using the SHAKE256 function as PRG, P generates the following vectors:
e w,g =1[(0,1,1,1,0),(1,0,0,0,1),(0,0,1,0,1),(1,0,1,0,0),(1,1,0,1,1)];
® W = (1,0,1,0,1) € F3;

® Whase = (0P +1,0° + 1,0 + b+ 1,0° + 1,0) € F3;.
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Alongside these, P computes the commitment vector com by applying the
SHA3-256 hash function componentwise to the elements of seeds.

The polynomials obtained from the vectors above are
P=[X4+bV+1,0"+1, X+ +b+1,X+b*+1,0].

P computes the auziliary vector aux = (0,0,0,1,1) € F5.
Finally, the global hash hy of aux and com s computed and sent to V' as

the following byte string:

hi =b’\zd6s\z135\zb7\z13\zc7\z1d{\ze60n\zf0T \zel\289
$\2d9?2\z04Y\z0b9 (\zab\ze3\zb0\ze2\200\297 \zbe .

This value is computed using the SHAS3-256 hash function.
Step 2: Verifier’s First Challenge.

V samples the vector of coefficients
v =[1,0%1,b* + 1] € Fs.
P generates and sends the polynomial
Q(X) =X +b* +b e Fyu[X].

Step 3: Verifier’s Second Challenge
V chooses randomly i* = 3 corresponding to the evaluation point b+ 1. Then

P reveals

aux = (0,0,0,1,1),
seedS,epeated = ["Seed_1", "Seed_2", None, "Seed_4", "Seed_5"],
comg = h(b’Seed_3").

Hence, V is able to compute the polynomial evaluations in b+1, corresponding
to:
(b 4 b, 6> + 1,6%, 6% +b,0).
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Step 4: Verification
V reconstruct the commitments com; = h(seed;) for all i # 3 and checks that
the hash hy provided by P corresponds to the hash h(com, ... com},aux).
Finally V checks that the polynomial evaluation are consistent with Q(b+1) =
1:

PAb+1-0P+1) 4+ b+1-0+0>+1)-b=1.

Since the two evaluations match, V accepts the proof.

Security Analysis

The completeness property is clearly satisfied. If both parties follow the
protocol honestly and P knows a valid witness w, then )V will always accept
the proof.
Soundness: Assume the absolute security of 4 and PRG and suppose that
a malicious prover P does not have a valid solution w. Hence, suppose that
P chooses a vector w such that fj+(@) # 0 for at least one index j*.

To successfully deceive V, P must pass both challenges. We analyze this
probability by considering the two possible ways that could allow P to cheat:

o Accidentally degree decrease: in order to pass the first challenge, P
must build a linear polynomial Q(X). If P follows the commitment
procedure with w, the probability that Q(X) collapses to degree 1 is

exactly the probability that its leading coefficient vanishes, i.e.
m
j=1

Given the randomness of 7; in [Fy., this occurs with probability q%.

e Forging the Polynomial: If the degree does not decrease, P must forge
and send a polynomial Q'(X) of degree 1. In the final step, V evaluates

the equations at a randomly chosen point r € Im(¢) and checks if the
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result matches Q(r). Thus, V will accept only if Q(r) = Q'(r), meaning
that 7 must be a root of the difference polynomial Q(X)—@Q'(X). Since
Q(X) has degree 2 and ’(X) has degree 1, their difference is a non-
zero polynomial of degree 2. Given that the evaluation space is of size

N, the probability that 7 is a root of Q(X) — Q'(X) is at most 2.

The total probability that a malicious prover P cheats in a single execution
of the protocol is bounded by qi“ + <1 — q%) %
Zero-Knowledge: After the execution of the protocol, V obtains the poly-
nomial Q(X), all the seeds except seed;, the commitment com;~ and aux. V
does not learn anything about the secret witness w due to the following rea-
sons. Because seed;« is not revealed to V, the vectors wyase and wsye. remain
unknown to V. Consequently, the polynomial Py(X) is random and acts as
a blinding factor for the linear polynomial Q(X), covering any information
about the witness. Moreover, the randomness of wy,g in F;ﬁf ! ensures that
the evaluations P;(r) = w; - 7 + (Wpase); for j € {1,...,n} cannot be used to
extract any information about w.

This interactive protocol can be converted into a digital signature scheme
using the Fiat-Shamir transform. However, we will first adapt this to the RSD

problem and then we will construct the signature scheme used in RYDE.

3.2 RYDE proof system for RSD;

Our goal is to adapt the interactive proof system presented in Subsection
to encode RSD; instances. Specifically, rather than proving the knowledge
of a generic root w for a set of public polynomials, we aim to prove the
knowledge of a pair (s, C”) that constitutes a valid solution to an RSD;
instance.

Before detailing the protocol, we establish the necessary setup. Let ¢ :
{1,...,N} < Fu be a public injective function, PRG be a pseudorandom

generator and h be a hash function. Let n,k,r, u be positive integers with
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k,r <nand N < g*.

Core Objective

Given a public RSDy instance (H,y) € Mat,,_jxn(Fym) X F™ " the prover

qr
P wants to convince the Verifier V that he knows a pair (s',C") € Fj.' x
Mat,  (n—r)(Fy) such that:

H(sC)" =y, wheres= (1 || s') €F,, and C=[I, | C'] € Mat,x,(F,).

Step 1: Prover’s Commitment

1. P samples N random seeds seedy,...,seedy and computes their com-
mitments com; = h(seed;) for i € {1,..., N}.

2. From each seed, P generates the components using the PRG:

Wynd,; = PRG<Seedz> - (Urnd,i» Sind,iv ' ) € IFq“ XF;;I X Matrxn—'r (Fq“>

rnd,i

and computes the vectors:

N
/ /
Wace = (Uacm Sace) Cacc) = E :wrnd,h
=1

N
Whpase = (Ubasea S{gase? C{)ase) = - Z ¢(Z) * Wrnd i -

i=1

3. P creates the linear polynomials for the witness (s', C’) and the masking

linear polynomial P,:

Py(X) =5+ X + Spqe € (FguX])",
PC’ (X) = C/ X+ Cllaase S Matan,r(Fqu, [XD,
Py(X) = Vace * X + Upase € Fou[X].

The multiplication by X should be intended componentwise.
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4. P computes aux = W — Waee Where 0 = (Vaee, 8, C"). We denote by
alx,, alX,, auxcs respectively the first, second and third coordinate of

aux. Note that by definition aux, = 0.

5. P computes the global commitment as hy = h(comy, ..., comy, aux)
and sends it to V.

Step 2: First Challenge

e )V samples a random vector vy € IFZ,T’“ and sends it to P.

e P combines the challenge and the polynomials into a single polynomial
P.(X):

Po(X) = Py(X) +7 - (H- (P(X)" —y" - X?) € Fpu[X]
where P(X) = (X || Py(X)) - I, X | Por(X)] € (B[ X])"
e P sends P,(X) to V.

3.3 Remark

The construction of P,(X) ensures that the quadratic term cancels out if and
only if the prover holds a valid solution to the RSDy instance. To see why,
let us analyze the leading coefficients of the polynomaials involved.

By construction, the polynomial vector (X || Py(X)) has degree 1 and its
leading coefficient is the vector s = (1 || §'). Similarly, the polynomial matriz
I, - X || Por(X)] has degree 1, with its leading coefficient being the matrix
C=IL| .

Consequently, the highest degree term of their product P,(X) is the quadratic
term (sC)X?2. When this is multiplied by the parity-check matriz H, the
quadratic term of H - P,(X) evaluates exactly to (H(sC)")X?. Since the pair
(s',C") is a valid solution, it satisfies the syndrome equation H(sC)" = y'.
Thus, the X? term in P,[X] cancels out. As discussed in Subsection
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this degree reduction allows V to check that P knows a valid solution, guar-
anteeing the zero-knowledge property of the protocol. The second challenge is
necessary to prevent a malicious prover from forging a random linear poly-

nomsal.

Step 3: Second Challenge

e V randomly chooses a challenge index * € {1,..., N}, which corre-

sponds to the evaluation point r = ¢(i*) and sends it to P.
e P reveals seed; for j # ", com;-, and aux.

e This allows V to compute the evaluations sg ., = Py (), Chya = Por (1),
and vgy, = Py(r). Indeed, following the same substitution as in Sub-
section V computes:

Py (r) = ¢(i") - (auxy + Soce) + Shase
and analogously for C’ and v.

Step 4: Final Verification

e V computes com, = h(seed;) for j # i* and checks that the global
commitment h; coincides with h(com], ..., com)y, aux), where com}, =

COIT ;.

e )V computes the evaluation vector:
Teval = (7 || Sgyar) * [ Lo || Choyall-
e )V accepts the proof if and only if the following equation holds:

Pa(r) = VEval +’7 : (H * TEval — yT ' TQ)'
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RYDE Proof System for RSDg

Prover P(s',C") Verifier V(H,y)
seedy, . ..,seedy g {0, 1}’\

com; < h(seed;) fori € {1,...,N}

Wrnd,i = (Vrnd,is Si‘nd,i’ ;nd,i) + PRG(seed;)

Compute Py (X), Por(X), Py(X) and aux

hi < h(comy,...,comy, aux)
ha
0 Fn—k
fy<_$ qt
Pp(X) + (X || Po(X)) - [Ir - X || Per (X))
AX)—H-(P(X)" —y"-x2
Po(X) < Py(X) + 7 A(X)
P (X)
i i g {1,...,N}
r < ¢(i%)
Resp + ({seed; } i+, com;», aux)
Resp

Reconstruct com; for i # ¥,

Set coml. = comy;x

Check hy = h(com’, ..., com’y, aux)
Reconstruct sgyars Chvals VEval

TEval (’I” H Siival) ’ [T I H CI/*]val]
V < VEval + 7 (H ) xl—li)—val - yT ’ Tz)

Check Py(r) = V
56



3.4 Example

Let us fix the following parameters:

q =2 (base field size),

=4 (extension field degree),
N =5 (number of seeds),

n =4 (total length),

r =2 (rank weight)

We consider the field Fos, using the isomorphism with Folx]/(z* +x+1). We
define o = T.
Setting of the problem: Given the public syndrome y = (8% + 8, 8% + B)

and the parity-check matriz

_| +B FPHB+L B+ s 0
BE+p2+B B+B+1 (2 B+1

Y

the prover P wants to convince the verifier V that he knows a secret pair
(s',C") € Fas x Matoyxo(F2) satisfying
sCH" =y,
where s = (1 || §') and C = [1, || C"].
10
Assume that P knows the pair s’ = (%) and C' = L 1] , yielding the
product sC' to be the vector (1, 5%, 5% + 1, 8%) of rank weight 2.
We follow the steps explained above:

Step 1: Prover’s Commitment

For simplicity, let the random seeds be
seeds = ["seed_1", "seed_2", "seed_3", "seed_j", "seed_5"].

Using SHAKE256 as PRG, P generates the following elements:
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the coordinates of Wynq:

S;nd [(53)’ (ﬂs + ﬁ)a (B)? (53 + B + 1)7 (O)] )
Urnd = [(53 + 1)7 (5)7 (0)7 (52 + 6+ 1)7 (Bg)] )

ol | S AP e

the coordinates of Wyase:

Si)ase = (0)7
Ubase = (52 + 1)7
P+p+p B+ 40

C{)ase =
0 B+1

the coordinates of Wace:

Shee = (B° + B +1),
Vace = (ﬁ2)7

11
C;CC = ‘

B+ B2+ B+1),

the auxiliary value:

aux =

01
0l .
e

The resultant polynomials are:

PS' = (52X)7

X+p3+0+5 B+5+0
X X+p+1

P, = (X + %+ 1).

PC/:

Y
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Furthermore, P computes the commitment vector com by applying com-
ponentwise the SHA3-256 hash function to seeds. Finally, P sends the global

commitment hy of aux and com to V as the following byte string:

hy =b’\rdv\rP\z9b5\z9b\293\z14\29d\zff\za8Ub\zcO\zfcH
\zd{\z1b\zcd\z85\z1cO\z16\zceb\zds\zflau\zda’.

Step 2: First Challenge

V samples the random challenge vector ~y:
V= [62+ﬁ+1 B+1].
Then, P computes the aggregated polynomial P, (X):
P (X)=(B+1)X+p+1.

and sends it to V.

Step 3: Second Challenge

Suppose that V requests to evaluate the polynomials at the challenge index
i* = 3, which corresponds to the evaluation point r = ¢(3) = 3°.
Consequently, P reveals aux, the commitment com;- and the seeds seed;
for all j #£ i*.
Using the formulas detailed in the framework, V evaluates the polynomials
(Py(X), Por(X), P,(X)) at the point r = 33:

S;Eval = (52+6>7

B+p B+ +p
CHEN A

UEval = (B—i_ 1)

/ JR—
Eval —

Y

29



Step 4: Final Verification

First, ¥V verifies the consistency of the global commitment hq. By recalculating
the hashes of the revealed seeds and combining them with com; and aux, V
checks the correctness of the commitment hy.

V evaluates the aggregated polynomial Py(X) at r = 33:
P,(8%) = (8° + B%).

Using the evaluations sg,, and Cp,,, obtained in the previous step, V com-

B0
0o g

Finally, V checks that

putes

B+B B+p+5

63 B:S "‘B‘l—l = (B3+B2>ﬁ2+170762+6)'

TEval = (53 B%+ ﬁ)'

?
Vval + 1+ (H - g —y' -1%) = 57+ B2
Since the evaluations match, V accepts the proof.

3.5 Remark

The security analysis described in Subsection[3.1) can be adapted to this con-
text. The formal argument for the zero-knowledge property remains analo-
gous. Regarding soundness, the condition f;(w) # 0 is replaced by the condi-
tion (H(sC)"); # (y"); for some coordinate j and the probabilistic reasoning

follows identically.

3.3 RYDE signature scheme

In this subsection, we convert the interactive RYDE proof system into a
non-interactive digital signature scheme. In order to decrease the size of
the signature, RYDE protocol does not correspond completely to the scheme
obtained by applying directly the procedure described in Subsection to
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the RYDE proof system. We will first describe the actual RYDE signature
scheme and then compare it with the signature scheme obtained by the formal
application of the Fiat-Shamir transform.

Before detailing the algorithms, we establish the necessary setup. Let
¢: {1,..., N} = F be a public injective function, PRG be a pseudorandom
generator, and h be a cryptographic hash function. Let n, k,r, u be positive
integers with k,r» < n and N < ¢".

Let the secret and public keys be a RSD; instance.

e Secret Key: A valid solution (s, C") € Fi' X Mat,  (—r)(Fy).

e Public Key: The corresponding syndrome and parity-check matrix
(H,y) € Mat(,_gyxn(Fgn) x FZJ’“ satisfying H(sC)" = y', where s =
(1] ¢)and C =[I, | C].

Sign Algorithm
To sign a message M, the signer computes the signature as follows:
1. Commitment:

e The signer samples N random seeds seedy,...,seedy and com-

putes com; = h(seed;).

e Using the PRG, the signer generates the random vectors wynq,; and
computes the accumulated vectors, base vectors and the polyno-
mials Py (X), Por(X), Py(X).

e Finally, the signer computes aux and the global commitment

hy = h(comy, ..., comy, aux).

2. First Fiat-Shamir challenge:

e Instead of interacting with a verifier, the signer derives the chal-
lenge matrix v € IFZ,T’“ by applying PRG to the first commitment:
v = PRG(hy).
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3. Aggregated Polynomial:
e The signer computes the polynomial
Po(X) = Py(X) +- (H- (P(X)) —y' - X?)

Since the quadratic term cancels out, P, (X) is a linear polynomial.

e Denoting ay,iq and apaee as its leading and constant terms respec-

tively, the signer computes a second hash hs:
h2 = h(h(M), (amida abase)a hl)

4. Second Fiat-Shamir Challenge:

e The signer derives the evaluation index challenge by applying the
PRG to second hashing i* = PRG(hy). This defines the evaluation

point r = ¢(i*).
5. Opening:

e The signer prepares the response Resp = ({seed; };4;-, com;-, aux).

e The final signature is o = (ha, aynia, Resp).

Verify Algorithm

Given a signature o = (hg, amiq, Resp) for a message M under the public
key (H,y), where Resp = ({seed,};;, com;«, aux), the verifier executes the

following steps:

1. Challenge Reconstruction:

e The verifier recomputes the commitments com’; = h(seed;) for
each j # ¥, sets com}. = com;~ and computes the first global
commitment:

hy = h(comy,. .., com)y, aux).
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e Subsequently, the verifier reconstructs the first challenge v =
PRG(h) and derives the evaluation index challenge i* = PRG(hs),
which yields the evaluation point r = ¢(i*).

2. Evaluation reconstruction:

e Using the revealed aux and seeds, the verifier reconstructs the

polynomial evaluations sg,,;, Chyas @0d Ugya at the point 7.

e The verifier then computes the evaluation vector rgy. and evalu-

ates the right-hand side of the equation that must correspond to
P,(r):
Pa(r) = URyal v (H : x]—ﬂrval - yT : TQ)'

3. Final verification:
e Since P, (7) = auiq * ' + Qpase, the verifier reconstruct apase as:

P,(r) — amia - -

e Finally, the verifier accepts the signature if and only if the follow-
ing check holds:

h2 ; h(h(M), (amida Oé!base)’ h’l) :

3.6 Example
We use the same parameters, setting and challenges described in Example[3.4]
Suppose the signer wants to sign a document M = "Hello".

Sign Algorithm:

o Commatment: Since the signer generates the same seeds, commit-
ments and polynomials as in the interactive case, the first global com-

mitment hy matches the previously computed byte string.
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o First Fiat-Shamir Challenge: The signer applies PRG to hy and
obtain the challenge matrix

v =PRG(h) = |B2+B+1 3+1].

o Aggregated Polynomial: The signer computes P,(X) = (8> +1)X +
B2 + 1 and obtains the coefficients
O'mid :52_‘_17 Obase :52+1
The signer computes hy = h(h(M), (Ctmid, Obase), h1), that is

ho =b7\zb0\292\299-L\z8eZ\z04, \xf{3\zab\zd7S47
L\zab\z08\zc3 (m\zc6\zf7\z8c\’\297\zc78\2z0b\2z0b\211”

e Second Fiat-Shamar Challenge: The signer derives the evaluation
index by applying PRG to the second hash:

i* = PRG(hy) =3 = r = ¢(3) = S°.

o Opening: The signer prepares the response Resp = ({seed, } 3, coms, aux).
The output signature is 0 = (ha, 3% + 1, Resp).
Verify Algorithm:

Upon receiving o and M, the verifier proceeds as follows:

e Challenge Reconstruction: The verifier recomputes com’; = h(seed;)
for j # 3 and sets com} = coms. By hashing these together with
aux, the verifier reconstructs hy. Consequently, the verifier computes
v=PRG(h) = |R+8+1 B+ 1] and i* = PRG(hy) = 3, yielding
r= 3.

e Fvaluation Reconstruction: The verifier reconstructs the evalua-

tions Sgyars Chvals VBval and computes Ty as in Step 4 of Example .
Then, the verifier recovers P,(%) as it follows:

Pa(ﬁg) = UREval T 7 (H ’ zgval - yT ' TQ) - 63 + ﬁQ'
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e Final Verification: Knowing amiq = 8%+ 1 from the signature o, the

vem’ﬁer recovers al,oase N
CY{)ase = Pa(ﬂ?)) — Opid - 63 = (ﬁg + ﬁz) - (ﬁ2 + 1)53 = ﬁz + L.

Finally, the wverifier checks if hy matches h(h(M),(amid,a{aase),hl).

Since the reconstructed oq ., matches oupase, the signature is accepted.

Formal Fiat-Shamir Sign Algorithm

Let pk = (H,y) be the public key, sk = (s, ") be the secret key and M
a message. The protocol obtained from the formal application of the Fiat-

Shamir transform proceeds as follows:

1. First Message mq: The signer samples N random seeds, computes
the polynomials Py, Pcr, P, and the commitments together with aux.

The first message is:

my = (comy, ..., comy, aux).

2. First Challenge: The signer derives the random challenge vector:

v = PRG(pk, M, m;).

3. Second Message ms: The signer computes the aggregated polynomial
Py(X)=Py(X)+7-(H (Ps(X))" —y"-X?). The second message is
the polynomial:

me = Po(X).

4. Second Challenge: The signer derives the evaluation index challenge:

i* = PRG(pk, M, my,v,ms).
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5. Third Message m3: The signer derives the third message correspond-

ing to the value Resp:

ms = Resp = ({seed; };.», com;-).

6. Signature Output: The final signature consists of the concatenation

of the three messages:

OFs = <m17m27m3)'

3.7 Remark (Comparison with RYDE)

The signature opg contains some redundancies, indeed mq is completely ob-
tainable from ms. Moreover, the RYDE signature includes only the linear
term amia of Po(X) alongside the commitment hy, which depends on both

Qmid ond Onase. This allows converting the goal of checking the equation
?
PO&(T) = URval + 7 * (H : x]-i}rval - yT : TQ)

into a method for deriving the term cu.e. Therefore, the verification turns
into checking
?
hg = ]’L(h(M), (Ofmid; Oé{oase)? hl) .

Note that since the actual RYDE protocol involves multiple repetitions, uti-
lizing a single hash hsy instead of transmitting several polynomial coefficients
significantly decreases the signature size. Furthermore, the dependency by
the message M is restricted to the hash hy, which is sufficient to make the

second challenge and consequently the protocol, dependent on M.
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4 Grobner bases

In this section, we present the theoretical tools necessary to develop algebraic
attacks against the RSD, problem.

The problem of finding the roots of a system of multivariate polynomials
with coefficients in a field F is a challenge of crucial importance in many fields
of mathematics. In particular, given a polynomial multivariate system F =
{f1,..., fo} CFlzy, ..., x,], the study of the underlying ideal I = (f,..., f,)
reveals essential information about solutions to F.

In the univariate case F|x], monomials are naturally ordered by their de-
gree, every ideal is principal and the Euclidean algorithm allows us to find the
generator. When moving to the multivariate case, things become significantly
more complex. For example, the division algorithm depends on the order of
division and the ideals can be generated by multiple elements. Grobner basis
is a particular generating set for the ideal, introduced by B. Buchberger in
1965, with the purpose of providing a solution to the multivariate case.

Before introducing a formal definition we must establish a way to order
the monomials in the multivariate polynomial ring R = F[zy,...,x,]. In the

multivariate setting, monomials of the same degree cannot be compared by

degree alone. We denote a monomial in R as 2% = x7"23?--- 2", where
a = (aq,...,0,,) € N*. A term order on R is a relation > on the set of

monomials satisfying the following conditions:

1. > is a total ordering;

2. > is compatible with the ring multiplication: if z* > 2, then 227 >
2P - 27 for all v € N7,

3. 2% > 1 for all @ € N*\ {0}.

A term order > allows us to unambiguously identify the leading monomial
It>(f) and the leading coefficient lc>(f) of any non-zero polynomial f € R.

We denote with T the set of monomials.
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We give here two important examples of term orders. The lexicograph-
ical order orders monomials by prioritizing the position of the variables
based on a fixed variable order, typically z; > x5 > --- > x,,. Formally, let
a,B € N*. We say that ¢ > 27 if the left-most non-zero coordinate of

a — [ € Z™ is positive. For example, in Fy[x,y, z] with x > y > z, we have:
Ty’ >1ex ¥° 2% since (1,3,1) — (0,5,2) = (1, -2, —1).

However, >1.¢x does not respect the degree and computing a Grobner basis
w.r.t. > lex is, generally, computationally expensive.

The following term order is called degree reverse lexicographic order
(degrevlex) and compares the total degree first, then prioritizes the higher
power of the last variables with respect to a fixed variable order, reversing
the outcome of the lexicographic order. Formally, let a, 8 € N" and let |a| ==
S ;. We say that 2% >gegreviex 2 if |a| > |B] or|a| = |3] and the right-
most non-zero entry of a« — 3 € Z" is negative. Consider the monomials of the
same degree zyz and xy®. Their exponent vectors are, respectively, (2,1,1)
and (1,3,0). The difference is (2,1,1) — (1,3,0) = (1, -2, 1). Therefore

3 2
Ty >degrev1ex T Yz.

We call the term orders prioritizing the degree first degree-compatible term
orders.

Once a term order > is fixed, it is possible to generalize the division
algorithm to polynomials in multiple variables. By prioritizing the leading
terms w.r.t. >, the multivariate division algorithm allows us to divide a
polynomial f € R by a set of polynomials F = {fi,..., f¢}, yielding a
representation f = qi1f1 + -+ g fm + 1, where ¢q,...,¢, € R and no term
of the remainder 7 is divisible by any of the leading terms 1t(f;).

68



Algorithm 1 Multivariate Division Algorithm
Input: A polynomial f € R, a list of polynomials F = (fi,..., fn) in R

and a fixed term order >.
Output: Quotients ¢q,...,q, € R and a remainder » € R such that f =
Q11+ + Gufm + 17, where no term of r is divisible by any 1t(f;).
1: g+ 0,...,¢, < 0,70
2 p+f
3: while p # 0 do
4: while p # 0 and 3¢ such that 1t(f;) divides It(p) do
k =min{i € {1,...,m} such that It(f;) divides lt(p)}

pep— i f
end while
r <1+ 1t(p)
10: p < p—lt(p)
11: end while

12: return ¢1, ..., ¢y, 7

The proof of termination of this algorithm is not obvious and can be
found in [KROO, Theorem 1.6.4].

However, differently from the univariate case, the remainder r is not
unique in general, since it depends on the order in which we divide by the

divisors f;.

4.1 Example
Consider Fslz,y| equipped with the lexicographical order (with x > y). Let
f = 2*y+x be the dividend and let the divisors be f, = xy—1 and fo = 2*>—y.
Notice that the leading term of the dividend, 1t(f) = x%y, is divisible by both
1t(f1) = zy and It(fy) = 2.

If we dwvide f first by f1 we obtain

f=z-(zy—1)+2x =z f1 + 2.
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Since no term of 2x is divisible by either 1t(f1) or 1t(f2), the algorithm stops,
yielding the remainder r = 2x.
If we dwvide f by fo we obtain:

f=y- @-y)+y+z=y L+y’ +uz

The term y? is not divisible by x> or xy. The same applies to the term
x. Consequently, the algorithm terminates with a different remainder, ro =

y* + .

To obtain the uniqueness of the remainder, we need a special generating
set of the ideal I = (fi,..., f;) which describes the behavior of the leading
terms of the entire ideal /. This motivates the following definitions.

Given a non-zero ideal I C R and a fixed term order over R, we define
the ideal of leading terms of I as the monomial ideal (i.e. there exists a

generating set of monomials) generated by its leading terms

16(1) = (t(f) | f € I\ {0}) C Flzy, ..., 2]

Before introducing Grobner basis we introduce an important lemma for

monomial ideals.

4.2 Lemma
A monomial x® belongs to a monomial ideal I = (z®,...,z*) if and only if

there exists an index j € {1,...,t} such that z% | x®.

Proof. The if direction is clear by definition. Conversely, let x* € I. We can
write ¢ = 22:1 h;x® for some polynomials h; € Flzy,...,x,]. Expanding
each polynomial h; into a linear combination of monomials, every term on
the right-hand side is of the form c¢;-2°x% for some non-zero scalar ¢; € F and
some monomial z%. Since the left-hand side consists of the single monomial
2%, there exists at least one index j such that * = 2% 2% . This concludes
the proof. O
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4.3 Definition (Grobner basis)
A Grébner basis G = {g1,...,9:} for the ideal I is a set of polynomials in

I whose leading terms generate the ideal of leading terms:

(It(g1), - - -, 1t(ge)) = Te(1).

The first property that we show is that a Grobner basis is a generating
set for the ideal. Indeed, the inclusion (gi,...,¢) C I is clear by defini-
tion. Moreover, given a polynomial f € I, the division algorithm produces
a remainder r = f — (q191 + - -+ + @:g:) € I whose leading term lt(r) is not
divisible by any of 1t(¢g1), ...,1t(g;). However, by definition of Grébner basis,
It(r) € (1t(g1), - - .,1t(g)). Lemma [4.2 yields a contradiction.

Another property of Grobner basis is the uniqueness of the remainder.

4.4 Proposition

Fiz a term order over R, let G = {q1,...,9:} be a Grébner basis of the ideal
I = (g1,...,9:) and f be a polynomial in R. Then the remainder of the
division of f by G s unique.

Proof. Let 1y = f — (qugs + -+ gige) and 5 = [ — (g1 + -~ + gl be
two distinct remainders obtained from the division algorithm. Subtracting
the two remainders, we obtain r1 — 7o = (1 — ¢})g1 + -+ (@ — q;)g¢ € 1,
which implies lt(ry —re) € 1t(). Moreover, lt(r; — ) is a multiple of a term
appearing in r; or 7o and, consequently, does not belong to {1t(g1),...,1t(g;)}-
This contradicts the fact that G is a Grobner basis. O

4.5 Example
As in Example consider the polynomial f = 2%y + x € Fs[z,y] and the
ideal I = (xy — 1,22 —y). We saw that multivariate division by the arbitrary
generators F = {xy—1,2% —y} under the lexicographic order (v > y) yielded
two different remainders, 1 = 2z and ro = y* + x.

This arises because F is not a Grébner basis. A Gribner basis for this

ideal is G = {z—y?, y>—1}. If we divide f by G, the uniqueness is guaranteed.
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Any step of multivariate division is equivalent to the substitutions x — y* and
y3 — 1. Consequently, regardless of the order in which we apply the divisions,

the algorithm will always terminate with the unique remainder r = 2y2.

Grobner bases are not unique in general, in the example above we can
simply construct another Grébner basis from {x —y?, y> — 1} by substituting
x — y? with the sum of the two polynomials {x — y* + 3> — 1,3> — 1}. This
motivates to define the reduced Grobner basis.

A Grébner basis G for a polynomial ideal [ is called a reduced Grébner

basis if it satisfies the following two conditions:
L. le(g) =1 for all g € G.

2. For all ¢ € G, no term appearing in g is divisible by It(h) for any
h € G\{g}-

Any Grobner basis can be converted in a reduced one and the reduced Grob-
ner basis is unique. A proof of this can be found in |[CLO15, Chapter 2,
Section 7.

To algorithmically compute a Grébner basis from an arbitrary set of gen-
erators, B. Buchberger introduced the concept of S-polynomials. Given two

polynomials f and g, their S-polynomial is defined as

mem(Im(f),1m(g)) B mem(Im(f),lm(g))
1t(f) 1t(g)

S-polynomial is designed to cancel out their leading terms and potentially

yield new leading terms that belong to 1t(I) but are not generated by lt(f)
and 1t(g). Buchberger’s criterion states that a basis G is a Grobner basis if
and only if the S-polynomial of every pair of elements in G reduces to zero
under multivariate division by G. Buchberger’s algorithm, starting from an
arbitrary generating set, computes S-polynomials for all pairs, reduces them
and adds any non-zero remainder to the basis until the set obtained satisfies

the Buchberger’s criterion.
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4.6 Example

Let us illustrate the an example of the application of Buchberger’s algorithm.
Consider the ideal I = (f1, fo) C Fs[z,y| equipped with the degrevlez order
(v = y), where f; = 2> —y and fo = xy—x. The generating set F = {f1, fo}
is not a Grébner basis. We first compute the S-polynomial of the pair (f1, f2),
that 1s

ZU s
S(f1, f2) = y fl_x_j s =y(a® —y) —z(ry — ) = —y* +2° = 2° — ¢

Next, we reduce this S-polynomial using the current basis F'. Since the leading

2

term is x*, we can divide it by fy:

(2 —y*) —1- (" —y) = =" +v.

The remainder —y* +y cannot be divided by 1t(f1) or 1t(f2). Since it is non-
zero, we must add this new polynomial to our set, forming F' = { f1, fa, f3}.
The algorithm then proceeds to compute the S-polynomials for the new

pairs (fo, f3) and (f1, f3). For the pair (fa, f3) we have

2
X
S(fay f3) = == fz—i f3 = y(zy—z)+z(—y’+y) = 2y’ —zy—zy*+zy = 0.

This S-polynomial reduces to zero. Next, we compute the S-polynomial for
the pair (fi, f3), that is

1’?/

S(fi, f3) = fs=y (@ —y)+ P (P +y) =2y — .

fi—

We must reduce x*y — y> with respect to the set F'. We start by dividing the
leading term x%y by 1t(fy) = xy:

(@Y —y°) =z (zy — ) = 2° —y".
The new leading term is x°, which can be divided by 1t(f,) =
(@ =y’) =1- (2" —y) = —y’ +y.
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Now the leading term is —y3, which is divisible by 1t(f3) = —y?:
(v +y) -y (' +y) =y +y.
Finally, dwiding this remainder once more by fs5 yields:
(=" +y) —1-(=y*+y)=0.

Since all S-polynomials reduce to zero, Buchberger’s algorithm terminates.

The set F' = {2* — y,zy — x, —y* + y} is a Grébner basis for the ideal I.

The termination of this algorithm is guaranteed by the Ascending Chain
Condition on the monomial ideals generated by the leading terms. A formal
proof of this can be found in [CLO15, Chapter 2, Section 7|. This guarantees
that any ideal admits a finite Grobner basis for any given term order. How-
ever, since Buchberger’s algorithm needs to compute the S-polynomial once
at a time, in practice it is computationally expensive. For this reason, modern
algorithms for computing Grobner bases relies on linear algebra techniques,

replacing polynomial divisions with Gauss eliminations of matrices.

4.1 Solving polynomial systems with Grobner bases

Suppose we are given a multivariate polynomial system F = {f1,..., fi} C R
(where R = Flxy,...,x,]), we want to describe the solution zy,...,2, in a

fixed field extension satisfying

We define the zero locus of I = (fy,..., f;) C R in the algebraic closure F
of the field [ as the set

Z(I)={PeF|Vfelf(P)=0}={PeF|Vie{l,. ..t} fi(P)=o0
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If we are interested in solutions over a specific subfield K, we define the zero
locus of I in K as the restriction Z(1) N K". When the field is not specified
we mean the zero locus in the algebraic closure.

The goal of this section is to describe how a Groébner basis of I with
respect to the Lexicographic term order can describe the solution of this
system. This aspect is described in what is called the Shape Lemma. Before
detailing it, let us introduce some theorems and some definitions.

First we recall two theorems that will be useful for what follows.

4.7 Theorem (Macaulay)
Let I C R and fix a term order. A basis for the k-vector space R/I is given
by:

{z% e T | V™ & 1t(1)}.

An immediate consequence of this is that if G is a Grobner basis for I,
then the set {t € T | Vg € G, 1t(g) 1 t} is a basis for the k-vector space R/I.
We call this set the canonical basis of R/I.

4.8 Theorem
Let F be an algebraically closed field and I C R = Flzy,...,x,] be an ideal.

Then the following facts are equivalent:
1. |Z(1)| < 4o0.
2. dimg(R/I) < +o0.

The proofs of these theorems can be found in [CLO15, Chapter 5, Sec-
tion 3.

We say that the ideal [ is zero-dimensional if | Z(])| < +oo and we call
the degree of the ideal d(/) = dimg(R/1).

We say that the ideal I is in normal form w.r.t. the variable z,, if all

the points in its zero locus have distinct x,-coordinates. Formally, for all
P=(p1,....,pn) and Q = (q1,...,qs) in Z(1), if P # Q then p, # q.
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Assuming that F is a finite field or an algebraic closed field and that I
is a radical zero-dimensional ideal in normal position with respect to z,,, the
Shape Lemma states that the reduced Grobner basis of I with respect to

the lexicographic order (z; > x9 > -+ > x,,) has the following form:

g = {xl - gl(xn>> To — 92<xn)7 ceey Tp1 gn—l(xn)ﬂ gn(xn)}

where g, is a polynomial of degree d = |Z(I)|, and deg(g;) < d for all
ie{l,...,n—1%

4.9 Remark
Note that if F, is a finite field, then for any ideal I = (fi,...,f;) C R =
Fo[z1,...,2,] we can add the field equations Q = {z{ —x1,..., 2L —x,} to I

and we obtain the ideal J generated by QU{ f1, ..., fi}. The zero-dimensional
property is automatically obtained, since by construction the zero locus of J
corresponds to Z(1)NF™ and, consequently, |Z(J)| < +oo. Furthermore, J is
also radical. Fiz a polynomial f € R such that f* € J. First, we observe that
a? = a for all a € Fy and z] = z; (mod J) by construction. Consequently,

we have:

flxy,...,x)! = f(2d, ... 22) = f(xy,...,2,) (mod J).

This implies that f9 — f € J. By iterating this relation k times, we obtain
7" — f € J for any integer k > 1.
Now, choose an integer k such that ¢® > ¢, then we have that

fr=rtpttel

Since both f7° and 9" — f belong to J, we conclude that f € J.

Adding the field equation to the ideal I often change the complexity of
computing a Grobner basis, but is generally a good choice for fields F, of
small size. In the next section we will experimentally compare, in our case
of interest, the difference between adding the field equations or not.

Observe also that, if we have a unique solution, the normal position con-

dition is automatically satisfied.

76



The Shape Lemma reduces the task of solving systems to finding a reduced
Grobner basis w.r.t. 1lex, determining the roots of the univariate polynomial
gn(z,) and, subsequently, substituting them into the other polynomials g;
to obtain each coordinate. However, finding directly a Grobner basis w.r.t.
the lexicographic term order is generically computationally expensive. To
overcome this problem, in 1993 Faugére, Gianni, Lazard and Mora introduced
the FGLM algorithm in [Fau+93|. This algorithm allows one to convert, in
the case of zero-dimensional ideals, a Grébner basis G; w.r.t. a term order
into a Grobner basis Gy for the lexicographic term order. We will not describe
the details of the algorithm, but we present a toy example to give an intuition
of how it works. Before doing this, consider the quotient ring R/I. Since I is
a zero-dimensional ideal, R/ is a finite F-linear dimensional vector space. By
Macaulay’s Theorem (Theorem , a canonical basis for this vector space
is given by

W.={teT|VgeG lti(g) tt}

which is the set of monomials that are not divisible by the leading term of
any polynomial in the initial Grobner basis G;. Consequently, the dimension
of R/I as an F-vector space is finite and this dimension is called the degree
of the ideal, denoted by D = deg(I). This guarantees for each i € {1,...,n}
that the elements

are linear dependent, since they are D + 1 elements in R/I. We call the
elements f € R/I represented as a vector w.r.t. the basis W, the normal
form for f in I, denoted by NF_(f, ).

In what follows, we show how to find the univariate polynomials p;(z;) €
INklz).

4.10 Example
Let I = (2% — y,y*> — 1) C Fs[z,y| be a zero-dimensional ideal. We assume

that we have already computed its Grébner basis with respect to the Degree
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Reverse Lexicographic (DRL) order with x >pryp y:
Gprr = {I2 - y7y2 -1}

The leading terms are z* and y*. The dimension of the quotient ring Fs[z, y]/I

as a Fs-vector space 1s D = 4 and its canonical basis, ordered by DRL, 1s:

WDRL == {1ay7$axy} = {(JJ]_,(JJ27UJ3,W4}

We want to find the univariate polynomial p,(z) € INFs[x|. We iteratively
compute 27 with respect to Gpry, for 7 =0,1,2,... and express the results as

coordinate vectors in the basis Wpry:

o Let j = 0: the element 2° is simply 1, which corresponds to the vector
Vo = (17 07 Oa 0)7

o Let j = 1: we multiply the previous result by x. Since x cannot be

reduced by Gprr, we obtain the vector:

vy = (0,0,1,0)7

o Let j = 2: consider x%. Using the first polynomial 2> —y € Gprr,, we

can reduce 12 to y = w,y, obtaining:

vy = (0,1,0,0)

o Let j = 3: We multiply the previous result y by x, obtaining xy. This

s not reducible by Gprr,. The coordinate vector 1s:

v3 = (0,0,0,1)"

o Let j = 4: We multiply the previous result xy by x, obtaining z2y.

Substituting x> with y, we get y -y = y>.

Then, using the second
polynomial y*> — 1 € Gpryr, we reduce y*> to 1 = wy. The coordinate
vector is:

v, = (1,0,0,0)7
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Since D = 4, we are gquaranteed to find a linear dependency among the 5

vectors {vg, v1, va, v3,v4}. It is immediate to see that:
vy — vy = (1,0,0,0)" — (1,0,0,0)" = (0,0,0,0)"
This vector relation translates into the belonging of x* — 1 to I.

Now we consider another example in which, we describe how the FGLM
algorithm allow us to convert a Grobner basis w.r.t. the degrevlex term

order into another one for the lexicographic term order.

4.11 Example
Consider the ideal I = (2* + y,y* + z) C Fs|z,y]. We want to compute its
Grébner basis with respect to the lexicographic order (T >1eq y).

First, let us assume we have computed a reduced Grobner basis with re-

spect to the degrevlez order (x >pgrr y). The generators already form a
DRL basis:

Gprr = {2° +y, 9 + 2}

The leading terms are tprr(Gprr) = {x2,y?}. The canonical basis of the

quotient ring Fsz,y]/I consists of

W={1,y,x,xy} = {w,ws, w3, ws}

The degree of the ideal is D = 4. Before starting the algorithm, we initialize

the following variables:
o L = [y, x| is the list of variables ordered by < e,
e S=1]1]
o V = [vy], where v; = (1,0,0,0)
e G = () which is the vector of the current basis.

Now we begin the execution loop, popping the smallest element from L at

each step:
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. Pop t = y: We compute NFprr(y) = y = wy. Its vector is v =
(0,1,0,0)7.

Since v is linearly independent from v,. We execute the following steps:

(a) We update S = [1,y] and append v to V' as vs.

(b) We add the the term y multiplied by the variables x,y to L and
sort: L = [y? z,xyl.

. Pop t = %

We compute NFprr(y?) = —x = —ws. Its vector is

v =(0,0,—1,0)".

This is independent from {vi,vy}. We update S = [1,y,y?] and append
3

v toV as vs. We add multiples of y? to L: L = [y3, z, vy, vy?].

. Pop t = y*: We compute NFpri(y?) = NFpri(y(—2)) = —2y = —wy.
Its vector is v = (0,0,0, —1)7.

This is also independent. We update S = [1,y,vy%, v®] and append v to
V as vy. We update L = [y*, x, vy, vy?, 2y?].

. Pop t = y*: We compute NFprr(y*) = NFprr(z?) = —y = —ws.

The corresponding vector is v = (0,—1,0,0)7.

Notice that v = —vy. Once we have found a linear dependency, we
obtained the relation v + vy = 0 and we add this to the vector of the
current basis G

We add it to the basis: G = {y* + y}. We remove all multiples of the
leading term 1t,..(y* +y) = y* from L, leaving L = [z, vy, zy?, , 2y°].

. Pop t = x: We compute NFpgrr(z) = © = ws.

Its vector is v = (0,0,1,0)T. We see that v = —vs.

This gives the relation x = —1y?, translating to go = x + y>.

We add it to the basis: G = {y*+y,x+y*}. We remove all multiples of
x from L. Since all remaining elements are multiples of x, L becomes

empty.
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The algorithm terminates, returning the reduced lexicographical Grobner ba-
S818:
gle:z: = {I + y27y4 + y}

We observe that the first cycle of the algorithm (from 1. to j.) replicates
exactly the steps explained in Erample in order to obtain an univariate
polynomial in the smaller variable w.r.t. lex. The last cycle (step 5.) allows

us to find the polynomial x +p(y) = x +y* as expected by the Shape Lemma.

If the ideal is zero-dimensional, computing a Grobner basis with respect
to the lex order directly is often computationally expensive. In practice,
it is generically faster to first compute a Grobner basis with respect to the
degrevlex order and then use the FGLM algorithm to convert it into a lex
basis. In what follows, we will discuss the linear algebra methods used for

computing these initial Grobner bases.

4.2 Macaulay matrices

The transition to linear algebra is achieved through Macaulay matrices: the
core idea is to view the systems as coefficient vectors of monomials up to a
certain degree.

Let F ={f1,..., fi} C Flxq,...,x,] be a system of polynomials and fix
a term order >. For a fixed degree d, the Macaulay matrix M<, of F is
constructed by considering all possible polynomials of the form s- f;, where s
is a monomial such that deg(s- f;) < d. The columns of M, are indexed by
all monomials m; of degree < d ordered decreasingly with respect to . The
rows are indexed by the polynomials s- f;. The entry in the row corresponding
to s - f; and the column corresponding to m; is defined as the coefficient of
the monomial m; in the polynomial s - f;.

We introduce first an example. Consider the polynomial ring Fs[z,y]

equipped with the degree reverse lexicographic order where x > y. Let
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F =A{f1, [} be a system of polynomials defined as:
fi=22%+y,
fo=3zy+ 1.
We want to construct the Macaulay matrix M<s for the fixed degree d = 3.
First, we list all monomials in F5[z, y] of degree < 3 in decreasing order w.r.t.
™ degrevlex:
xS>—x2y>—my2>—y3>—x2>—xy>—y2>—x>—y>—1.

These monomials correspond to the columns of M<3. We determine the rows

by multiplying f; and fo by all monomials s such that deg(s - f;) < 3. We
obtain

x - fi =22 + xy,
y- fL =22+ ¢,
T - fo = 32y + ,

y - f2=3zy* +y,

1- fl - 21;2 + Y,
1-fo=3zy+ 1
By extracting the coefficients of these polynomials, we obtain the Macaulay
matrix
2 2ty owy? oyt 2? oxy P ox oy 1
2 0 0O 0 0O 1 0 0 0 0O\a«fi
0 2 0O 0 0 O 1 0 0 Olyh
Moy = 0 3 0O 0 0 0 0 1 0 0fxfe
0 O 3 0 0 0 0 0 1 O0fyfe
0 0 o 0 2 0 0 0 1 0f fi
0 0 o 0 0 3 0 0 0 1/ fo

In the next example, we show how Macaulay matrices allow us to compute

a Grobner basis of [ = (f1,..., fi).
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4.12 Example

Consider the system over Fs[x,y| equipped with the degrevlez order (z > y).
Let F = {f1, fo} be defined as:

fi=a® +2zy +y,
fo=a?+y?+2.
and let I = (f1, f2).

We begin by constructing the Macaulay matriz at the maximum degree of
the initial generators d = 2. The columns are indexed by the monomials of
degree < 2:

a:2>xy>y2>x>—y>1.

The Macaulay matriz M<s corresponds to:

yoz oy
Moy = 1 2 0 0 1 0\A
I 0 1 0 0 2/f
We compute now the Reduced Row Echelon Form (RREF) of M<s. Sub-

tracting the first row from the second yields the new vector
(1,0,1,0,0,2)—(1,2,0,0,1,0) = (0,-2,1,0,—1,2) = (0,3,1,0,4,2) (mod 5)

We observe that this operation corresponds exactly to the computation of the

S-polynomial S(f1, f2) = fo — fi. The RREF of M« corresponds to

22 xy Yyt ox oy 1

~ 2 2
Mop=(1 0 1 00 2\ 2Pty?+2
0 1 2 0 3 4)ay+2°2+3y+4

We now consider the polynomials fi, foa — f1 corresponding to the rows of
the RREF ./\;lgg. These polynomials do not constitute a Grobner basis of 1
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and we repeat the process incrementing the degree to d = 3. Consider the

Macaulay matriv M<s. The monomials indexing the columns are:
-2ty -at -yt -t -y -yt -y - 1.

The polynomials indexing the rows are:

o v fi =23+ 22%y + 2y,

o y- fi =%y + 2z + ¢,

o T fo =3+ zy? + 27,

oy - fo=ay+y’+2y,

o 1. fi=a+2zy+y,

o 1-fo=a+9y*+2.

The matriz M<s corresponds to:

2 2%y wy? oyt 2 owy P ox oy 1

1 2 0 0O 0 1 0 0 0 0\zxf

0 1 2 0 0 0 1 00 0|yh
Moy = 1 0 1 0O 0 0 0 2 0 0af

0 1 0 1 0 0 002 0]|yh

0 0 0 0 1 2 00 10|na

0 0 0 O 1 0 1 0 0 2/ fo

We compute now the Reduced Row Echelon Form (RREF) of M<s:
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2 2y owy? oyt 2? oxy v ox oy 1

1 0 0 3 0 0 0 1 2 3\ 2°4+3+x+2y+3

o 1 0 1 0 0 0 0 20 22y + % + 2y
Mes=| 0 0 1 2 0 0 0 1 3 2|x®+23+2+3y+2

o 0 0 0 1 0 0 2 3 1 2?4+ 22+ 3y + 1

o 0 0 0 0 1 0 4 4 2 zy + 4z + 4y + 2

o 0 O 0 0O o0 1 3 21 y?+ 3z +2y+1

The polynomials f1,xy + 4x + 4y + 2,y + 32 + 2y + 1 corresponding to

the three bottom rows of ./\;lgg form a Grobner basis for the original ideal 1.

In general, if we would not have found a Grébner basis at this step, we
should have added to M<3 new rows corresponding to the polynomials z“ f;
where f; is a polynomial corresponding to a new row in Mgg satisfying
deg(f;) < 3 and z® is a monomial such that deg(z®f;) < 3. After this we
should have computed the RREF of the new Macaulay matrix. This example
illustrates the underlying logic of the Lazard algorithm [Laz83|. Note that
to check whether the obtained polynomials form a Grébner basis, we must
rely on other criteria, such as Buchberger’s criterion, or have a theoretical
justification for the degree d at which we can stop computing Macaulay
matrices.

However, as n and d increase, the global Macaulay matrix M, becomes
exponentially large and with a massive amount of zero entries, making this

method computationally expensive.

4.3 The F,; Algorithm

To overcome the problem of the global Macaulay matrix, J. C. Faugére |[Fau99|
introduced the Fj algorithm in 1999. Fix a degree-compatible term order.

The idea of Fj is to repeat the process described for Macaulay matrices,
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but locally, by constructing submatrices for specific monomials. To this end,
we assume we have a selection function Sel which, given a list of pairs P,
returns a non-empty subset P’ C P. The efficiency of the algorithm de-
pends on the choice of this function. A standard approach is the normal
selection strategy, which corresponds to restricting B’ to the set of all pairs
with the minimal degree in P (the degree of a pair is defined as the de-
gree of the least common multiple of their leading term). Starting from the
set of polynomials F = {fi,..., fi} we define the set of all indices pairs
B ={(i,j) | 1 <i<j <t} and we select a subset B’ = Sel(B). Then the
algorithm starts two phases: a symbolic preprocessing and a matrix reduction
phase.

First, we construct the initial set of polynomials to be reduced. For
each pair (f;, f;) € B’, we consider the two "halves" of the corresponding
S-polynomial:

_lem(It(f;), 16(f;))
snate(f, f5) = 1t()

and we create a list of these polynomials

lem(1t(f;), 1t(f;))
16(f;)

fi and  spae(fj, fi) =

fi-

L = {(snac(fi, f3), snae(fy, i) | (fi, ;) € B'}.

The goal of the symbolic preprocessing phase is to predict the polynomials
that will be required for reductions in the linear algebra operations. The
phase is described as follows.

Let M be the set of all monomials appearing in the the polynomials in
L. For each monomial m € M, the algorithm checks if m is divisible by the
leading term 1t(g) of some polynomial g € G. If such a g exists, then, if
not yet included, we add the polynomial 2%g to L where z°lt(g) = m. Now,
we add to M the monomials appearing also in this new polynomial. This
process is repeated until we cannot find no more monomial in M satisfying

the property.
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After the symbolic preprocessing phase, we construct a local Macaulay
matrix M. The rows of M correspond to the polynomials in the new ex-
panded set L. The columns correspond to all the distinct monomials in M
ordered decreasingly w.r.t. the term order .

We compute now the RREF of M, denoted as M. Consider now the
non-zero rows of M whose leading monomials were not leading monomials
of any element in L. The polynomials corresponding to these rows are added
to the current generating set G. The list of pairs P is updated with the new
pairs formed by these newly discovered elements and the algorithm proceeds

iteratively. A proof of correctness and termination of this algorithm can be
found in [CLO15, Chapter 10, Section 3|.

4.13 Example
Consider again the ideal I = (fi1, fo) C Fs[z,y| equipped with the degrevlex
order (x = 1vy), where fi = 2% —y and fo = vy — x. We perform a single step
of the Fy algorithm for the pair (f1, f2).

The set L of "halves" of S-polynomaials is:

L=A{yfi =2y —y®, afy=ay—2"}.

The set of monomials appearing in L is M = {x?y, x? y*}.

Consider now the symbolic preprocessing phase. We skip the monomial
2%y since by construction yfi and xfo are already in L. The monomial x°
is divisible by 1t(f1) = x%. Since the corresponding f is not in L, we add
it. The polynomial f, forces to add the monomial y to M. The remaining
terms y? and y are not divisible by 1t(f1) and 1t(fy). The phase terminates,
yielding

L={yfi,vfo, i}, M= {952%952#2»9}

Next, we construct the local Macaulay matrix M. The columns correspond

to the monomials in M sorted decreasingly. The rows correspond to the
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polynomials in L:

Py 2t oyt oy
1 0 -1 0\vyhH
M= ~1 0 |af
o 1 0 -1/ f

We compute the RREF:

2 2

zty 2 y? oy
s 1 0 0 —-1\22y—vy
M= 1 0 —-1] 22—y
0 1 -1/ ¢y*—y

The leading monomials of the polynomials in L are x*y and x%. The
polynomial corresponding to the third row has a new leading term v>.

Consequently, the polynomial y* — y is added to G and the algorithm
should proceed to the next iteration.

During the computation of Fj, we generate polynomials of different de-

grees. This motivates the following definition.

4.14 Definition (Solving degree)

Let F be a system of multivariate polynomials and fix a degree-compatible
term order < and a selection function Sel. The solving degree of F with
respect to the Fy algorithm with Sel and < is defined as the maximum degree

among all polynomials generated during the entire Grébner basis computa-

tion.

This concept is of crucial importance in algebraic cryptanalysis because
it is an indicator of the computational complexity of the Grobner basis ex-

traction through the F) algorithm. For instance, the columns in the local
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Macaulay matrices are indexed by the monomials appearing during the com-
putation and the solving degree represents the maximum degree reached by

these monomials.

4.15 Example

Let us reconsider the computation performed in the previous example. During
the symbolic preprocessing phase, the algorithm constructed the polynomial
yfi = 2%y — y?, which has total degree 3. Consequently, the local Macaulay
matriz M contains a column corresponding to the monomial 2%y of degree 3.
If the entire F, computation terminates without generating any polynomial
of degree 4 or higher, we conclude that the solving degree of the system F =
{f1, o} is exactly 3.
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5 Algebraic Cryptanalysis: The MaxMinors mod-
eling

Cryptanalysis is the study of mathematical techniques used to evaluate and
compromise the security of cryptographic systems. In our setting, the main
aspects that need to be considered are the structural security of the signature
scheme and the complexity analysis of the RSD, problem. In this chapter
we will focus on the latter. The security analysis of problems arising from
coding theory splits into two branches: combinatorial and algebraic attacks.
Combinatorial attacks are designed to exploit the structural and algebraic
properties of the underlying code rather than its algebraic relations. Al-
gebraic attacks, instead, focus on modeling the problem as a multivariate
polynomial system and subsequently computing or estimating the complex-
ity of solving it. The complexity of these attacks relies heavily on the chosen
modeling. Consequently a primary objective in this field is to find a repre-
sentation that best fits the algebraic structure of the problem. Specifically,
we will focus on an algebraic attack against RSDg based on the MaxMinors

modeling, an approach introduced by Bardet et al. in |[Bar+4-20).

5.1 The MaxMinors system

Let us first recall our setting. Let (H,y) € Mat(—g)xn(Fgn) x Fim® be an
RSD; instance, let s = (1 || s') € Fy.. be a vector whose r coordinates are
linearly independent over F, and C' = [I, | C'] € Mat,«,(F,) be a matrix
satisfying

sCH" =y.

Our primary goal is to derive a homogeneous (with syndrome 0) RSD,
instance, whose solution corresponds exactly to the solution of the original
RSD, instance. For this purpose we rely on an assumption that is clearly
satisfied by the RYDE parameter sets. As discussed in Remark and

90



Proposition the small value 4¢"("+7=7)=m(=k) allows us to guarantee
the uniqueness of the RSD; solution and to assume that the linear code
defined by H contains no codewords of rank exactly r.

Assume without loss of generality that vy, , # 0. We construct a new
parity-check matrix H as follows. Let h; € Fym denote the rows of H for
i=1,...,n— k. We define the rows of H as

hi = hzyn—k - hn—kyz

fori=1,...,n—k — 1. Since y,_ # 0, a linear dependence between the
rows of H automatically yields a linear dependence between the rows of H.
This justifies that H is indeed a parity-check matrix. Note that H can be
constructed by replacing the n — k index with any index j such that y; # 0.

The construction of H is equivalent to considering the linear code C over
F,m defined by adding the error vector sC' yielding the correct syndrome
y to the code C corresponding to the parity-check matrix H. Indeed it is
clear that C = ker Ly C ker L5 and, by construction, the error vector sC
is contained in the kernel ker L ;. Analyzing the dimensions yields k£ + 1 <
dimC < dimker L; = k + 1. Hence ker L; = C=C+ <sC)qu.

Any codeword z € C can be expressed as the sum of a codeword from
the original code C and an element of the form a - sC, where a € Fym.
Consequently, multiplying by H' yields zH" = a-sCH'" = a-y. Suppose
that z = c+a - sC is a valid rank r solution with ¢ € C. We distinguish two
cases: if @ = 0, then C admits a codeword of rank r; if a # 0, a~'z is another
solution of the RSD; instance. The assumption allows us to conclude that
z = asC. Finally, the additional restriction that the error vector must have
1 in its first coordinate forces a = 1. A direct consequence is that sC' is
a solution to the RSD, instance (H,y) if and only if it is a solution to the
homogeneous RSD, instance (H,0).

The problem thus reduces to finding (s, C”) in the previously described
form such that

(LI ) || CHT = 0.
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This condition implies that a non-trivial linear combination of the r rows of
the matrix [Z, || C’]fIT € Mat,y,_r_1 evaluates to zero. Consequently all its
minors of size r must vanish. The core idea of this system is to express the
minors of the matrix [, || C']H " as a combination between the minors of C'

and the minors of H. The following proposition details this aspect.

5.1 Proposition (Generalized Cauchy-Binet Formula)
Let F be a field, let n and r be two positive integers with n > r and let
A € Mat,.,(F) and B € Mat, . (F) be two matrices over F. Then the

following formula holds:

det(AB) = > det(Alig)det(Blr.)

Tc{1,...,n},|T|=r

where Al|.r denote the square submatriz of A whose rows are indezed by
T and analogously B|r. denote the square submatriz of B whose rows are
indezed by T.

In Appendix [A] we present a proof of this proposition, introducing the
necessary theory of exterior products and determinants.

Returning to the modeling, we first observe that H' isannxn —k — 1
matrix. In order to apply directly the proposition, we select the submatrices
HT|. s indexed by a subset J C {1,...n—k—1} of size r and we observe that
the product with the matrix [I. | C'] restricts to this submatrix. Applying
the formula we obtain (”*’;*1) equations over Fm.

For every subset 7" C {1,...,n} of size r, we denote by Xr the determi-
nant of the submatrix [/, || C']|.r. Note that once we obtain the value of
the minors X for all 7', we can easily recover the coordinates of the matrix
[I, || C'] by considering the minors indexed by r — 1 columns of I,. The

equations derived from this modeling are given by:

Z Xpdet(H |p;) =0 for any subset J C {1,...,n—k—1}, |J| =1

Tc{1,...,n}
|T|=r
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By unfolding these equation over F,, we obtain a total of m(”fffl) and,
using the Xp as variables, we obtain a linear system over F, with a total
number of variables (jf) — 1. The —1 term arises because c(; ..,
1. We distinguish two cases: the overdetermined case, where m(”_f_l) >
(:f) — 1, and the underdetermined case, where the strict reverse inequality
holds. In the first case, the system has at most one solution, which can be
recovered using Gaussian elimination. In the underdetermined case, which is
the scenario of interest for the RYDE parameter sets, the linear system has
multiple solutions. Before detailing the approaches that we have considered

to solve the system, consider the following toy example.

5.2 Remark
Note that until now, our goal has been to find the matriz C = [I,. || C"]. Once
we have recovered the matriz C, we can obtain s = (1 || ") by simply solving
the linear system sCH = y which is guaranteed to have a unique solution
under the assumptions that r < mTJ“” and that the quantity 4q"(m+n—")—m(n—k)
is small. Indeed, this quantity is an increasing function of r for r < T2,
a condition that holds for RYDE-1 parameters (n = 53, m = 53, r = 4).
Consequently, Remark[2.15 allows us to derive that the probability to obtain
a codeword of rank < r is small. To see why this gquarantees the uniqueness
of s, suppose we have two distinct vectors s1 and so with the same coefficient
matriz C = [I, || C"] and yielding the same syndrome y. Since H(s,C)" =
y = H(s30)", the vector (s1 — s9)C must belong to the code C = ker(Ly).
Moreover, we can express each of its coordinates as a linear combination of
its first v ones. This implies the existence of a non-zero codeword of rank
< r, which contradicts our previous probability assumption.

Moreover, any other possible matriz C' = [I, || C"] for which CH does not
have full rank would automatically yield an RSD; solution of rank at most r.

As described above, this occurs with probability bounded by 4¢"("+n—r)—m(n=k),

5.3 Example
Consider the following parameters m = 3,r = 2,n =6 and q = 2. Note that
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the aforementioned parameters do not satisfy the condition in Remark
and, hence we could not quarantee the theoretical overwhelming probability
of uniqueness of the RSD, solution. Indeed, for small parameters, having
both the conditions for uniqueness condition and underdetermined equations
is rare. For this reason we will assume only the latter. View Fas as the
quotient field Fy[x]/ (23 + x + 1) and define a .= Z. Let the RSD, instance be

constructed as follows:

y=(0,a+1,1,a+1).

and
a+1 1 a?+1 a®+1 a*+a O
o a> a*+a a a a® 1
a a*+a a ad*+a+1 a>+a+1 0
0 a 0 a? 0 0

We construct the matriz H as described at the start of this section:

a?+1 a+1 a? a? 1 0
H=|d>+a+1 a*>+a+1 a*>+a 1 a2+a+1 a+1
a’>+a a+1 a?+a a*+a a 0

and the transpose

(a2 +1 a®+a+1 a®+a)
a+l a*+a+1 a+1
T _ a® a’*+a a’+a
a? 1 a’+a
1 a’+a+1 a
0 a+1 0 |

From the latter matriz and the Cauchy Binet Generalized formula (Prop.

we derive the following linear equations over Fym

0= CL2J]0’1 + axo2 + CLQ.TO’g + X0,4 + CL2I075 + axriy s + (CL2 + 1)1‘174 -+ (CL2 + 1)1’1’5

+ 293+ (A +a+ Dagg+ (a® +a+ Dags + (a* +a+ Dass + (a+ 1)ays,
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0= (a®>+ 1)z + (a® + a)zoz + (a® + a)zo3 + (a® + a+ V)zo s + (a® + @)z 2
+ (@ + a)zy3 4 (@® + D21 + (a° + Doy + (a® + D)asy,

0= (a2 +a)ro; + (a2 +a)ro2 + axos + o4 + Tos + (a2 + 1)z 0
+(a®+a+Dais+ (@® +a+D)zrg+ (@® + D)ws + a’ros + (a + Dagg + 225
+ (a* + a)x3s + 235 + (0 + a) T4 5.

where with x; ; we denote the minors of C' (that is a unknown matriz 2 X 6

over F, ) indexed by the columns i+1 and j+1. We can unfold these equations

over F, and obtain the following:

)
Toa+ T4+ X5+ To3+ Tog+ Tos+ T35+ Ta5 =0

To2 +T13+ Toa + Tos + T35+ Ta5 =0

Zo,1 + Zo,3 + Zo,5 + T14 + T15 + T2.4 + T25 + T35 = 0

Zo,1 + Xoa + T4+ To4 + 234 =0

To2 + Toz + Toa +T12+x13=0

Zo,1 + Zo,2 + Zo,3 + Zo,4 + T1,2 -+ x1,3 + T14 -+ T2.4 + T34 = 0
Zo,4 + Zo,5 + x1,2 + x1,3 + T1,4 + x1,5 + T2.4 + T25 + T35 = 0

To1 + To2 + Toz + T13+ Tia+ Tog+ T34+ 245 =0

(o1 +To2 T 12+ T13+ P14+ T15+ Ta3 + Taa+ Ty5 = 0

One can resolve these linear system and find a basis for the solutions of the

system above
1,1,0,0,0,0,1,0,1,1,0,0,1,0,0),

vo = (

v = (0,0,1,0,0,0,1,0,0,1,0,0,0,1,0),
vs = (0,0,0,0,1,0,0,0,1,1,0,0,0,0,0
v3 = (0,0,0,0,0,1,1,0,0,1,0,0,0,0, 1
vy = (
vy = (

Y

)
)
)
);
0,0,0,0,0,0,0,1,1,0,1,0,0,1,0),
0,0,0,0,0,0,0,0,0,0,0,1,0,1,0)
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whose coordinates correspond, in order, to the sequence of minors:

($0,17 Zo,2, £0,3, £0,4, L05, 1,2, 1,3, 1,4, L1,5, 2,3, L24, 25, L34, T35, $4,5)-

The minors of a possible matriz C' = [I,. || C'] being a solution of the RSDj
instance (H,y) must be a linear combination over Fy of the vectors vy, . . ., vg.

For instance one can verify that

100010
0:[

and s = (1, a* + 1)
011100

form a solution to the instance (H,y) and the minors of C corresponds to

the linear combination vy + vy + vs.

5.1.1 SageMath code for constructing the MaxMinors system

We also present the SageMath [Ste+-26| code used to construct the aforemen-
tioned linear system. Assuming the parameters ¢, m,n, and r have already
been initialized, we first detail the algorithm that takes a polynomial over

F,m and returns the corresponding list of m polynomials over the base field
F

q-

Listing 1: Unfolding algorithm for polinomials over F;m

from sage.all import *
import itertools
Fq = GF(q)
Fqm = GF(g#**m, ’a’)
a = Fgm.gen ()
def unfold_polynomial (P, m):
i
Takes a polynomial P over F_{g"m} and returns a

list of m polynomials over F_q
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return [0] * m
unfolded = [0] * m
monomi = P.monomials ()
coefficienti = P.coefficients ()
for ¢, mon in zip(coefficienti, monomi):
for i in range(m):
if c[i] !'= O:
unfolded[i] += c¢[i] * mon

return unfolded

Assuming we have already defined the matrix H and the syndrome y, we
present the implementation for constructing the MaxMinors system. Lines 1—
11 perform the initial setup, while Lines 1321 generate the list of polynomials
over the extension field F,». Finally, these polynomials are unfolded over F,
in Lines 23-27.

Listing 2: Generation of the MaxMinors system

subsets_T list (itertools.combinations(range(n), r))

subsets_J = list(itertools.combinations(range(n - k - 1),
r))
name_minors = [f"x_{’_’.join(map(str, T))}" for T in

subsets_T]

R_linear = PolynomialRing(Fq, name_minors, order=’
degrevlex’)

R_linear_ext = PolynomialRing(qu, name_minors, order=’
degrevlex’)

variables_x = R_linear.gens ()

pivot_idx = next(i for i in reversed(range(n-k)) if y[il
1= 0)

Htilde_rows = [H[idx] * y[pivot_idx] - H[pivot_idx] * yl[
idx]

for idx in range(n-k) if idx != pivot_idx]

Htilde = matrix(Htilde_rows)
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H_tilde_T = Htilde.transpose ()

eqs_linear = []

for J in subsets_J:

eq = R_linear_ext (0)
for index_T, T in enumerate(subsets_T):
H_sub = H_tilde_T.

matrix_from_rows_and_columns(list(T),

list (J))
det_sub = H_sub.det ()
if det_sub != 0:

eq += det_sub * variables_x[
index_T]
eqs_linear .append(eq)

eqs_linear_unf = []

for p in eqs_linear:

list_eq_unf = unfold_polynomial(p, m)

eqs_linear_unf.extend(list_eq_unf)

eqs_linear_polSeq = [R_linear(eq) for eq in

eqs_linear_unf]

system = Sequence(egs_linear_polSeq)

In what follows, we consider two approaches to find a solution matrix C:

1. A direct approach, substituting the coordinates of C’ directly into the

minors.

2. Solving the linear system and substituting the parameterized solutions

(expressed as a linear combination of the kernel vectors of the system)
into the relations that the minors must satisfy, known as Pliicker rela-

tions.
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5.2 The direct approach

In this subsection we detail how the direct approach is constructed. Con-
sider the matrix C" = (¢;;)ic(1,...r}.je{r+1,..n}, Where ¢; ; are variables taking
values in [F,. The direct approach consists of substituting the variable X, in
the MaxMinors system with the minor of the submatrix of [, || C'] whose
columns are indexed by 7. Hence, we obtain a new system having as vari-
ables the coordinates of C'. The polynomials in the resulting system have
generally degree r and our goal is to estimate the computational complexity
of solving this system using the Fj algorithm. In particular, we will compare
the resolution of this system with and without field equations and compare
with the second modeling that will be presented. Before proceeding, we

discuss the direct approach in the previous example.

5.4 Example
Consider again the system

)
Toa+ T1a+Tis+ To3+ Tog+ Tos+ 235+ 245 =0

To2 +T13+ Toa + Tos + T35 + Ta5 =0
To1+ To3z + Tos +T1a+ X5+ Toyg+ Tos + T35 =
To1+ Toa + T4+ Tog+ T34 =
To2 + %03+ Toa+ T12+ T13 =
To1 + To2 + To3 + Toa+T12 +T13+ T4+ Tog+ T34 =
Tosa + Tos +T12+T1 3+ T1a+ 15+ Tog+ Tos + T35 =

To1 + To2 +To3z +T1 3+ T14a+ Toa+ X34+ Ty =

(o1 + To2 T X122+ T13+ P14+ T15+ Ta3 + T3g+ Ty5 = 0
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We operate the substitution with the entries ¢; ; and we obtain:

(00,301,2 + Cp,aC1,2 + Co5C1,2 + Co2C1,3 + Co5C13
+ Cp,2C1,4 + Co5C14 + Co2C15 + Co3C15
+ coac15 + Cou + o5+ c1a=0
C0,4C1,2 + Co5C12 + Co5C13 + Co2Cia + CosCLa + Co2Cis + Co3C15 + CouCrs + Co3+ 1o =10
€04C12 + Co5C12 + Co5C13 + CoaCia+ CoaCis + Co3Cis + Coa+ Cos+Cr3+cis+1=0
Cp4C12 + CoaC1 3+ CoaCla+ Co3Cia+ Coa+cia+1=0
Cop+ oz t+cipt+cigtcia=0
Co4C1,2 + C0aC13 + Co2C1 4+ Co3C14 + Co2+ Co3+ Coat+cCrptcizt+ciat+1=0
€04C12 + Co5C12 + Co5C1 3 + Co2Cia+ Co2Cis + Co3Cls + Co2+ Cos3+ Coa+ Cos+Cratcis=0

C0,4C1,2 + CoaC13 + Co2C1a + Co3C14 + Co5C1La + CouCls + Coz+ Cou+ Cio+ci3+1=0

€0,3C1,2 + Co2C1,3 + Co.aC1 3 + Co3C14 + CosCla + CoaCrs + Co2+ Co3+Coa+Cos+cro+1=0

Let I be the ideal generated by the polynomials appearing on the left-hand
side of the equations in the system above. In Subsection [5.4, we estimate
the complexity of computing with Fy algorithm a Grébner basis of the ideal I
w.r.t. the degrevlex term order. Moreover we extend the estimation for the

ideal generated by I together with the field equations:

2
6072 + 60’2 = 07
2 =0
€o,3 +co3 =0,
A, +cps=0
0,4 04 — Y,
2 _
Co5 T o5 =0,
2
Clptci2=0,
2
0173 + c1,3 =V,
A, +c4=0
1,4 14— Y

2
Cistcis=
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5.2.1 SageMath code for direct approach

We describe now the SageMath code to construct the ideal coming from
the direct approach. Lines 1-6 perform the setup and lines 822 substi-
tute the minors of C' in the variables of the MaxMinors system. Finally,
lines 25-27 construct the two ideals: I enriched without field equations and

I enriched fields eqs with the field equations.

Listing 3: Generation of the ideals from the direct approach

name_C_entries = [f’c_{i}_{j}’> for i in range(r) for j in
range (r,n)]

R = PolynomialRing(Fq, name_C_entries, order=’degrevlex’)

C_symbolic_primeFq = matrix(R, r, n - r, R.gens())

I_rFq = identity_matrix(R, r)

C_symbolicFq = I_rFq.augment(C_symbolic_primeFq)

vector_minors = C_symbolicFq.minors(r)

equations_evaluated_unfolded = []
for eq in eqs_linear_unf:
if eq == 0:
continue
new_eq = R(0)
for monomial_expon, coeff in eq.dict().items():
term = Fq(coeff) * R(1)

for idx_var, exp in enumerate (
monomial_expon):
if exp > O:
term *= (vector_minorsl|[
idx_var]) **xexp

new_eq += term

if new_eq != O:

equations_evaluated_unfolded.append(
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new_eq)

# Field Equations and ideals

I_enriched = R.ideal(equations_evaluated_unfolded)
field_eqs_Fq = [var**2 - var for var in R.gens ()]
I_enriched_field_eqs_Fq = R.ideal(

equations_evaluated_unfolded + field_eqs_Fq)

5.3 The Pliicker relations approach

In this subsection we present the second approach based on the Pliicker rela-
tions. Informally, these relations correspond to the conditions that maximal
minors of any matrix must satisfy. A formal definition and detailed study of
these relations are in Subsection of the Appendix [A]

In particular the approach we will present relies on Theorem Infor-
mally, fixed the dimension of the matrix n X r we denote as I, , the ideal
generated by the Pliicker relations. Specifically, we utilize the following re-
sult, which provides an explicit Grobner basis for I, , with respect to a certain

term order <:

G = Z SigN(T)Pr(o)\Pr(r) | 0, T are incomparable
7 is an
(4,r+1—1)-shuffle
where 0 = {01 < -+ < o,} and 7 = {1y < --- < 7.} are ordered subsets
of {1,...,n} of size r and incomparable means that neither o; < 7; Vi nor

7; < 0; Vi holds.

Returning to our modeling, we start from the MaxMinors linear system
and apply Gaussian elimination to obtain a basis for its solution space. Now
we consider the polynomials in G. Note that since these polynomials do not

depend on the specific instance of the problem, they can be precomputed. We
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substitute the coordinates of our parameterized solution into the correspond-
ing variables of G, yielding a new polynomial system whose variables are the
coefficients of the linear combination. Finally, we compute the Grébner ba-
sis of this system with respect to the degrevlex order and we compare the
computational cost with or without the inclusion and, also, with the direct
approach.

Note that, as we have already discussed, obtaining the values of the minors

of C' will automatically yield the entries of a solution matrix C".

5.5 Example
Consider again the MazMinors system in Ezxample in which we have

already computed a basis for the solution space

v = (1,1,0,0,0,0,1,0,1,1,0,0,1,0,0),
vy = (0,0,1,0,0,0,1,0,0,1,0,0,0,1,0),
v3 = (0,0,0,0,1,0,0,0,1,1,0,0,0,0,0),
vs = (0,0,0,0,0,1,1,0,0,1,0,0,0,0,1),
vs = (0,0,0,0,0,0,0,1,1,0,1,0,0,1,0),
ve = (0,0,0,0,0,0,0,0,0,0,0,1,0,1,0)

whose coordinates correspond, in order, to the sequence of minors:

<I0,17 Zo,2, 20,3, Lo,4, Lo,5, 1,2, 1,3, L1,4, T15, 2.3, T24, T25, T34, T35, I4,5)-

We list now the polynomials in the Griobner basis of Pliicker ideal Igo:
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4
T0,3%12 + To2%13 + To,1T23 = 0,

T04T12 + To2%14 + To1%24 = 0,
T04T1,3 + To3T14 + To1234 = 0,
T04T23 + L0324 + To2T34 = 0,
Tos5T1,2 + To2T15 + To1T25 = 0,
To5T1,3 T To3T15 + To,1235 = 0,
Tos5T14 + ToaZ1s + To12a5 = 0,
To5T23 1+ To3T25 + o235 = 0,
To5T24 T ToaTos + TopTas = 0,
205734 + ToaT35 + To3Tas = 0,
T14%T23 + X1 3%T24 + T1 2734 = 0,
T15T23 + X1 325 + T12%35 = 0,
T15T24 + T14T25 + T12%45 = 0,

T15T34 + T14%35 + T1,3%45 = 0,

(72534 + T24T35 + To3Ta5 = 0.

and we substitute each variable with the corresponding coordinate of the pa-

rameterized vector agvy + a1vy + - - - + asvs, where the coefficients a; are un-
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knowns in F,, which gives:

(

apas + a1a3 = 0,
a2+ a =0
0 104 = U,
a2+ a =0
0 104 = U,
ag + agas + asasz + agay + agas = 0,
apas —+ as0s3 + agQy -+ a10a4 -+ agly = 0,
apas —+ A2ay4 = 0,
apay + agas + aas + a3 + asas + apay + agas + ajas = 0,
apas —+ Aoy = O,
apas + araz = 0,
apas + asay = 0,

ag + apar + aras + a3 + apas + araz + asaz + apag + ajas + asay

+apas + ajas = O,
2 2 _ O
as + apay + agay4 + aj + agas = 0,
at + apay + apaz + ajaz + a3 + apay + ajay + a3 + agas =0,

apas + a1as + asaz + a3 + araq + aj + apas + agas =0,

\CLO—f—l:O.

Note that we added also a last equation ay + 1 = 0 forcing the first minor

to be

1. Analogously to the direct approach, in Subsection 5.4, we estimate

the computational cost of computing with Fy algorithm a Grébner basis w.r.t.

degrevlex term order for the ideal generated by these equations both with

and without the field equations.
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11

5.3.1 SageMath code for the Pliicker relations approach

Here, we present the SageMath code used to construct the two ideal de-
scribed in the second approach. Specifically, lines 1-5 define the function for
identifying incomparable pairs, while lines 10-18 generate the complete list
of these pairs. Note that the dictionary in line 8 maps the tuple 7" in the
corresponding variable x7, where T” corresponds T shifted to the left for

each coordinate.

Listing 4: Extract incomparable pairs

def is_le(sigma, tau):

return all(s <= t for s, t in zip(sigma, tau))

def is_incomparable(sigma, tau):

return not is_le(sigma, tau) and not is_le(tau,

sigma)
multi_indices = list(Combinations(range(l, n+1), r))
dict_variables = {tuple(T): var for T, var in zip(

multi_indices, variables_x)}

def extract_incomp_pairs(multi_indices):

incomparable_pairs = []

for sigma, tau in itertools.combinations(
multi_indices, 2):
if is_incomparable(sigma, tau):
incomparable_pairs.append ((sigma,
tau))

return incomparable_pairs

incomparable_pairs = extract_incomp_pairs{(multi_indices)

106




The next code will construct the polynomials appearing in the Grobner basis
for the Pliicker ideal. Lines 1-39, given an incomparable pair, a dictionary as
in line 8 of Listing [4] and the ring of the variables x1 generate the polynomial
in the form described of the Grébner basis G for [, ,. Lines 41-49 generate
all the polynomials in G.

Listing 5: Generation of the polynomials in the Grobner basis for Pliicker
ideal

def generate_polynomial_plucker (pair, dict_var,
ring_polynomial):

A, B = sorted(pair)

violation_idx = -1
for i in range(len(A)):
if A[i]l > BI[il:

violation_idx = i
break
sigma = A
tau = B
i = violation_idx
active_tau = taul[:i+1]
active_sigma = sigmal[i:]
Omega = list(active_tau) + list(active_sigma)
passive_tau = tauli+1:]
passive_sigma = sigmal[:1i]

polynomial = ring_polynomial (0)

for combo_indices in itertools.combinations(range
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(len(Omega)), i+1):
chosen_for_tau = [Omegal[idx] for idx in
combo_indices]
chosen_for_sigma = [Omegalidx] for idx in
range (len(Omega)) if idx not in

combo_indices]

new_tau = tuple(sorted(chosen_for_tau +
list (passive_tau)))

new_tau = tuple(sorted(chosen_for_tau +
list (passive_tau)))

new_sigma = tuple(sorted(chosen_for_sigma

+ list(passive_sigma)))
if len(set(new_tau)) < len(new_tau) or
len(set(new_sigma)) < len(new_sigma):

continue

var_tau = dict_var[new_taul

var_sigma = dict_var[new_sigmal
polynomial += var_sigma * var_tau
return polynomial
def generate_relations_plucker(incomparable_pairs,
dict_var, ring_polynomial):
relations_plucker = []
for pair in incomparable_pairs:

F = generate_polynomial_plucker (pair,

dict_var, ring_polynomial)
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relations_plucker.append (F)

return relations_plucker
relations= generate_relations_plucker (incomparable_pairs,

dict_variables, R_linear)

Given the MaxMinors system, this code applies the substitution of the pa-
rameterized solution into the variables of the Pliicker relations Lines 1-5
perform the setup and lines 7-15 construct the dictionary for substituting
the coordinates of the linear combinations in the variables xr. Lines 22-29
execute the substitution and in lines 32-35 we append the constraint that

the first minor equals 1. Lines 37-39 construct the ideals.

Listing 6: Construction of ideals for Pliicker relations approach

A, monomials = system.coefficients_monomials ()
vectors_basis = A.right_kernel () .basis ()

t_var = len(vectors_basis)

names_a = [f’a_{idx}’ for idx in range(t_var)]
Ring_Reduced = PolynomialRing(Fq, names_a, order=’

degrevlex’)

dict_subst = {}

for idx, comb in enumerate (Combinations(range(n), r)):

nome_var = "x_" + "_".join(map(str, comb))

var_X = R_linear(nome_var)
terms = [Ring_Reduced(f’a_{k_idx}’) x
vectors_basis[k_idx][idx]

for k_idx in range(t_var) if vectors_basis[k_idx

1[idx] '= 0]
comb_a = sum(terms) if terms else Ring_Reduced (0)
dict_subst[var_X] = comb_a
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# Substitution map
def sub_map(polynomials):

return polynomials.subs(dict_subst)

eq_GB = []

map_inverse_plucker = {}

for eq_P in relations:
eq_reduced = sub_map(eq_P)
if eq_reduced !'= 0:
eq_GB.append(eq_reduced)

map_inverse_plucker [eq_reduced] = eq_P

first_columns tuple (range(r))

name_identity = "x_" + "_".join(map(str, first_columns))
minor_identity_Reduced = dict_sost[R_linear(name_identity
)]

eq_GB.append(minor_identity_Reduced - 1)

field_eqs = [var**2 - var for var in Ring_Reduced.gens ()]

I_PluckerApproach_feqs = Ring_Reduced.ideal(eq_GB +
field_eqs)

I_PluckerApproach = Ring_Reduced.ideal(eq_GB )

5.4 Experimental results and comparison

In this subsection we present and make comparisons between the experimen-
tal results from the first and second method. Before starting with this, we
justify the choice of parameters. Recall first that we want to discuss the

underdetermined case where m(”*ffl) < (:L) — 1. Moreover, in order to not
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have multiple solutions affecting the results, we searched parameters satisfy-
ing also 4q"(mtn—r)—mn—k) o % as in Proposition Given these premises,
we have considered two parameter sets for evaluating the behavior of the

system as n increases:
e Thefirstset r =2, m =14 andn € {10,...,14} and k € {6,7,8,9,10}.
e The second set r =3, m =13, n € {6,8,9,10} and k € {2,3,4,5}.

In both scenarios, we increase the dimension £ alongside n. This choice en-
sures that the generated polynomial systems do not become overdetermined.

Note that for the following results we have used the msolve package
for the Fj algorithm in SageMath. Moreover, we only considered unfolded
modelings because the implementation of Fj in this package does not work
with non-prime finite field extensions. All experiments were conducted on a
machine equipped with an AMD Ryzen 5 5500U processor (2.10 GHz) and
8 GB of RAM.

In what follows, we study the percentage of zero-dimensional ideals, the
maximal solving degree obtained, the maximal number of rows and columns
of the matrices used by the F} algorithm and the average time for computing
the degrevlex Grdbner basis. We considered approximately 100 iterations
for every case, with the exception of r = 2,n = 14 and r = 3,n = 10. For
these parameters, the high memory demand of the Grobner basis computa-
tions led to Out-Of-Memory errors that terminated the kernel. Consequently,
we reduced the number of iterations for these instances depending on the cho-
sen algebraic modeling. Note that, to mitigate the variance in the following
results, we averaged the measurements across multiple independent runs and
for this reason, the label "Average" appears in the following figures.

We first consider the study of the percentage of zero-dimensional ideals
in the parameter set with » = 2. As shown in Figure [1} it is almost 100%

for every n in the case of ideals containing the field equations. The "almost"
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is probably due to isolated crashes of the algorithm. Regarding ideals with-
out field equations, we observe that the direct minors approach obtains the
minimum percentage among all other modelings for n = 14. Overall, the
percentage is high in all modelings. A non-trivial result is that, in the zero-
dimensional case, the solution turns out to be unique even for ideals without

field equations. This applies also for r = 3.

Average of Zero-dim

102.00%
100.00%

98.00% Modeling

96.00% «=@==Complete_Plucker_Unf+Field_eq

94.00% == Complete_Plucker_Unfolded

«=@==Direct_Minors_Unfolded
92.00%
==@=Direct_Minors_Unfolded_Feqs

90.00%

88.00%

10 11 12 13 14

n -

Figure 1: Percentage of zero-dimensional ideals for the parameter set r = 2.

For r = 3, the percentage remains overall high across all modelings. Only
for n = 6 we observe a minimum percentage of circa 92% for the ideals with-
out field equations. Note that the Pliicker relations approach without field
equations stops at n = 9, because for n = 10 the Grébner basis computation
exhausted the available memory. We will explain a possible reason for this

when we discuss the maximal number of rows.
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Average of zero_dim

102.00%

100.00%

=
98.00% Modeling :
96.00% === Complete_Plucker_Unf+Field_eq

94.00% ==@==Complete_Plucker_Unfolded

«=@==Direct_Minors_Unfolded
92.00%
==@==Direct_Minors_Unfolded_Feqs

90.00%

88.00%

Figure 2: Percentage of zero-dimensional ideals for the parameter set r = 3.

Next, we analyze the solving degree achieved by the F}, algorithm.

For both » = 2 and r = 3, the solving degree of direct approach results
generally higher than that of the methods based on Pliicker relations. A
plausible explanation is that Pliicker relations introduce a significantly large
number of quadric equations and this give sufficient constraints to compute
the Grébner basis without allowing the solving degree to exceed 3. Overall
the solving degree remains low indicating that it is not the primary cause of

the computational cost.

Average of Solving_Degree

4.5

4
3.5 /
3 Modeling >
25 ==@==Complete_Plucker_Unf+Field_eq
2 // =@ Complete_Plucker_Unfolded

1.5 === Direct_Minors_Unfolded

1 ==@=Direct_Minors_Unfolded_Feqs

10 11 12 13 14

Figure 3: Average of maximal solving degree reached during iterations of F}

algorithm for r = 2.
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Average of Solving_Degree
4.5

4
3.5

3 Modeling
25 ==@=Complete_Plucker_Unf+Field_eq

2 ==@==Complete_Plucker_Unfolded
1.5 ==@==Direct_Minors_Unfolded

1 ==@==Direct_Minors_Unfolded_Feqs
0.5

0

6 8 9 10

Figure 4: Average of maximal solving degree reached during iterations of F}

algorithm for r = 3.

Regarding the maximal number of matrix rows generated during the F}
execution, we observe notable differences between the modelings. We con-
jecture that, due to the high number of equations, the Pliicker relations
approach shows a significantly faster growth in the number of rows as n

assumes high values.

Average of Max_Rows

50000
45000
40000
35000 Modeling
30000
25000
20000

15000
10000 «=@==Direct_Minors_Unfolded_Feqs

=—@=Complete_Plucker_Unf+Field_eq
=@==Complete_Plucker_Unfolded

=—@=—Direct_Minors_Unfolded

5000
0
10 11 12 13 14

Figure 5: Average of maximal number of matrix rows generated during the

F) execution for r = 2.
Also in the case r = 3, the trend described is evident which also explains
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the fact that for n = 10 the Pliicker relations approach without field equations

results in an Out-Of-Memory error.

Average of Max_Rows

140000
120000
100000 Modeling
80000 «==@=Complete_Plucker_Unf+Field_eq
60000 «=@==Complete_Plucker_Unfolded
==@==Direct_Minors_Unfolded
40000
==@==Direct_Minors_Unfolded_Feqs
20000

0

o
=]
©
2

Figure 6: Average of maximal number of matrix rows generated during the

F, execution for r = 3.

Similarly the trend is observed also for the maximal number of columns,

especially for r = 3. For r = 2 this difference is less pronounced.

Average of Max_Cols

25000

20000
Modeling
15000 «==@=Complete_Plucker_Unf+Field_eq
«=@==Complete_Plucker_Unfolded
10000
==@=Direct_Minors_Unfolded
5000 === Direct_Minors_Unfolded_Feqs

10 11 12 13 14

Figure 7: Average of maximal number of matrix columns generated during

the F, execution for r = 2.

115



Average of Max_Cols

60000
50000

40000 Modeling

==@=Complete_Plucker_Unf+Field_eq
30000 ==@==Complete_Plucker_Unfolded
20000 ==@==Direct_Minors_Unfolded

==@==Direct_Minors_Unfolded_Feqs
10000

0 L @

Figure 8: Average of maximal number of matrix columns generated during

the F, execution for r = 3.

Finally, regarding the average time employed for computing a Grobner
basis we observe that for » = 2 the two methods without field equations are

similar. Moreover the direct minors approach results the fastest.

Average of Time_sec

0 Modeling

25 —e—Complete_Plucker_Unf+Field_eq
20 = Complete_Plucker_Unfolded

15 «=@==Direct_Minors_Unfolded

—e—Direct_Minors_Unfolded_Feqs

Figure 9: Average of execution time of the Fj algorithm for r = 2.

For the subsequent analysis of the » = 3 case, note that the time axis in
Figure is presented on a logarithmic scale. In this we observe that the

direct minors approach with field equations results to be the most efficient
method.
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Average of Time_sec

1000

100

Modeling
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Figure 10: Average of execution time of the F} algorithm for r = 3.

5.4.1 Percentage of Pliicker relations and single-swap relations

approaches

In order to test whether the high number of relations causes the high compu-
tational cost, we randomly sampled a percentage of Pliicker relations for the
case r = 2,n = 14. To identify a potential threshold between computational
efficiency and algebraic correctness, we considered a specific sequence of per-
centages: 60%, 70%, 80%, 85% and 90%. For each considered percentage,
we extracted a subset of Pliicker relations and kept it fixed across multiple
independent iterations, analyzing the same computational measures detailed
in the previous subsection. Moreover, we considered also the same idea of
modeling but with single-swap Pliicker relations, as presented for n = 4 and
r = 2 in Subsection [A.2]

Below, we will not present results for » = 3. Due to a high frequency
of Out-Of-Memory errors, we consider the data for this parameter set to be
unreliable.

In Figure |11 we observe that the execution time increases as the percent-
age of Pliicker relations decreases. However, when we keep at least 85% of

the relations, the execution time results almost constant.
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n.Y
Average of Time_sec
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Figure 11: Average of execution time of the Fj algorithm for r = 2, n = 14,

varying the percentage of relations.

Interestingly, the maximum number of rows decreases when the percent-
age drops below 80%. This suggests that a well-chosen subset of Pliicker

relations can potentially reduce the computational cost.

n.Y
Average of Max_Rows

50000
45000

40000
35000
Modeling

—e— Complete_Plucker_Unf+Field_eq
20000

15000 —e—Index_Swaps_Plucker+Field_eq

Perc_Plucker -

Figure 12: Average of maximal number of matrix rows generated during the

Fy execution for r = 2, n = 14, varying the percentage of relations.

Regarding the dimension of the ideals, we observe a high number of zero-

dimensional ideals also when we keep only 60% of the relations.
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Figure 13: Percentage of zero-dimensional ideals for » = 2,n = 14 and

varying the percentage of relations.

We conclude that, in general, keeping more than 85% of the equations
yields similar results to using the full percentage of generators for Pliicker
relations.

We also conducted tests on smaller values of n and observed that the
required percentage of Pliicker relations grows as n increases. This behavior
can be attributed to the fact that the system becomes increasingly under-
determined as n increases and, consequently, the number of variables in the
ideal grows causing an high computational cost.

Furthermore, we experimented with resampling a different subset of Pliicker
relations for each iteration. While the overall results are similar to those pre-
sented above, we observed a more pronounced increase in execution time as
the percentage drops. This behavior suggests a dependence on the chosen

subset.
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5.4.2 Future Directions

How shown in the previous subsection, randomly extracting a subset of the
Pliicker relations did not yield a decrease in the overall computational cost.

Future research could explore the following strategies:

e Selecting specific subset of Pliicker relations or attributing weighted
probabilities to polynomials depending on the basis of the solution of

the MaxMinors linear system.

e Investigating the dependence between the parameters of the system,
the cardinality of the basis and the percentage of Pliicker relations

sufficient to solve the system with a high probability.
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A Exterior powers, determinants and Pliicker

relations

In this section, we present the theory and the proofs behind Proposition
namely the generalized Cauchy-Binet formula, and Theorem which pro-
vides a Grobner basis for the ideal of Pliicker relations with respect to a

particular term order. The former relies on the theory of exterior powers and
the latter is based on the work of Miller and Sturmfels [MS09).

A.1 The generalized Cauchy-Binet formula

The idea of the proof that we will show, consists of leveraging the functo-
riality of wedge functor in order to decompose the determinant of AB into
the formula described. Before defining the wedge product it is necessary to
introduce the multilinear and alternating functions.

Let IF be a field and let V, W be two F-vector spaces. A map f: V¥ — W
is called multilinear over F if it is linear in each of its k variables. That is,

for any index ¢ € {1,...,k}, any elements z1,...,z;,y € V and any scalars
a,beF:

flxy, . .oax; + by, .. xp) = af(xy, .o 2, x,) F0f (T4, .00y, .o, o)

We say that a multilinear map f : V¥ — W is alternating if f(z1,...,2;) =0
whenever there exists ¢ # j such that z; = z;.

There exists a universal property for alternating maps formulated as fol-
lows. Given any F-vector space V' and a positive integer £ > 1, there exists
an F-vector space P (typically denoted as A" V) and an alternating map
¢ : VE — P such that for every F-vector space W and every alternating
map 1 : V¥ — W, there exists a unique linear map h : P — W satisfying

hoop=n1.
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This universal property can be summarized by the following commutative
diagram:

vkE_— % . p

|
\ iEI!h
[ I
+

w
The k-th exterior power of V' can be defined as

_ Fy(VF)
AWV) = U+2’

where

o Fy(VF) is the F-vector space of the functions with finite support from
V¥ to F having as basis the elements {ewr,mp) | (V1,...,01) € vk

where

1 ifol=uv Vie{l,... k}

0 else
e U is the subspace generated by all the elements of the form

C(01 VitV ) T €V Vi) T G100k 5

and

6(’01,...,7”1}7;,...7’Uk) —-r 6(U1,...,Ui,...,1}k)7

for every r € I,
e 7 is the subspace generated by all the elements of the form
€(v1,...,vx)
such that v; = v; for some 7 # j.
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Given this structure, we introduce the notation vy A« A vy =€, ) and
we call the elements of this form the elementary wedge products. Moreover,

by defining the function ¢ as follows

k
¢:VE— \(V)
(U1, ..y 0k) UL A Ay
one can verify that the pair (A\"(V), ¢) satisfies the universal property.
Let V' be an F-vector space with basis {e; | ¢ € I} and let J = {j1,...,jx} C
I be a finite subset of I. Then, there exists a linear map det; : A\*(V) = F

defined as follows

sign(o) if {i1,...,ix} = J
dgt(eil/\“-/\eik): en(o) {n K}

0 otherwise
where o € S, is the permutation such that i, = jy(m) for allm =1,... k,
assuming the elements of J = {ji,...,Jix} are sorted strictly as j; < jo <

Indeed, denoting with m, : V' — F for t = 1,..., k the projection on the
coordinate corresponding to the basis element e;,, since the determinant is

multilinear and alternating in its columns, the map ¢ : V¥ — F defined as

m(ar) m(az) ... m(ag)
Y(ag, ..., aqx) = det m(ar) ma(ag) ... (o)
m(an) mp(ag) ... me(ag)

is also alternating. Moreover,

sign(o) if {i1,...,ix} =J

0 otherwise

w(eiu .- '7eik) =

Indeed, if {i,...,ix} # J, then there exists j; € J that does not belong to
{i1,...,ix}. Consequently,

’n—t(eil) == 7Tt(eik) =0,
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so the t-th row of the matrix is zero, forcing its determinant to vanish. Fur-
thermore, the factor sign(o) derives from the row swaps required to convert
the obtained matrix into the identity matrix.

Finally, by the universal property of the exterior power, the alternating

map v induces the linear map det ;.

A.1 Proposition
The k-th exterior power /\kV of an F-vector space V' of finite dimension

dim(V)) )

dim(V) is an F-vector space of dimension (“™,

Proof. Let E = {e; | i € I} be an ordered basis of the F-vector space V. We
show that
Ep={ei, N Nej, | iy < -+ <iig}
is a basis of A\"(V).
The set Ej generates /\k(V), since every elementary wedge product can
be rewritten, up to sign, with increasing indices.
It remains to prove linear independence. Suppose that there is a linear

relation among elements of Fj, and let
€1 VANRIERIVAN €i,

be one of the terms with coefficient a € F.
Since the relation is finite, only finitely many basis elements of V' appear.
Let J be this finite set of indices, let J' = J \ {iy, ..., it} and write

ey = /\ €.

jeJ
The map @ : V¥ — A1V defined as
(xl,...,mk)l—>$1/\"'/\.1'k/\6]/

is multilinear and alternating.
Consequently, it induces a linear map h: A*(V) — /\kHJ/'(V).
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Composing h with the determinant map on /\kHJ/l(V), we obtain a linear
map that sends
€y VANCREIVAY €i,
to +1 and every other basis element in the relation to 0. Applying this map
to the relation gives
a= det (ae;;, N---Ne; ) =0.
det (ae, Ao Ae)

Since the chosen coefficient was arbitrary, all coefficients vanish, which con-

cludes the proof. O

A.2 Lemma

Let V' and W be two F-vector spaces with bases respectively {ei,...,e.} and
{fi,---, fu} where r < n. Let Lg : V — W be the linear map associated
with the matric B € Mat,,.(F) w.r.t. the bases introduced above. Then the
application induced by the wedge functor N"Lg : N'V — N'W maps the
generator of the space \"V as follows:

/\LB<€1/\"’/\er) = Z det(B|*7T)fT

TC{1,....;n}|[T|=r
where fr = fy, Ao N fy, withl1 <t; <--- <t <n.
Proof. The elements of the form fr = fi, A---Afy, with1 <t <--- <t, <n

form a basis for the space A" W. Consequently, there exist uniquely some

coefficients ¢; € F such that
T
/\LB(el/\"'/\er) = Z crfr

To determine the coefficients cr, we use the linear map dety : AW — F

defined previously. By applying detr, we obtain

dgt (/\LB(el/\"'/\er)) ngt Z crfr

I1C{1,0em} | [1]=r
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Using linearity, we obtain that the right-hand side of the equation is equal
to ¢r. Consider now the left-hand side. Since the map detr is induced by

the alternating map ¥ : W™ — FF, we obtain

cr = dj@t(LB(el) A---ALg(e.)) =vr(Lg(er), ..., Lg(e)).

Finally, the map 7 is defined as the determinant of the matrix (7r,(Lg(e;))))ije(,...,
The vector Lp(e;) represents the j-th column of B and the projection mr,(Lg(e;))
gives the element corresponding to the ¢;-th row and j-th column of B. Con-
sequently, the left-hand side of the equation corresponds exactly to the deter-
minant of the submatrix B|r ., yielding that ¢r = det(B|r,.). This concludes

the proof. O

A.3 Proposition (Generalized Cauchy-Binet Formula)
Let F be a field, let n and r be two positive integers with n > r and let
A € Mat,w,(F) and B € Mat, . (F) be two matrices over F. Then the

following formula holds:

det(AB) = > det(Al.gr) det(Blr.)
Tc{1,..n},|T|=r
where Al.r denote the square submatriz of A whose rows are indexed by

T and analogously B|r. denote the square submatriz of B whose rows are
indezed by T.

Proof. We define the linear maps L4 : F* — F", Lg : F" — " associated

respectively to the matrices A and B.

T s

N\ (LaoLp) = /\(Lap) = det(AB)

where L g is the linear map associated to AB and the last equality holds
by Lemma[A.2] On the other hand the functoriality of wedge product yields
N (LaoLg)=N\(La)o N\ (Lg). Moreover, from Lemma we obtain

NLs(er A Ne,) = > det(B|.1) fr.

TC{1,om} | [T]=r
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By applying A" (L4) we deduce that

T T T

ALa) o ALp)er A---Ae,) = Y. det(Blr) \(La)(fr).

TC{1,.n} | [T|=r

Now, since A" F" = F and following the same reasoning as in the proof of the
Lemma [A.2] the element A\"(La)(fr) corresponds to the determinant of the
square submatrix (A|.r) multiplied by the generator e; A --- Ae,. Unifying

the results, we obtain the thesis. O

A.4 Example
Set r = 2 and n = 3 and consider the matrices A € Matoy3(F5) and B €
Matszxo(F5) defined as:

1 20 L1
~10 1
1 1

First, we compute the product matriz AB € Matgys(F5):

1
AB = ; :
0 2
which yields det(AB) = 2.

Now, we apply the Cauchy-Binet formula. The subsets T C {1,2,3} with
|T| =2 are {1,2},{1,3} and {2,3}. We compute the corresponding mazimal

minors for both matrices:

o ForT ={1,2}:
1 2 1 -1
det(A|*,{172}) = det ( 1 > = 2, det(B|{1,2},*) = det ( 2 ) = 2

o ForT ={1,3}:

10 1 -1
det(Als {1,33) = det ( ) 1, det(B|g,3y,) = det (1 . ) = 2.

-1 1
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o For T ={2,3}:
2 0 0 2
det(Al, (2,3) = det (0 1) =2, det(B|gs).) = det (1 1) —_—)

Summing the products of these corresponding minors, we obtain:

> det(Al,r)det(Blr,) = (2-2)+ (1-2) + (2 —2)

Tc{1,2,3}
|T|=2

=4+2-4=2

This matches the determinant of the product AB, confirming the formula.

A.2 Pliucker relations

This Subsection is based on the work of Miller and Sturmfels [MS09].

Informally, Pliicker relations are the algebraic conditions that the maxi-
mal minors of a matrix must satisfy, not depending on the specific matrix,
but only on the condition of being minors. An introductive example is as
follows. Let

C:

C21 C22 C23 Co4

€11 Ci2 C13 01,4]

be a generic matrix of size 2 x 4. Consider now the 3 x 3 matrix 011’2’3,
constructed by appending a copy of the first row of C as its third row and

restricting the matrix to the first three columns:
C11 Ci2 (€3
1,2,3 _
01 = [C21 C22 (23
€11 C2 (€13

Since (2, has two identical rows, its determinant is necessarily zero.
Consequently, denoting as Xr the maximal minor of C indexed by the

columns in 7', we derive that

c11X23 — c12X13+c13X12 =0.
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By repeating this process also for the second row, we derive that

0
C1 X3 — Co X3+ C5X1 9 = [O]

where C; denotes the i-th column of C. By appending the fourth column
of C' and computing the determinant of the resulting matrix, we obtain the

condition
Xi1aXo3 — XoaXi3+ X34X12=0.

The argument detailed above can be adapted to obtain the relations aris-
ing from single-index swaps for maximal r X r minors of an r X n matrix.
However, these specific equations are not sufficient, in general, to describe
all the algebraic relations satisfied by the maximal minors.

Formally, let C' = (¢;;) be an arbitrary r X n matrix of variables, we
denote by X7 the minors of the submatrix of C' whose columns are indexed
by T, that is X7 = det(C|.r).

Let F be a field, we define the Pliicker algebra over F as the subalgebra
F[X] C Flc; ] as the polynomial ring over F generated by the maximal minors
of C, that is

FIX] =FXr|T C{1,...,n}, |T|=r].

We define a second polynomial ring by introducing the (7) variables pr where
T varies over the subsets of {1,...,n} of size r. We consider each subset T" as
the strictly increasing string of its elements. Then we extend the definition
of these variables to arbitrary strings of length r, forcing the condition for
alternating sequences. Specifically, swapping any two indices flips the sign of
the variable and any repeated indices annihilates the variable in F[p]. Now

we establish the ring homomorphism ¢, defined as

Onr : Flp] — FIX]
pr — XT = det(C|*7T)
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Since the determinant of a submatrix respects the exact same conventions
introduced above, this map is well-defined for any arbitrary string of in-
dices. Moreover, the homomorphism ¢, , is surjective by construction. The
elements of its kernel ideal I,, . = ker(¢,, ) are called the Pliicker relations.

The objective now is to find a set of generators for this ideal. Specifically,
at the end of this section we will describe a Grobner basis with respect to a
specific term order over F[p]. First let us introduce a partial order on the set
of variables P = {pr | T C {1,...,n}, |T| = r} we say that pr < prift; <r;
forallie {1,...,r}.

Second we define a variable order < which corresponds to the lexicograph-
ical order on the variables in F[p]. Finally we extend < to the degrevlex
term order induced by the variable order <.

Let us consider the case n = 4, r = 2, we first describe the poset P. The
elements of P are indexed by all possible subsets of 2 columns chosen from
{1,2, 3,4}, which correspond to

P12, P13, P14, P23, P24, P34

We observe that the following chains hold:

P12 < P13 < Pra < Pag < Pag

P12 < P13 < Pa3 < Pag < Pag
Moreover, the pair p14 and po3 are incomparable w.r.t. <, since we have an
inequality in the first component 1 < 2 and the reversed inequality in the

second coordinate 3 > 4. An interesting aspect is that the Pliicker relation

we have introduced at the start of this subchapter

D14P23 — P12P34 + P13p2a = 0

has as leading term w.r.t. < the term piype3. In particular, in this case the
ideal I, is principal and generated by the relation piapes — pi2psa + pi3poa.

The fact that its leading term is incomparable w.r.t. < is not a coincidence
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and in Theorem we will prove that the homogeneous quadrics in I,,,
having as leading term an incomparable pair form a Grobner basis w.r.t. <.

For the proof of the theorem will be useful the notion of (p, ¢)-shuffle. The
simple idea of shuffles is the same as cutting a deck of cards in two subdecks
and riffle shuffle the two subdecks together. This shuffle will not change the
order of the two subdecks. Let N = p + ¢q. We call permutation 7 € Sy a
(p, q)-shuffle of the chain

01 << 0p<0py1 <+ < Opiq (1)

if it preserves the order of the first p elements and of the last ¢ elements.

That is, if 7 respects both these conditions:
1. Or(1) < Or(2) <+ < On(p)s
2. Or(p+1) < On(pt2) <+ < On(pt)-
For proving the next Theorem, we need some preliminary lemmas.

A.5 Lemma
Let Q= {1,2,...,p+q} be the set of indices corresponding to the chain ().
Given a (p,q)-shuffle m € Sy, we denote with By(mw) the first block of in-
dexes permuted By(m) = {n(1),...,m(p)} and, analogously, the second block
By(m) ={m(p+1),....7(p+q)}.

Let a,b € Q with b > a be two indices separated by m, that is a € By(m)
and b € By(m). Then, there exists a unique (p,q)-shuffle @’ of yielding
the following blocks:

=
=
I

(Bi(m) \ {a}) U {b}
(By(m) \ {b}) U {a}

ss

no
ﬁ\
Il

reordered increasingly. Moreover the sign of this shuffle is given by sign(n') =
(—1)bsign(7).
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Proof. First, we observe that, by definition, any (p, ¢)-shuffle 7 is uniquely
determined by selecting a subset S of size p of (). Indeed, 7 is constructed
by placing the element of S in B;(m) and the other elements in the second
block in increasing order. This justifies the uniqueness of 7’

Let 7 be a (p, q)-shuffle separating a and b. By reordering the obtained
blocks By (7') and By(7'), the permutation 7’ constructed as in the statement
of the Proposition is clearly a (p,q)-shuffle. Finally, we must check that
sign(n’) = (—1)*"sign(n) holds. Between a and b in the chain (1)) there are
elements belonging to By () and By(7). Let k be the number of elements of
By (m) strictly between a and b and, analogously m for Bay(7), thus k +m =
b—a—1. After swapping a and b, the element b in the first block is larger than
all these k elements, requiring exactly k transpositions to yield the increasing
reordering. Symmetrically, the element a in the second block requires m
transpositions. Counting the total number of transposition alongside with

the initial swap between a and b, we obtain
k+m+1=0b—-a—-1)+1=b—a.
This concludes the proof. O

A.6 Lemma
Let V' be a vector space over a field ¥ and let f : V™ — k be an alternating

function. If vi,...,v, € V is a linearly dependent sequence of vectors, then

f(vr,...,0,) =0.

Proof. For some non-all zero coefficients, let """  ¢;v; = 0 be a linear de-
pendency of vy,...,v,. Without loss of generality, assume that ¢, # 0.

Substituting the expression v, = —c, ! Z?:_ll ¢;v; into f, we obtain:

n—1
flor, .. vp_1,0,) = f (vl,...,vnl,—cnlzcivz') .
i=1
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By the multilinearity of f we obtain:

n—1

flog, ... v,) = —c,* Zcif(vl, ey Upe1, U;).
i=1
The alternating property of f yields f(vq,...,v,) = 0, concluding the proof.
]

The following theorem was originally proved by Sturmfels and White
in [SW89]. Here, we follow the proof provided in [MS09, Theorem 14.6].

A.7 Theorem

Let I, be the ideal of Pliicker relations. The ideal I, admits a Gribner
basis under the term order < consisting of homogeneous quadrics having as
leading terms the products p,p, of incomparable pairs, where o and T are

(increasingly ordered) subsets of {1,...,n} of cardinality r.

Proof. In this proof we first construct for each incomparable pair (o, 7), a
polynomial I’ € I, ,, whose leading term is exactly p,p,. This will prove the
inclusion (p,p, | o, 7 incomparable) C in.(/,,). Fix a pair p,p,. From the
incomparability, we know that there exists an index ¢ € {1,...,r} satisfying
7; < 0;. Without less of generality assume that 7 is the smallest index such
that 7, < o;.

Using this index i, we extract a strictly increasing sequence of r+1 column
indices by concatenating the first ¢ elements of 7 with the remaining r —2+1

elements of o
M<T< <T<0; <041 < <0, (2)

We now define the specific polynomial F' by mixing these r + 1 indices. To
this end, we introduce (i,r + 1 —i)-shuffles 7 € S,.;; acting on the indices of
the chain (2).

We extend the action of these shuffles to the full indices 7 and o as

follows. The first i components of m(7) are given by the first i elements of
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the permuted chain, while its remaining  — ¢ components are left untouched
as the original 7,41, ..., 7. Symmetrically, 7(o) keeps its first ¢ — 1 original
components oy, ...,0;_ 1 fixed, while its remaining » — ¢ + 1 components are
replaced by the elements of the permuted chain. Formally, for every j €
{1,...,r}, the elements of the new index 7(7) are explicitly defined by:

Tj lfj > 7
T(7); = Tn(j) if j<iand w(y) <i

ory—1 if j <iand w(j) >
Symmetrically, the components of 7(o) are defined by:

0;j 1f]<Z

n(o); = Tr(j+1) ifj>rand w(j+1) <i

~.

On(j41)—1 if j >dand w(j+1) >

Using all the (i, + 1 — i)-shuffles of (2)) we form the polynomial

F= Z SigN(T)Dr (o) Dre () -
(e
First observe that, by definition of shuffle, each term in the sum is distinct
and, consequently F' # 0. We now prove that p,p, = lt<(F'). To see this,
consider any non-identity shuffle 7. By definition, there exists at least one
index j € {4,...,r} such that 7(o;) < 7 < ;. Since the shuffle reorder the
sequence increasingly we obtain that 7(oy) < oy for every index t € {i,...,r},
yielding pr) < ps. Therefore, by definition of degree reverse lexicographic
order p,p, is indeed the initial term of F'.
Finally, we prove that the polynomial F' belongs to the ideal I,, =
ker(¢,,). To this end we observe that

Onr(F) = Z sign(m) - det(Clir(0)) det(Clu x(r))

7 is an
(4,r+1—1)-shuffle
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is multilinear and alternating as a function on the columns of C' indexed by
elements of the chain (2). Indeed, the multilinearity follows directly from
the multilinearity of the determinant in its columns. To prove that ¢, ,.(F)
is an alternating function, we must show that ¢, ,.(F) = 0 whenever two
columns located at the positional indices a,b € {1,...,r 4+ 1}, with a < b,
are identical. As in Lemma we denote with By(m) = {m(1),...,7(i)}
the first block of 7 and, with By(7) = {n(i +1),...,7(r)} the second block.

We can partition the sum into two main cases:

e Both elements go to the same subset: Suppose a shuffle 7 assigns both
the sequence to the same block Bi(m) or Ba(m). In this case, the ma-
trix Clir(r) o Clsx(s) Will contain two identical columns, causing its
determinant to vanish to zero. Thus, all such shuffles contribute zero

to the total sum.

e The elements are split: Suppose a shuffle 7 splits a in By(7) and b in
By(m). Then Lemma guarantees the existence of a unique shuffle

b=agign(r) and constructed by swapping

7" with sign sign(7’) = (—1)
the set assignments of the positions a and b from each block. Moreover,
the shuffle 7’ sets the blocks obtained after the swap By (') and By(7)
in increasing order. As explained in Lemma [A.5] this reordering yields
a total of subsequent b — a — 1 transpositions. In order to reobtain the
minors of the permutation © we must compose the inverses of those

transpositions, yielding
det(C|*,ﬂ'/(O’)) det(0|*,7r’(~r)) == (_1)b—a—1 det(Cl*m(g)) det<C|*7ﬂ-(T)).

Consequently, the term of ¢,, .(F) obtained from 7’ corresponds exactly

to
(=1 (=1)"""" det(Cls n(o)) det(Clun(r)) = (—1) det(Clu z()) det(Clunir)).

Thus also the sum of terms in the second case contributes zero to the

total sum.
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This proves that ¢,,(F) is an alternating multilinear form on the r + 1
columns indexed by 7,...,7;,0;,...,0.. Furthermore, since these columns
are vectors of length r over I, any set of 4+ 1 such vectors is strictly linearly
dependent. Lemma allows us to conclude that

Z sign() det(Cls (o)) det(Cls x(ry) = 0.

T is an
(¢,r+1—1)-shuffle

We now must show that the incomparable products generate the initial
ideal. By contradiction let us assume that there exists a polynomial f in
I, such that its leading term 1t<(f) is not a multiple of any incomparable

product. Then, the variables appearing in lt-(f) form a chain
o <o <. <o (3)

(k)

where each o®) = (07" < ... < aﬁk)). Let M = lt<(f) be this leading

monomial
M = (py)™ - (o)™ -+ (Do)

for some positive exponents ay,...,a; € N. When evaluated under the ho-

momorphism ¢, ,,, the initial term ¢, ,(M) yields the monomial

(o)™ i+, - (0, 00)"
Since f € ker(¢,,,), the term ¢, ,,(M) must cancel out. Any other monomial
M’ appearing in f that could potentially cancel this term must evaluate
to the same set of column indices but permuted. By looking at the right-
most index that is changed by the non-identity permutation, the definition
of degrevlex order ensures that M’ will be strictly greater than the term
M, yielding a contradiction. This contradicts the assumption that M is the
leading monomial of f and concludes the proof.

[
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The proof of this theorem describes a Grobner basis for the ideal I, ,

w.r.t. the term order <, that is
{ Z SIgN(T)Pr(o)Pr(r) | 0, T are incomparable}.
(4155 Bule

A.8 Example
To see how this description of 1,9 recovers the relation obtained at the start
of this subsection, let us generate the Pliicker relation derived by the incom-
parable pair o = (1,4) and T = (2,3) forr = 2.

The comparability fails at the second indez, since oy < 11 (1 < 2) holds,
but o9 < 1 (4 < 3) fails. The chain of r + 1 = 3 elements is formed as
follows:

M<m<oy — 2<3<4.

To generate the Pliicker relation, we compute the sum over all (2,1)-
shuffles of the chain {2,3,4}. There are (g) = 3 such shuffles, which corre-

spond to selecting two elements for 7 and the remaining one for o:
o Assign {2,3} -7 and 4 — 0 = Sign: (+) = +p1apas-
o Assign {2,4} - 7 and 3 -0 = Sign: (—) = —pi3pas.
o Assign {3,4} = 7 and 2 - 0 = Sign: (+) = +p12p3s-
The sum of these terms yields the relation:

D14P23 — P13P24 + P12psa = 0.

Note that this specific relation is exactly the one obtained at the start of this
chapter (where coordinates were denoted as X, ,). Moreover, since o and T
are strictly increasingly ordered subsets of {1,2,3,4} of cardinality 2, the only
possible incomparable pair is 0 = (1,4) and 7 = (2,3) or o = (2,3) and 7 =

(1,4). The second case yields exactly the same relation and, consequently,

Ii5 = (p1aPas — P13P24 + D12P34)-
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