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Abstract

Bitcoin, being a groundbreaking and pervasively used the blockchain
technology, is run on an open, decentralized peer-to-peer network that is protected by
cryptographic techniques, including Proof-of-Work (PoW) and digital signatures.
Notwithstanding its strong underlying foundation, Bitcoin is plagued by a myriad of

security threats and attacks that can compromise its integrity and trustworthiness.

The study entailed an in-depth examination of the Bitcoin protocol, from
transaction validation and block creation to peer-to-peer communication and
consensus protocols. A private Bitcoin network was established in regression test
mode with a series of interconnected nodes intended to simulate real network
conditions. Python scripts were created to allow programmatic access to the network,
thereby facilitating the simulation and testing of diverse attack modes against

network nodes.

With the deployment of these simulations, the thesis identifies possible
weaknesses of the Bitcoin network and evaluates its robustness against attacks like
Denial-of-Service (DoS) attacks and other network-level vulnerabilities. The results
are insightful in the way that they point out areas of improvement and provide
mitigation concepts to improve the network's robustness against current cyber

threats.

This study contributes significantly to applied and theoretical aspects of
security, raising the level of awareness of internal operations of Bitcoin and its
security measures. Besides, it emphasizes the need for ongoing security studies to

ensure trust and stability in decentralized digital currencies.

Keywords: Cybersecurity, Blockchain, Bitcoin, Communications protocol,
Network security.
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Preface

The rise of the blockchain technology has revolutionized various industries,
offering enhanced security, transparency, and decentralization. As one of the most
prominent applications of the blockchain, Bitcoin has garnered significant attention
for its potential to reshape financial systems. However, with the increasing adoption
of Bitcoin and other cryptocurrencies, concerns regarding their security have also
emerged. Understanding these vulnerabilities is critical to ensuring the continued

success and reliability of the blockchain technology.

My interest in blockchain and cybersecurity led me to pursue an internship at
CNR (National Research Council of Italy), where I focused on investigating the
security of the blockchain networks, particularly Bitcoin. The opportunity to work in
a research-focused environment allowed me to delve deeper into the mechanics of
the Bitcoin protocol and explore its security aspects. My goal during this internship
was not only to enhance my technical skills but also to contribute to the ongoing

dialogue about improving the blockchain security.

Throughout my research, I aimed to simulate various attack scenarios on the
Bitcoin network to assess its resilience against potential threats. By utilizing Python
to develop simulation tools and running a full Bitcoin Core node, I was able to gather
valuable insights into the security of the network. This report outlines my findings

and the knowledge I gained during this process.
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1 Introduction

The blockchain technology is a modern advancement in secure computing that
operates independently of a central authority in an open network environment. It
consists of a decentralized database that maintains an ever-growing list of transaction
records, organized in a hierarchical series of blocks. [4] indeed each transaction is
data that must be securely stored on the blockchain. The blockchain technology
applies cryptographic methods to protect both the integrity and confidentiality of
transaction information, which is locally stored on many nodes in a peer-to-peer
network. A blockchain system delivers numerous advantages to applications, such as
immutability, transparency, security, traceability, and efficiency, with data security
being one of its top priorities. [6] A blockchain is constructed by linking two or more
blocks sequentially. A distributed ledger is a database that is shared and stored on

different nodes, which records transactions after the consensus by multiple parties.[1]

The blockchain technology demonstrates a wide range of interdisciplinary
applications, including but not confined to electronic medical records in medicine,
personal information protection, Bitcoin and other monetary payment systems,
voting systems, and the Internet of Things (IoT). [7] As such, the blockchain network
security is growing in significance and deserves thorough investigation and analysis.
Nowadays, digital currencies are a hot topic in academia and industry. Bitcoin, one
of the most well-known cryptocurrencies, has been extremely successful with its
market cap exceeding 2 trillion dollars in 2025 [1] and Bitcoin has had more than
300K verified transactions [2] in March 2025. Thanks to a specially designed data
storage system, transactions within the Bitcoin network can be executed without
intermediaries. The underlying technology, known as blockchain, was first proposed
in 2008 and became operational in 2009. [3] Thus, due to the heightened use of
Bitcoin and the aforementioned reasons, the security of the Bitcoin blockchain

has been a subject of serious concern.

Our work has been focused to detect and assess potential weaknesses in the

Bitcoin network through a thorough analysis of its underlying protocol, a critical

1
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review of pertinent literature, and emulation of network behavior under a controlled
environment. Through the use of Python and Linux-based tools, several attack
vectors were emulated and tested. The primary aim of this study is to add to the body
of knowledge on the security mechanisms of Bitcoin and assist in coming up with
strategies for increasing the strength and reliability of the network amidst

contemporary cyber threats.
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2 Related Work

2.1 Overview of The blockchain technologies

Blockchain is a chain of blocks that sequentially links data blocks in a
chronological form. Furthermore, this distributed ledger cannot be altered or faked
cryptographically. Given the fast pace and broad reach of Bitcoin [1]. The body of a
block consists of a transaction counter and transactions as shown in Figure 1. The
maximum number of transactions that a block can contain will depend on the block
size and size of each transaction. The blockchain uses an asymmetric cryptography

mechanism for validating the authenticity of transactions. [§]

Header

version
prevBlockHash
merkleRootHash €
timestamp

bits

nonce

Transaction -

Coinbase Transaction
== Addresss 1, 125 BTC

Address 2, 20 BTC == Address 3, 20 BTC
Address 32, 5 BTC =» Address 7, 5§ BTC

Addresss 5, 1 BTC == Address 14, 1 BTC

Fiaure 1 : Bitcoin block Structure [381
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The blockchain technology combines various elements, including
cryptography, peer-to-peer (P2P) network protocol, and a consensus algorithm, to
provide more security system functions [9]. The P2P network protocol allows a
blockchain to adapt to unpredictable patterns, so the business logic does not become

irrelevant. [10]

In this section, we present an overview of the primary technologies used in
the blockchain. We first introduce the central trust mechanism in the blockchain,
which is the consensus mechanism, and then we go into the synchronization between

nodes.

2.1.1 Consensus mechanism

In the blockchain-based systems, the consensus mechanisms, which use a
process to achieve reliability and agreement about data without third-party authority,
in particular, have surfaced four consensus mechanisms that are used more than
others: Proof of Work (PoW), Proof of Stake (PoS), Practical Byzantine Fault
Tolerance (PBFT), and Delegated Proof of Stake (DPoS) [11]. The two most popular
blockchain systems (i.e., Bitcoin and Ethereum) use the PoW mechanism as
illustrated in Figure 2. A Proof-of-Work puzzle must first be solved by a node before
it can make a block. After the node solves the puzzle, it will spread the block to other

nodes to achieve consensus within the network [12].
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Figure 2: PoW consensus mechanism [22]

Different blockchain systems may have many specifics regarding a block structure.
For Bitcoin, it would normally include the previous hash (PrevHash), nonce, and
the transactions (Txs). More specifically, PrevHash is the hash value for the last

generating block, while Txs is the transactions in the current block.

2.1.2 Block propagation and synchronization

The blockchain full node stores all data storage pertaining to the blocks in the
blockchain system. The block propagation systems that form consensus (and trust)
can be categorized in various ways; the most useful might be advertisement-based
propagation. For example, in Bitcoin, when node A is notified of the existence of a
block, it sends an "inv" (for inventory) message to its connected peers. When peer
B receives the inv message, it checks its data storage to see if it already has the
block. If it does, it simply takes no action. If it does not, it replies to peer A, and peer

A sends peer B the whole block data. [13]
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In contrast to conventional money, cryptocurrency is the following characteristics:

1. Irreversible and traceable: The transaction operations by a cryptocurrency can

2.

be irreversible. After a transaction has occurred, you cannot undo it. In
addition, all of the user's operation on the blockchain can be tracked and
logged permanently on the blockchain. The irreversible nature of a
confirmed cryptocurrency transaction means that, once confirmed, the
transaction cannot be changed or reversed. This is a safeguard against
fraudulent transactions for both buyers and sellers; however, it may also
create issues when someone sends money to the wrong address by mistake or
gets scammed. The traceability mechanism guarantees that transactions are
visible on the blockchain but do not disclose personal identities, striking a

balance between anonymity and transparency.

Decentralized and anonymous: All cryptocurrencies work without any third
party or central authority like a bank. The operation of cryptocurrencies has
all user activities anonymized so their real identity cannot be formed based

specifically on transaction data.

3. Secure and Permissionless: The underlying consensus mechanisms ensure a

strong security in which malicious agents find it very difficult to
compromise it. Therefore, using cryptocurrency doesn't need permission or
authorization, as long as there are software clients to do so you can
participate. Cryptocurrencies use robust cryptography like public-key
cryptography to render transactions secure and tamper-proof. This makes it
virtually impossible for any bad actors to manipulate transaction data after it

has been recorded on the blockchain.

4. Fast and global: Most cryptocurrency transactions will take only minutes for

execution. Moreover, since most cryptocurrencies run on public blockchains
they are generally globally accessible and not location dependent to speed of
transaction. Public key cryptography and the underlying blockchain frame
have security with cryptocurrency. Cryptocurrency transactions are often

cleared much more rapidly than is normally the case with conventional

6
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banking systems, especially cross-border transactions where traditional
banks take days or even weeks. The global nature of cryptocurrencies allows
anyone with an internet connection to join in, overriding geographical

borders and currency exchange issues [12].

2.1.3 Existing Security Research and Known Attacks

1.

51% Attack: The concept of a 51% attack refers to a situation which
blockchain networks, especially PoW blockchains are vulnerable to, and a
single miner or mining pool could gain control of 50% of the network's
hashing power, which would leave them open to manipulate the blockchain.
This technology allows for the potential double spending of digital coins,
prevent transactions from being confirmed, and reverse their own transactions

[14].

Private key protection: Private keys are vital for the protection of accounts
on the blockchain, as they represent the user identity and security credentials.
The ultimate loss of a private key cannot be reversed or recovered, and if it is
stolen, that information could allow for the adulteration of the user's
blockchain account. Cryptographic vulnerabilities that may exist in ECDSA
(Elliptic Curve Digital Signature Algorithm) during the signing process, will
allow for a key to be compromised if enough random bits are not generated.

[15]

Double Spending: Double spending refers to using the same cryptocurrency
to make multiple transactions. In PoW-based blockchains, attackers can
exploit the gap in time after transaction initiation and before it is confirmed to
launch a race attack, which is the creation of a second transaction before the

first one is confirmed that again uses the same funds. [16]

Privacy Leakage in Transactions: The blockchain transactions are
permanent, and there is a need for privacy protection measures. In the case of
the blockchain ledger entries, historic transactions include government data,

whereby data stored on the is linked to a transaction. Bitcoin and Zcash

7
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utilize one-time accounts for received funds, and under Bitcoin, users must
attribute a private key to each transaction. Monero allows the use of mixins
(chaff coins) or added "confusion" to obfuscate the ability of an attacker to
link a transaction to a specific user (client). This obfuscation helps conceal

actual coins spent. [17]

Eclipse Attack: An eclipse attack lets an attacker take control of all of a
victim's key incoming and outgoing connections; in this sense, the attacker
isolates the victim from other peers. Doing this enables the attacker to filter
the victim's perspective on the blockchain or cause the victim to waste
computational resources based on views of outdated blocks. The attacker can
also use the victim's capabilities for their nefarious purposes. This type of
attack is especially threatening, as it enables the attacker to perform a wide

range of malicious activities, including:

1. Selfish Mining: The attacker can withhold blocks, thus controlling the
mining to his or her own benefit by presenting the victim with a

forked version of the blockchain.

2. Double Spending: The attacker is able to carry out double-spend
attacks by sending a transaction to the victim first for goods and then

sending a conflicting transaction to the network at large.

3. Forking the Blockchain: The attacker is able to create forks within
the blockchain by determining which blocks the victim gets to see,

resulting in inconsistencies and illegal states.

There are two different attack possibilities: a botnet attack which the
attacker controls a network of automated programs (known as a botnet) that
are spread out over a range of IP address space, making it easier for the
target's network to be flooded with illegitimate connections. This method has
more flexibility because the botnets are spread out over many different
networks, thus making defense more difficult and an infrastructure attack

which the attacker is either an organization or an ISP and has access to a large
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number of IP addresses within a contiguously allocated block. This can be a
more threatening attack since an attacker with access to a sufficiently large IP
range can flood the victim with numerous connections, which then become

harder to defend against. [18]
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3 The Bitcoin Protocol

This chapter describes the technical architecture of the Bitcoin protocol, such as
the block and transaction processing processes, the communication between nodes,

and protocol message propagation on the network.

3.1 Overview

Bitcoin is an electronic payment system that is decentralized and first proposed
by Nakamoto. The bitcoin nodes communicate through a peer to peer (P2P) network.
To achieve consensus among nodes, bitcoin uses a probabilistic distributed
consensus protocol. Electronic payments using bitcoin are made by creating
transactions that send bitcoins between users. The destination address (Bitcoin
address) is created by running a series of irreversible cryptographic hashing functions
on the user's public key [19] users can create an infinite number of addresses through
the development of multiple public keys, and these addresses can be linked to one (or
more) of her wallets. [20] In order to authorize the spending of bitcoins owned by
users, a private key should be used in signing a valid transaction. The state of
anonymity is preserved (to a degree) as the transactions are sent to users using the
hash of their public key for the address. In the Bitcoin network, miners, a form of
special nodes, verify transactions, and combine verified transactions into blocks
(rather than process all transactions individually). To save time, many transactions
that are waiting to be confirmed are placed inside the block by the miner. When a
block has been mined, the respective miner broadcasts that block to the network and
is able to claim their reward. Block is checked by other miners before a fully
accepted block is added to the chain. The chain is updated in public continuously
with the Bitcoin transactions. A miner will only be rewarded once their block is

confirmed and added to the chain. [19]

Every Bitcoin owner possesses a key pair created by the Elliptic Curve Digital
Signature Algorithm (ECDSA). [21] The public key is used as a unique address, and
the private key is concealed and utilized by the owner to sign transactions and

demonstrate ownership of the Bitcoin.

10
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Bootstrapping is done primarily through communication with a domain name
server (DNS) seeder. The node issues a DNS request to request a list of existing
active IP addresses. In case the DNS does not provide a satisfactory list of active IP
addresses, the node can still join the network using a pre-configured list of IP
addresses, also known as seeds. Following attachment to any of these IP addresses,
the node can proceed to request more IP addresses from other peers using getaddr

messages broadcasted to them.

Transaction Transaction Transaction
Owner 1's Owner 2's Owner 3's
Public key Public key Public key

by Yy | Yy
Hash Hash Hash
Y \i Y
Owner 0's "N owner 1's "M owner 2's
Signature Signature Signature
J 7| Y 7>
Owner 1's : Owner 2's : Owner 3's
Private Key Private Key Private Key

Figure 3 : Bitcoin protocol structure [39]

Nodes also relay authenticated transactions and blocks to their peers in order to
achieve an agreement. A node begins doing this by sending an inventory (inv)
message to all of its peers, thereby announcing the new blocks or transactions it has
received and verified. The peer nodes determine if they have any information about
the newly added blocks and transactions and then respond back to the initiator node
with a getdata message. The getdata message in this case consists of all
unacknowledged transactions and blocks that the peer node has access to. In
response, the node sends the peer a transaction/block message which includes the all

the transactions or blocks that it was asked to provide by the peer. Upon receipt, the

11
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peer validates the transactions or blocks and proceeds to forward them to its peers in
the same way. If a transaction or block received cannot be validated, it is discarded

immediately, and its forwarding is prevented further.

As seen in Figure 3 bitcoin protocol is basically crafted based on two significant
elements: blocks and transactions. A transaction consists of one or more payees,
payers, and an amount to be paid. Transactions are circulated throughout the network
and require cryptographic signatures from the payer so that other players can verify
them. The transaction conveys the right to spend the indicated number of Bitcoins to
the payee. Further, all transactions are routinely likened to a public ledger, which can

be confirmed with the help of cryptography.

But as transactions can vary between various participants, blocks serve the
purpose of achieving consensus on the order of transactions. A block includes a set
of transactions and a proof-of-work, and each block points to its predecessor, thus
forming the blockchain. The proof-of-work makes the creation of blocks dependent
on computational power, effectively making Sybil attacks impossible. While an
attacker may have access to the network through many peers, his capability to create

new blocks is still restricted by his processing capacity.
3.2 Transactions and Blocks

Bitcoin transactions are how coins are transferred from wallet to wallet, with
each coin tracked with a chain of transactions in Figure 4. Each coin has a series of
transactions associated with it. Each transaction consists of a version number,
transaction hash, locktime, one or more inputs, and one or more outputs. The one or
more inputs reference previous unspent transaction outputs (UTXOs) and include a
reference to the UTXO, an index, and an unlocking script (the scriptSig) that
proves ownership of the UTXO. The outputs are what allow the amount that was sent
with the transaction to be defined by also including a locking script (the
scriptPubKey) that includes conditions of where and when the funds can be
spent. The user agreed to the transaction by showing their public key, as well as a

signature made using their private key (which only the user knows). The Bitcoin

12
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transactions can have multiple inputs from different previous transactions, and the

new transaction must be able to spend the total value of each transaction (minus the

transaction fee). Mining refers to the verification of transactions and creation of a

new block on the bitcoin blockchain, which takes about ten minutes of time. [22]

Version

Input counter

Transaction hash

Output index

Vin(] Script signature length

Version

Input counter

Vin[]

Transaction hash

Outputindex

Script signature length

Scriptsignature

Sequence number

Output counter

Script signature
| SHA256% [
Sequence number
Output counter
BTC value
Vout[] | Locking script length Retrieve
index

Locking script

Locktime

Vout(]

BTC value

Locking script length

Locking script

Locktime

Figure 4: Bitcoin transactions structure [40]

3.3 Peer-to-Peer Networking

Bitcoin operates over a P2P network. The primary value of a P2P network is the

ability for data to travel quickly, enabling all nodes to reach consensus. Bitcoin uses

a P2P network for the rapid distribution of data among all accountable nodes. Bitcoin

does not use the traditional notion of a P2P network, which is commonly used to

share data files with interested peers. It simply uses the P2P network to flood the

network to every connected node. The data is flooded until it is received by every

13
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node in the network. It is important to draw distinctions between the terms node and
peer of a P2P network. A node is a network entity that connects to one or more
similar nodes. The other nodes to which a specified node is directly connected are
referred to as peers. Nodes propagate data to indirectly connected peers, while the
peers will propagate to their peers, and so forth until the data reaches every

connected node.

In the case of the Bitcoin network, the data being flooded includes IP addresses
of nodes, newly generated transactions, and blocks of validated transactions that

build on the blockchain.

A peer shares with other peers the IP addresses of their known nodes and any
nodes they have discovered from their peer nodes. The intention behind the flooding
of IP addresses is to allow peers in the network to discover and connect to more
nodes; this further augments a random network topology. Newly generated
transactions are flooded throughout the network to quickly broadcast their
occurrence to all connected nodes. Miners compete to include these transactions in
miners. The winning miner will flood the block to all the nodes so they eventually

extend their blockchain version.

There is a categorization of nodes in the Bitcoin P2P network based on their
role. The main roles are summed up as transaction creation, block/transaction
routing, block/transaction verification, and transaction mining. Block/transaction

routing is every node's role.
3.4 Node Roles and Message Handling

There are two nodes in the Bitcoin p2p network: full nodes and lightweight
nodes. Full nodes verify and download each block and transaction based on Bitcoin's
consensus rules, discarding invalid ones. Users must run a full node wallet in order to
securely use Bitcoin in a private and trustless manner. Conversely, light nodes
download only block headers to verify transaction validity via Simplified Payment

Verification (SPV) and depend on full nodes as trustful third parties.

14
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A node capable of executing all functions is called a full node. It always
contains a full copy of the entire blockchain, and thus, it can verify any transaction
independent of other connected nodes. It also contains a BTC wallet through which
transaction creation is possible and the total BTC holding of the node is decided.
Besides, a full node also possesses the processing capacity needed to take part in the
mining competition. Any node that doesn't maintain a full copy of the blockchain is
an SPV node or a lightweight node. These kinds of nodes depend on full nodes for
assistance during the transaction verification process. Full nodes provide the SPV
nodes with the information from the blockchain needed to finish verifying
transactions. There are some nodes which are able to carry out only a specific single
task. The nodes that are involved in mining are called mining nodes, and those that

assist transactions are called wallets.

In the majority of Bitcoin software implementations, all nodes are equal and can
be uniquely determined through their IP address. Peers use these addresses to open
transmission control protocol (TCP) connections to each other. Each node may
decide to join the network with a public or private IP address. A node utilizing a
public IP address can be reached via the Internet by any node connected to it,
whereas a node having a private IP address is reachable only by nodes residing in its
allocated private network. A node bearing a public IP address is allocated eight
outgoing and 117 incoming connections by default, which makes a total of 125
connections. Conversely, a node using a private [P address is limited to eight
outgoing connections. The node establishes an outgoing connection when it attempts
to connect with a discoverable node, whereas other nodes in the network attempting

to connect to the subject node create an incoming connection.

For explanation purposes, we define the node that initiates a connection as client
and the node that waits for an incoming connection as server. Both nodes engage in a
TCP handshake by exchanging network packets defined as version and verack.
The client initiates a connection request by sending a version packet addressed to the
IP address of the server. By default, the server is listening on port 8333 for version

packets coming in. If the server is willing to accept the version packet, it will reply

15



STRATEGOS
MSc in Strategic Engineerin

Investigating Security
of Blockchain Network

with a verack packet and its version packet, both to the client's IP address.
Then, finally, the client will reply by sending a verack packet to the server's IP

address and the connection is opened.

The connection allows for bidirectional data flow between the server and client.
The connection is closed if peers remain idle for some amount of time. In order to
resume the connection, peers execute another TCP handshake. As already described,
a node shares with its peers a list of IP addresses that it has acquired from being a

member of the network. Each node maintains its list in two distinct tables:

1) a tried table and 2) a new table. A node's tried table stores IP addresses which it
has already established connections to, and its new table stores IP addresses it has
only discovered but not attempted connecting to yet. When a node needs to send IP
addresses to its neighbors for sharing, it picks random IP addresses from both the
tried and the new tables and sends them in addr messages. An addr message may
hold as much as 23% or a maximum of 1000 IP addresses of the total IP addresses in
both tables. A node starts the process of exchanging by sending a getaddr message

to its peers, asking them to provide their respective lists of IP addresses.

Later, the peers return with an addr message. In a few instances, an IP address
allocation can be deemed unsolicited if a node sends addr messages to its peers
independently without having received a getaddr message first. A node attempting
to make its initial connection to the Bitcoin network is not able to retrieve IP

addresses from this process.

Upon initialization, a full node will have to discover other online peers to
sync its local blockchain with the network's agreed state. Initially, the node does not
know any peers, so it utilizes DNS seeders to learn about peers. DNS seeders
systematically scan the network to construct a list of online peers and answer DNS
requests from new nodes with a list of known IP addresses. The Bitcoin client
includes a hardcoded list of DNS hostnames for making queries (e.g.,

seed.bitcoin.sipa.be, dnsseed.bluematt.me, and dnsseed.bitcoin.dashjr.org).
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A node in the Bitcoin network uses two tables to keep track of IP addresses of
peers: the new and the tried tables. The new table contains peers the node has not yet
connected, while the tried table includes peers the node has connected successfully.
The new table contains 1024 buckets, while the tried table contains 256, with each
keeping up to 64 entries. When the node starts, it connects to 8 peers by default using
unencrypted TCP (outbound connections). It can also listen for incoming connections
from as many as 117 peers by default, making it a listening node. Nodes can
advertise their availability by sending unsolicited addr messages to neighbors, who
may relay this message to neighbors, and so forth, in a gossip-like fashion. Nodes
may also query peers explicitly by sending getaddr messages to neighbors. The
node responds with addr messages containing up to 1000 IP addresses from its
buckets, up to 2500 addresses, computed at 23% of the peers. But since Bitcoin Core
version 0.10.0, released after 2014, the quantity of addresses a node can send in one
message has been limited to 1000, regardless of whether the address list is larger than
this. This is not well-documented and is confusing in the community, although its
removal is planned for future releases. Besides, in order to keep the current
connections alive, a node occasionally sends ping messages and awaits pong
responses to determine the liveliness of its connected peers. The connections, both
incoming and outgoing, are essential for relaying transaction and block messages,

such as notifications, requests, and deliveries. [35]

3.5 Protocol Communication

The Bitcoin nodes initiate connection by sending a version message with the
program version shown in Figure 5, block number, and local time of the node. Upon
receipt of the version message from the other node, it replies with its version
message. Following the connection establishment, the two nodes send a verack
message to each other, and subsequently getaddr and addr messages to exchange
IP addresses. Nodes exchange ping/pong messages at 30-minute intervals to

check the connection state. The connection is considered inactive if no messages are
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sent and received in 90 minutes. Before validating transactions or blocks, a full node
will initially download and verify all blocks in the blockchain from the genesis
block. The node initiates synchronizing by selecting a known peer and transmitting a
getheaders message with the genesis block hash. When the hashes match, the
peer responds with up to 2000 block headers in the headers message. Synchronizing
occurs in approximately 250 cycles, downloading approximately 40 MB of data.
Upon receiving headers, the node requests getheaders messages from its
outgoing nodes, compares the responses, and verifies whether the block headers
point to the same ledger as other nodes' headers. Following header verification, the
node asks for up to 16 blocks at a time from peers in getdata messages,
cumulatively 128 blocks at a time. Having received the parent block, the node
proceeds with verification of each block individually. After receiving the whole
ledger, the node is able to generate and verify transactions. It always listens for
incoming data in order to stay updated with the changes occurring in the network.
The typical packet size in the Bitcoin network is generally smaller than 2 KB. inv,
getdata, and tx messages are usually less than 1 KB, though in rare cases, tx
messages can exceed 20 KB, especially when a node joins the network after being
disconnected. block messages are typically larger than 1.5 KB. After the initial
synchronization of a node, the most frequently broadcast messages between nodes
are inv, getdata, and tx, which are used to update the local replicas of the

Bitcoin distributed ledger. [36]
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Figure 4 : The initial connection between peers [22]

In order to ensure data consistency, new transactions and blocks are
propagated on the Bitcoin network. Peers announce the availability of new data to
one another using an inv message, which includes the hash of the new block or
transaction. Upon receiving an inv message, a peer verifies whether it has already
received the data. If not, it proceeds to request the data using a getdata message.
As a response, the requested block or transaction is returned in a tx or block

message as seen in Figure 6.
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Figure 5: Node synchronizing the blockchain by retrieving blocks from a peer

Users who want to join the network can get the IP addresses of other network
members in several ways. The client software first has pre-configured DNS servers
which give the IP addresses of peers. Once a connection is made, a peer sends its
own IP address, making it easier for others to connect. Moreover, peers have the
capability to dispatch GETADDR messages in order to obtain as much as 23% of the
IP addresses known by another peer, with a limit of 2,500 addresses. These known IP
addresses are maintained persistently, enabling the client to reboot while preserving

an extensive collection of seed IP addresses. [34]
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4 Security Threats in Bitcoin

This chapter covers primary security threats to the Bitcoin network. Although the
protocol is protected by cryptographic techniques, certain vulnerabilities have been
discovered at the network level. They consist of denial-of-service attacks, Sybil
attacks, eclipse attacks, and routing-based threats like BGP hijacking. It is viewed as
crucial to understand these threats for an appreciation of Bitcoin's resilience and

developing practical mitigation techniques.

4.1 Overview of Security in Bitcoin

Bitcoin was designed to run over a P2P (peer to peer) network. It can be attacked
from the decentralized network, which can expose other problems to escalate. In this
section, we will explain important attacks on the network that can compromise

Bitcoin and reveal network-related problems.
4.2 Denial of Service (DoS) Attacks

Denial-of-Service (DoS) attacks overwhelm the network with bogus traffic to
incapacitate legitimate services and the related entities that are part of the Bitcoin
network. For instance, DoS attacks on a mining pool can lead to that pool being shut
out of the competitive mining space, thereby providing an edge to rival miners.
Furthermore, such attacks can enable double-spending attacks by preventing some

miners from obtaining the actual transaction stream. [23] [24]

Other nodes privately connect to the Bitcoin network to minimize the threat of
DoS attacks, but this restricts them to eight outgoing connections. With more private
nodes entering, the random topology becomes weaker, delaying information
propagation. There is also no assurance that these eight connections are honest, so
private nodes are still susceptible to DoS attacks if they are connected to malicious
nodes. To combat this, Bitcoin developers continuously improve the implementation

to prevent DoS attacks by inspecting connections and prioritizing legitimate
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transactions/blocks. However, the decentralized nature of the P2P network exposes

Bitcoin to these kinds of attacks. [25]

4.3 Sybil Attacks

P2P networks are also vulnerable to Sybil attacks. [26] In a Sybil attack, the
attacker creates multiple pseudonymous nodes from a single node. Therefore, this
allows the attacker to gain an unfair and disproportionate majority of the IP addresses
in the network. The legitimate nodes in the network can be easily tricked into
believing that the IP addresses belong to various nodes. By gaining a large number of
IP addresses, the attacker can manipulate the connections of other nodes and have an

impact on the information that is being disseminated to them.

The original Bitcoin white paper [1] suggested a countermeasure for this attack.
This countermeasure also addressed the issue of majority voting. It is more effective
to create a one-to-one relationship between a computation device (node) and a vote
than it is to bind a vote to an IP address. Thus, an attacker attempting to generate

several IP addresses from one node would no longer be able to exploit them.
4.4 Eclipse Attacks

Bitcoin Eclipse attack was presented in [27]. The primary intention of an eclipse
attack as it was initially proposed in [28] [29] is to take over all the outgoing and
incoming connections of a node in a P2P network. As a result, the victim node
becomes isolated from the rest of the network and only receives the data injected into
it by the attacker. By monopolizing the node connections, an attacker is able to take
control of the blockchain view of the targeted node. The eclipse attack specifically
targets nodes that are identifiable, particularly those with public IP addresses. It
attempts to fill the tried and new tables of nodes with fake IP addresses by sending
the victim nodes unsolicited addr messages at regular intervals. When the tables of
nodes are saturated, they start evicting random [P addresses to make room for the
newer ones. The attack requires the victim node to restart all its connections.

Scenarios that may cause connection restarts include outages by Internet service
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providers, power outages, or system or software updates. While the node tries to
restart its eight permissible outbound connections, it will choose the hijacked
addresses in either the new or tried-before tables, with a preference for the most
recent noted IP addresses. The best time to carry out the attack is after populating the
victim node's tables with an adequate number of spoofed IP addresses. The
possibility of mounting a successful attack relies on the proportion of the controlled

IP addresses and the duration an attacker takes in launching the attack.

In order to limit an eclipse attack, some countermeasures have been proposed.
[30] For replacement of IP addresses when new ones arrive, a deterministic eviction
algorithm can be used rather than the random eviction policy. In this way, each IP
address maps to only one slot in the tables instead of multiple slots, and the attacker
would need an abundance of addresses. Also, allowing random selection of IP
addresses rather than choosing the most recent ones when initiating an outbound
connection makes the attack less biased to the bogus addresses of the attacker other
measures include checking an outbound connection makes the attack less biased to
the bogus addresses of the attacker. Other measures include checking an evicted IP
address before replacing it with a new one. If the address has an ongoing successful
connection, there is no reason to evict it and replace it with another. The use of feeler
and anchor connections are good techniques to frustrate would-be attackers. Further
measures like increasing the size of the tables, allowing more outgoing connections,
or banning unsolicited addresses can also greatly reduce the incidence of eclipse

attacks.
4.5 Routing and BGP Attacks

Routing attacks are intended to intercept and manipulate messages that are
routed through networks and thus potentially alter the data flow. [31] One proposed
routing attack against Bitcoin employs the Border Gateway Protocol (BGP) [32]
which manages the routing of information between Autonomous Systems (ASs). ASs
are entities that manage a collection of nodes with similar IP address prefixes,

allowing data to be routed among nodes and between various ASs. The attack relies
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on the vulnerability of BGP when ASs do not validate newly announced routes,
making provision for BGP hijacking. A malicious AS may spoof IP address prefixes,

confusing other ASs and stealing traffic intended for certain nodes.
The attack is in two phases:

Partitioning Attack: The attacker splits the Bitcoin network into two: one
isolated and the other within the main network. The attacker controls the traffic
among ASs via BGP hijacking, but cannot tap into traffic among stealth connections
(e.g., intra-AS connections, pool-to-pool connections). For this attack to be
successful, the attacker should be able to distinguish and isolate only those nodes
belonging to the target group. Delay Attack: Following the network partitioning, the
attacker interferes with the data communication by delaying or modifying messages
exchanged between nodes. Since Bitcoin's communication protocols (inv,
getdata, and tx messages) are not encrypted, the attacker is able to intercept and
modify the messages without being detected. For example, an attacker may modify a
request for data (getdata) and compel the original node to resend fake
information. This kind of manipulation may remain unnoticed if the disruption takes
place within a time frame of 20 minutes, since nodes would not experience

disconnection or feel any interruption.

To mitigate such routing attacks, countermeasures have been suggested. [33]
Simple countermeasures include diversifying AS connections and monitoring
network metrics like round-trip time for anomalies that could signal an attack.
Advanced countermeasures, such as message encryption, using multiple ports and
channels, and requesting data from multiple peers simultaneously, can enhance

security at the possible cost of higher latency and cost.
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5 The Ping-Pong Problem

5.1 Description of the Problem

Within the Bitcoin peer-to-peer (P2P) network, nodes sustain active
connections by engaging in regular communication via periodic message exchanges,
which encompass both ping and pong messages. Such messages are instrumental in
assessing the responsiveness of a peer and measuring the time taken for messages to
traverse the network. ping-pong messages are exchanged at regular intervals once
there is a handshake between two nodes to verify the aliveness of the relationship
between them. Given that only a finite number of incoming and outgoing
connections are accepted by every node, this constraint can be utilized by an attacker
to flood the incoming connection points of the victim node. By keeping these
connections open with the periodic ping-pong messages, the attacker is in effect
blocking new nodes from communicating with the victim node. It is a method
employed as a means of resource exhaustion attack in a bid to detach the victim node

from the rest of the network and minimize its capacity for successful communication.
Node A Node B

ping

pong

ping

pong

Figure 6: Ping-Pong message structure
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To perform a simplified analysis of the Bitcoin P2P messaging protocol, a
minimalist Bitcoin client was realized in Python. The client was made to create a
simple TCP connection to a given Bitcoin node and perform the message handshake
procedure as established by the protocol. In this chapter, we discuss a pattern of
communication behavior comprising these ping/pong messages, which we refer
to as the Ping-Pong Problem. Though the Bitcoin protocol is set up to handle these
sorts of messages as part of its functionality, improper handling—e.g., excessive
sending of ping messages or inefficient pong replies—could lead to undesired
network traffic, resource usage, or even compromise a low-level denial-of-service

attack.

To investigate this, a bespoke Python client was implemented that connects to
a Bitcoin node, passively listening for receipt of ping messages while transmitting
corresponding pong messages and gathering timing statistics. Although this code
takes care to avoid generating attacks or sending unsolicited ping messages, it
represents a building block for examining node responsiveness and protocol-level

message exchange frequency.
5.2 Message Flow and Connection Patterns

Upon opening the connection, a version message was sent, containing
protocol version, node capabilities, timestamp, and identifying metadata. The
connection was then assumed established with the receipt of a verack message
from the peer. After that, incoming messages were continuously observed, watching

carefully for ping messages.

Upon receipt of a ping message, a pong response was immediately returned
with the same nonce, in accordance with protocol specifications. The time intervals
between consecutive ping messages were noted to give an idea of the frequency and
temporal characteristics of message transmission in the network. In order to facilitate
the simulation of more complicated scenarios, multithreading capabilities were

included, thereby making it possible to establish several concurrent connections to
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the same target node. This made it possible to simulate conditions like partial

message inundation and redundant ping-pong discussions.
The client was primarily involved in:

e Model the behavior of Bitcoin nodes in accordance with the protocol's

specification.
e (alculate the delay and frequency of ping messages;

e Think about the treatment of simultaneous or successive connections, which

is associated with the ping-pong messaging issue treated in this thesis.

All messages were in the Bitcoin message envelope format, with proper handling
of magic bytes, checksums, and payload encoding/decoding. The tests were run on
the regtest network for a deterministic and segregated test environment. In
addition, the client was enhanced with support for adjustable port choice and was
designed to allow simultaneous message sending via threading. These features
allowed customized stress-testing of node responsiveness on various connection

patterns and network conditions.

5.3 Related Work and Gaps

Past studies of Bitcoin network security have comprehensively covered
known threats such as Sybil attacks, Eclipse attacks, and Distributed Denial of
Service (DDoS). These are attacks that tend to target node isolation, peer
contamination, or exhaustion of network resources through excessive connections or
false data. Conversely, lightweight protocol-level activity, like continuous ping/pong
messaging, has been relatively less explored. Though such acts by themselves are not
an immediate risk, they may be a harbinger of more advanced methods of
performance degradation—especially when replicated via contending threads or
across numerous nodes. The Bitcoin Core codebase includes mechanisms for traffic
control and disallowing errant peers; yet, these mechanisms are often tuned to

identify unmistakable signs of abuse. This research highlights the need for further
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study on protocol behavior on edge cases and stresses the need to monitor node

reactions to extended, but technically valid, traffic patterns.
5.4 Objectives of This Study

The objective is to understand and analyze how Bitcoin nodes handle protocol-
level messaging, particularly in response to periodic ping messages. The objectives
are:

e In order to observe the natural frequency and ping/pong response behavior of

Bitcoin nodes.
e To record the time interval between consecutive ping messages from a node.
e To verify the responsiveness of the node during ongoing connections with
proper pong responses.
To keep the connections that have been established alive to prevent other nodes from

connecting to the target node.
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6 Experimental Setup

6.1 Network Architecture

Bitcoin Core is the reference software client for interacting with the Bitcoin
network. It is responsible for downloading and verifying the whole blockchain,
validating transactions, and engaging in network activities. Bitcoin Core is able to
function independently, but some users may find additional command-line tools
useful for more granular control and communication with the node. One such helpful
tool is bitcoin-cli, which is a command-line interface that allows users to issue

commands to the node software directly.

In order to effectively replicate the Bitcoin network, there was a need for a
private network comprising a minimum of three nodes that were interconnected and
only spoke to each other. This goal was realized through meticulous configuration of
all the nodes to facilitate secure and secluded communication within the network in

such a way that no external unauthorized entity can intervene.
For this purpose, every node was set up with the following parameters:

Network Configuration: The nodes were configured to operate in regtest
mode, a special operating mode in Bitcoin Core that is used for testing and
simulation. It enables the setup of a private network, where blocks are mined
instantly, and transaction confirmations are faster, thus ideal for controlled

experimental setups.

Peer-to-Peer Interaction: The nodes were coded to establish connections
with one another only within the private network, thus ensuring interaction took
place exclusively amongst themselves. This environment mimicked the real-world

scenario of the Bitcoin network, albeit in a controlled and encapsulated setup.

Address and Port Configuration: The nodes were all assigned different IP

addresses, as well as properly configured ports to allow for sufficient communication
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channels. This configuration ensured that only necessary ports were open to node-to-

node communications, thereby making the network more secure.

6.2 Configuration Details

A virtual machine with a capacity of one terabyte and 2 GB of RAM was
initialized. Using Ubuntu 22.04, the process of setting up Bitcoin Core 27.0 was
initiated as described in the following. First, the appropriate installation package for
Linux was downloaded from the official Bitcoin website. bitcoin-27.0 directory is
created in the current working directory. Then the contents of its bin subdirectory are
copied to the /usr/local/bin directory by using the install command, which
was version 27. The package was downloaded on Ubuntu through the command
below and extracted:

> Wget https://bitcoincore.org/bin/bitcoin-core-

27.0/bitcoin-27.0-x86 64-linux-gnu.tar.gz

> tar -xzf bitcoin-27.0-x86 64-linux-gnu.tar.gz

A bitcoin-27.0 directory is created in the current working directory. Then the
contents of its bin subdirectory are copied to the /usr/local/bin directory by
using the install command.

> sudo install -m 0755 -o root -g root -t

/usr/local/bin bitcoin-27.0/bin/*
Then, a new directory was made for the data and the configuration file was

arranged in this directory.

> nano bitcoin.conf
> server=l
> daemon=1

> txindex=1

Setting the server parameter to {1} enables the Bitcoin node to listen for

RPC (Remote Procedure Call) commands. This is necessary for programmatic
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communication with the node (e.g., Python client). Without this configuration, the
node acts as a simple client, downloading and verifying blocks but not responding to

external requests or commands.

If the daemon parameter is equal to 1, the node operates in the background
as a daemon once it has started. It will not need an open terminal or console session.
This particular setup is commonly utilized on servers or computers that are

continuously running and connected to the network.

Enabling the txindex parameter to 1 causes the node to build an index of
all transactions within the blocks. The index assists in enhancing the retrieval and
querying of particular transactions using RPC commands. The node only stores the
present set of unspent transaction outputs (UTXOs) without this setting, and therefore

it becomes less easy to locate historic or particular transactions.

Now, Bitcoin Core can be executed. Upon launching Bitcoin Core, you will
receive a notification indicating that Bitcoin Core is starting. The initial block
download process then begins, which is CPU-intensive and holds the CPU for a very

extended period of time.

After the start of Bitcoin Core, the following commands are utilized for
general interaction with the node: getblockchaininfo, getnetworkinfo,
getnettotals, getwalletinfo, stop, and help. A complete list of

commands is available in the Bitcoin Developer Website. [34]

Creation of nodes in a test network that was characterized by controlled
conditions was essential to be able to simulate various network scenarios and
possible attacks, in order to ensure no interference with the operational Bitcoin
network. This arrangement enabled extensive testing of security aspects of the
protocol, including simulation of actual attacks like Distributed Denial of Service
(DDoS), latency, and other forms of interruption that could undermine the integrity

and reliability of the Bitcoin blockchain.
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In order to establish a private Bitcoin network in which nodes operate
independently and are not part of the main Bitcoin network, the following

requirements must be fulfilled:

¢ A minimum of three Bitcoin nodes (physical or virtual computers)

e Bitcoin Core is executed on every node

e A shared private network among the nodes

Thus, a private network was set up using VMware, and each of the nodes was
given a different IP address. Bitcoin Core was then installed on all the nodes, and
each node's settings were configured accordingly. The configuration for every
Bitcoin node was made to enable localized, private testing in the "regtest" mode.
The server=1 parameter was used to start the built-in JSON-RPC server, and this
enabled the node to serve RPC requests. Through the specification of daemon=1, the
node was configured to operate as a daemon process. To allow the retrieval of any
transaction by its ID, txindex=1 was specified and hence allowed the maintenance

of an extensive transaction index.

To allow peer-to-peer communication efficiently, the node was set to listen for
incoming connections by using parameter 1isten=1. The DNS peer discovery was
disabled using parameter dnsseed=0, which is an appropriate setting for a
controlled test environment. The activation of regtest=1 set the node in
regression test mode, in which the blocks could be generated rapidly without being

bound by the limitations of real network problems.

There was a default fee that had been set with fallbackfee=0.0001 so that
there is functionality if dynamic fee estimation isn't present. The P2P port number
that was used in communication when operating in regtest mode was 18444, and

the RPC port number that was used in communication was 18334.

RPC access authentication was managed using rpcuser and rpcpassword
with the knowledge that while this is not production-safe, it is acceptable for testing
on the local system. addnode parameter was used to configure peers manually by
IP and port, with automatic discovery of peers disabled. The RPC server was set to
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bind to the node's IP and localhost using rpcbind=IP and rpcbind=127.0.0.1,
respectively. RPC access rights were granted using rpcallowip=IP (to allow external
access by a client VM) and rpcallowip=127.0.0.1 (to allow local access). Finally,
printtoconsole=1 directed the node's logs to the terminal to facilitate

monitoring while developing and testing.

To complete the simulation, wallets must be created for every node. This was
accomplished by executing the command bitcoin-cli createwallet on each of the
respective nodes. Then, each wallet was funded to facilitate the receiving of mining

rewards and the generation of transactions.

In order to deal transactions in private blockchains, a few blocks need to be
created for the genesis block in order to start that blockchain. The first block to
create would be the genesis block, while the additional 100 blocks are necessary for

coinbase mining rewards to mature before they can be spent.
Because of this, 101 blocks were created on one node using the command:
> Dbitcoin-cli generatetoaddress 101 <Address>

This command will return a list of generated block hashes. The node that ran this

command will now have enough bitcoin to create transactions.
To simulate a transfer, the sendtoaddress command was run on the sending node:

> bitcoin-cli sendtoaddress "<RECEIVER ADDRESS>"
<AMOUNT>

This command returned a transaction ID (TXID) that would be saved for later

verification.
To review that transaction, the command was run on the sending node:
> Dbitcoin-cli gettransaction "<TXID>"

The output provided the relevant transaction details. Initially, the transaction had

zero confirmations, indicating it had not yet been confirmed in a block and was in
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mempool. In this case, the network was a private blockchain with no automated
mining, which meant that the block generation was performed manually to find a

block for the transaction confirmation.
To generate a block, you simply execute:
> Dbitcoin-cli generatetoaddress 1

This command will generate the appropriate block to confirm the remaining
transactions. Each of the outstanding transactions needed 1 new block to be
confirmed. Finally, the confirmation for this transaction was checked to see if it had

at least 1 confirmation now.

6.3 Python Client Design Architecture

To perform a simplified analysis of the Bitcoin P2P messaging protocol, a
minimalist Bitcoin client was realized in Python. The client was made to create a
simple TCP connection to a given Bitcoin node and perform the message handshake
procedure as established by the protocol. In this chapter, we discuss a pattern of
communication behavior comprising these ping/pong messages, which we refer to as
the Ping-Pong Problem. Though the Bitcoin protocol is set up to handle these sorts of
messages as part of its functionality, improper handling—e.g., excessive sending of
ping messages or inefficient pong replies—could lead to undesired network traffic,

resource usage, or even compromise a low-level denial-of-service attack.

To investigate this, a bespoke Python client was implemented that connects to
a Bitcoin node, passively listening for receipt of ping messages while transmitting
corresponding pong messages and gathering timing statistics. Although this code
takes care to avoid generating attacks or sending unsolicited ping messages, it
represents a building block for examining node responsiveness and protocol-level

message exchange frequency.

Upon opening the connection, a version message was sent, containing

protocol version, node capabilities, timestamp, and identifying metadata. The
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connection was then assumed established with the receipt of a verack message
from the peer. After that, incoming messages were continuously observed, watching

carefully for ping messages.

Upon receipt of a ping message, a pong response was immediately returned
with the same nonce, in accordance with protocol specifications. The time intervals
between consecutive ping messages were noted to give an idea of the frequency and
temporal characteristics of message transmission in the network. In order to facilitate
the simulation of more complicated scenarios, multithreading capabilities were
included, thereby making it possible to establish several concurrent connections to
the same target node. This made it possible to simulate conditions like partial

message inundation and redundant ping-pong discussions.

All messages were in the Bitcoin message envelope format, with proper handling
of magic bytes, checksums, and payload encoding/decoding. The tests were run on
the regtest network for a deterministic and segregated test environment. In
addition, the client was enhanced with support for adjustable port choice and was
designed to allow simultaneous message sending via threading. These features
allowed customized stress-testing of node responsiveness on various connection

patterns and network conditions.

In order to supply a steady stream of transactions and block confirmations
required for the examination of prospective network weaknesses, a shell script was
used to automate Bitcoin transactions among nodes on a local regtest setup. This
script coordinates transactions among three separate Bitcoin Core nodes, each set up
with its own RPC endpoint and credentials. Each node has a pre-defined destination
address, and the script promotes cyclic, two-way Bitcoin transfer between nodes.
Two transactions per node are broadcast in each transaction cycle, six transactions
per cycle in total, thus emulating real peer-to-peer activity. To mimic the time
behavior of the Bitcoin mainnet (i.e., a new block is mined every 10 minutes) the
script introduces deliberate delays (e.g., 10 seconds per round). The mining of a
block is triggered after a specified number of rounds by an authorized node to

validate the pending transactions and include them in the blockchain.
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The user is asked to input both the number of blocks in total that are to be
mined and the node that does the mining. This setup enables dynamic
experimentation and offers a handy structure for viewing the impact of various

transaction rates and time intervals on network performance and stability.

6.4 Test Scenarios

6.4.1 Scenario 1: DoS Attack

A private Bitcoin network was set up, comprising several nodes that were
interconnected and were meant to communicate exclusively in a controlled
environment. A series of experimental scenarios were run to test the resilience of the
network based on security vulnerabilities and degradation performance. The first
experiment involved a targeted Denial-of-Service (DoS) attack on one of the nodes,
and this was coordinated by an attacker node. The attacking node created a large
number of concurrent requests using a specially crafted Python program, with the

intent of overwhelming the target's processing capacity.

Network traffic was closely watched using Wireshark to sniff and examine the
message flow throughout the attack. At the same time, system-level resource usage
on the victim node was monitored through the Linux top command, with a focus on

CPU usage.

At the beginning of the attack, the CPU load increased, reflecting heavy
processing demands from the initiation of the flooding of incoming requests. This
rise initially disrupted the operational efficiency of the node, causing delays in

responses and decreased throughput.

In spite of the short-term effects on performance, the node stayed linked to the
network and also kept participating in consensus processes. Following the
termination of the attack, an end-to-end check of the blockchain states at each node
verified that synchronization was upheld during the attack. The ultimate ledger states

were identical in all nodes, indicating that the network preserved data consistency
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and integrity, even in the face of adversarial conditions. This experiment showcases
the susceptibility of nodes to attacks targeting resource exhaustion and also
demonstrates the resilience of the underlying Bitcoin protocol in sustaining

synchronization and consensus in spite of temporary disruption.

6.4.2 Scenario 2: Port Blocking

In the second scenario, the Uncomplicated Firewall (UFW) was employed to
block either the incoming or outgoing ports of a node to determine whether
synchronization would continue uninterrupted. The tests involved blocking only the
incoming port and allowing the outgoing port to remain open, blocking only the
outgoing port and allowing the incoming port to remain open, and blocking both
ports simultaneously. It was noted that upon blocking the incoming port, the node
ceased to accept new connection requests but continued with the ongoing
connections. In each of the three test cases, the network exhibited synchronization
and the most recent blockchain information was identical in the nodes, revealing that

Bitcoin probably has an internal port or channel for the data transfer.

The second experiment was to interconnect two nodes at the same time when
issuing connection requests by a Bitcoin client towards both nodes so that the third
node would not connect to them. However, despite all these efforts, the third node
still managed to successfully connect to the two nodes in the process of its startup.
We can account for this phenomenon using two significant facts: first, the data
structure of each node includes a pre-established list of nodes it is linked with;
second, the third node was already familiar to the other two nodes, so we can end one

of their current connections to accommodate the link with the third node.

6.4.3 Scenario 3: Ping-Pong Problem

To test how TCP connections work and confirm the longevity of network
sessions on the Bitcoin node, we used network traffic traces from tcpdump. We
implemented a Python script using the Scapy library to read these traces and

calculate when connections are opened and closed.
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SYN-marked TCP packets, signifying a connection is starting, were noted as
connection start times. FIN- or RST-marked packets, signifying a connection is
closing, were noted as connection end times. The script computed the time

differences between these events for each connection.

A Python client was developed with customization for the sake of simulating
several concurrent connections to a Bitcoin Core node in a virtualized setup. The
client is derived from the implementation of the main components of the Bitcoin P2P
protocol, namely version, verack, ping, and pong message handling.
Through the threading capability of Python, the client-initiated numbers of
simultaneous TCP connections to the target node, which is well above the typical
maximum number of incoming connections of approximately 117 set by the Bitcoin

protocol.

Every established connection kept an open communication channel by
responding quickly to regular ping requests from the Bitcoin Core node with
respective pong replies, thereby keeping the connections alive and avoiding
disconnection from being idle. This steady stream caused the complete fill-up of the
target node's available connection slots, thereby blocking legitimate nodes from

establishing new connections.

Running in a resource-limited virtual machine, the target node was exposed to
heightened CPU and memory usage due to handling numerous concurrent
connections. This consumption of resources created a Denial-of-Service (DoS)
situation, slowing the responsiveness of the node and possibly hindering its
capability to contribute productively to the Bitcoin network. The attack highlights a
critical vulnerability regarding connection handling in Bitcoin nodes, especially
under circumstances with restricted hardware or virtualized environments. It also
highlights the importance of implementing effective measures for connection rate

limiting and resource management to mitigate these kinds of conditions.

38



STRATEGOS
Sc in Strategic Engineerint

Investigating Security e e e
of Blockchain Network gg

Hundreds of TCP Handshake and Ping-Pong messages

vyvvwvywy

Bitcoin
Python Client _ Core
(Attacker) : Node

"

T Connection Request

Legitimate

Node

Figure 8:TCP Connection Saturation

39



STRATEGOS
MSc in Strategic Engineerin

Investigating Security
of Blockchain Network

7 Conclusions and Future Work

This current thesis seeks to analyze the security model of the blockchain
networks, in this case focusing on Bitcoin, which remains the most prominent and
valuable cryptocurrency in the market today. Through a systematic study of Bitcoin's
network protocol, peer-to-peer communication architecture, and consensus protocols,
we explored the inherent vulnerabilities in the system and their expressions in real-
world scenarios.

To empirically examine these vulnerabilities, we setup a private and
controlled Bitcoin network with Bitcoin Core in regression test mode. In this
experimental environment, we mimicked various forms of attacks, such as Denial-of-
Service (DoS), connection flooding, and message flooding, with a focus on the Ping-
Pong issue. This is a classic case of how following protocol standards can have
negative consequences under certain circumstances, where the unabated exchange of
Ping-Pong messages could be exploited to keep connections open and deny access to
legitimate peers.

Our experiments validated that while the Bitcoin network is very resilient—
maintaining consensus and synchronization despite targeted attacks—it remains
exposed to performance degradation and connection-based denial strategies,
especially under resource-constrained scenarios. The Ping-Pong problem
demonstrated that an otherwise protocol-conformant, low-effort behavior could cause
high resource burdens and bar legitimate nodes, showing a less-researched
vulnerability avenue.

We identified a few areas where Bitcoin's current implementation can be
made stronger. They include enhancing connection management, rate limiting
control messages, and smarter peer selection algorithms. Our work also pointed out
the necessity of not just monitoring large-scale attacks but also subtle abuses of the
protocol that can lead to denial-of-service over time.

The constraints of the present study are the utilization of a small-scale private
network, which might not fully reflect the complexities that come with the global

Bitcoin network. The attacks were also performed in controlled setups and might
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have different results when applied to stronger nodes with production-level
infrastructure.

Nonetheless, this research adds to the increasing amount of literature on the
blockchain security and highlights how essential it is that protocol-level defenses in
decentralized networks are incessantly reviewed and updated. Refinement of these
simulations through additional nodes, increased diversity of network topologies, and
realistic latency can be done in future research to further investigate ways in which

Bitcoin can be protected from cyber-attacks in the future.
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